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John Burton (2008)

A Software Risk Management Capability Model for

Medical Device Software

Abstract

The Medical Device industry is currently one of the fastest growing industries in
the world and a guarantee of the integrity of medical device software has become
increasingly important. Failure of the software can have potentially catastrophic
effects, leading to injury of patients or even death. Consequently there is a
tremendous onus on medical device manufacturers to demonstrate that sufficient
attention is devoted to the area of software risk management throughout the
software lifecycle. Failure to do so can lead to a lack of approval from the
various regulatory bodies with a consequent surrender of the right to market the
device in a particular country.

Several different standards, guidance papers and industry guides exist which
make it difficult to guarantee conformance in all cases. This diverse set of
requirements can make software risk management difficult and this thesis
examines the possibility of a unified approach whilst investigating the relevance
of the Capability Maturity Model Integration (CMMI®) SPI model to the
regulatory requirements. It is demonstrated that existing SPI models are not
comprehensive enough to satisfy medical device safety requirements and an
alternative is proposed.

The research presented in this thesis develops a software Risk Management
Capability Model (RMCM) for the medical device sector, which meets medical
device regulatory requirements and the CMMI® Software Process Improvement
(SPI) risk management practices. The RMCM has been evaluated within a
medical device company producing medical device software.

During the creation of the model a mapping has been performed between medical
device regulations and the CMMI® guidelines for software risk management.
The research identifies the potential strengths and weaknesses of the CMMI® risk
management process area in the specific context of medical device software.
The research also identifies weaknesses of current medical device software
regulations, through the analysis of the CMMI® SPI model.
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1 Chapter 1: Introduction

1.1 Research Introduction

1.1.1 Risk

Several definitions exist for the term “risk” but they typically contain a common
theme of loss, injury or harm. Cambridge Advanced Learners dictionary (2008)
defines risk as “the possibility of something bad happening”. Webster’s (2008)

dictionary defines risk as “The possibility of loss or injury”.

In 1921, Frank Knight (1921) defined risk as “measurable uncertainty” stating
that in “the distinction between the measurable uncertainty and an unmeasurable
one we may use the term ‘risk’ to designate the former and the term ‘uncertainty’
for the latter”. Holton (2004) suggests that Knight’s definition is flawed in that
he does not address exposure in his definition. Risk entails both uncertainty and
exposure with possible consequences and therefore can be defined as “exposure
to a proposition of which one is uncertain”. Knight’s definition had only
addressed uncertainty. Take the following scenario: if a person bets their house
on the spin of a roulette wheel, there is a risk that they will lose their house. If a
person never exposes himself or herself to gambling, then there is no risk that
they will lose their house in this way. Therefore exposure is an important aspect
of risk. By the same token if a person is certain of a scenario e.g. by digesting a
certain poison they will kill themselves, then there is no risk, because the

outcome is known.

Felix Kloman (2000) argues that risk must carry a connotation of “harm”. What
if the proposition defined earlier is in fact positive? Therefore Kloman defines
risk as “the compound estimate of the probable frequency, probable severity and
public perception of harm”. This definition would appear to be in line with the
widely accepted “combination of the probability of occurrence of harm and the

severity of that harm” as defined by ISO standards (ISO/IEC 1999).
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Risks exist in every day life and are a direct result of the scenarios we expose
ourselves to each day and the uncertainties associated with those scenarios. Risk
also exists for businesses across all industries and are measured under different
contexts depending on the industry in question. For example, the financial
industry may measure risk as the actual return of an investment being
substantially lower than expected. A farmer may measure risk in terms of
damage that may occur to his crops from storm damage or insect damage. The
medical device industry may measure risk as the chance of a failure in their
device causing harm to a patient. Regardless of the industry, if risk is not
identified, measured and controlled as part of the business, depending on its
severity, there may be loss in terms of human life, damage to the environment,

litigations, market withdrawal of products and severe financial impacts.

1.1.2 Risk Management

Risk management is an attempt to identify, measure, mitigate and control risks.
In a general sense, risk management for organisations can be seen as the
protection of physical, financial and human interests of the organisation as well
as the end-users, bystanders and environment towards which the organisation’s
outputs are geared. The key word here is “protection” against risks.
Governments across the world are aware of the need to manage risks and as such
many governmental and associated agencies exist to provide support in this area
across different industry sectors (EC 2008; EFSA 2008; HSA 2008; HSE 2008;
IHCP 2008; NEA 2008; USDA 2008). The purpose of these agencies is the
protection of the public and businesses. Perhaps the best definition of risk
management the researcher came across is “a discipline for living with the

possibility that future events may cause harm” (Kloman 2000).

Software risk management within medical device companies is a critical area.
Failure of the software can have potentially catastrophic effects, leading to injury
of patients or even death. It is therefore no surprise that regulators throughout
the world are penalising medical device manufacturers that do not demonstrate
sufficient attention is devoted to the areas of hazard analysis and risk

management throughout the software lifecycle. If a medical device company
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fails to comply with the regulations of a given country, in effect they surrender
their legal right to market their device in that country. Therefore it is in

everybody’s best interest that the medical device manufacturer gets it right.

However, with so many different standards, regulatory guidance papers and
industry guides on software risk management, the task of collating this
information into a usable model is a daunting one. This research seeks to extract
the important software risk management concepts from a number of accepted
standards and guides in the medical device industry as well as the broader
software engineering community and present them as a generic usable model for

medical device software.

1.2 Research Question and Objectives

“Can the development of a new Software Process Improvement (SPI) Risk
Management Capability Model (RMCM) for the medical device domain assist
medical device companies in improving their software risk management
practices and put them on the path to regulatory compliance?” To answer this
question this research has been divided into two distinct but equally important
objectives. The first objective is the development of the RMCM. The RMCM is
geared towards companies who produce software for the medical device
industry. The RMCM provides a method for medical device software producing
companies to assess and improve their software risk management capability. The
model also seeks to promote SPI practices into medical device software risk
management to increase the effectiveness and efficiency of software risk
management within the regulated medical device environment. The second
objective is the evaluation of the model, through the trialling of it in an Irish
medical device company that produces both embedded and desktop application

software for their devices.

1.3 Research Contributions
This research has resulted in a number of contributions. An extensive literature

review is presented that highlights the need for an SPI model for the medical

device software industry. A new model is developed as part of the research and
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evaluated in the context of an Irish medical device company producing medical
device software. The research investigates how current medical device
regulations can be improved through the adoption of practices from existing
formal SPI models. The research also highlights how the software risk
management practices associated with existing SPI models are not

comprehensive enough in their own right to satisfy medical device requirements.

The research also contributes to learning through:
e The publication of the knowledge gathered during the research (Burton
et al. 2006; Burton et al 2008, McCaffery et al 2008);
¢ The presentation of the model to a steering group of Irish medical device
companies;
e The development of a more comprehensive software risk management
process for the client company in which the research was performed in

conjunction with the sharing of lessons learned during the research.

1.4 Outline of Thesis Structure

The following is an outline of how the research has been structured and
presented in this thesis:
e Chapter 1: Introduction. The thesis commences with a high-level
introduction to the research domain and the critical nature of the research.
The research question is then set out in conjunction with the primary two
objectives of the research, which are explored further in Chapter 3.
¢ Chapter 2: Literature Review. The chapter commences with a
definition of risk and risk management and the applicability of risk
management to the software industry. This is followed by an overview
of the emergence of software risk management in the software
engineering community from early days to the development of formal SPI
models. Discussion is presented on how formal models have been
adapted by other regulated industries. A history is presented of the major
medical device software risk management standards and guidance papers.

Finally a critical review is presented of related research.
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Chapter 3: Research Methodology. The chapter commences with a
definition for risk management capability model and follows with a
presentation of the client organisation in which the research occurred.
The research objectives are presented and justification is made for the
choice of the interpretive research paradigm. A critical evaluation of the
research methods for the interpretive paradigm is performed, resulting in
the chosen method for this research, Action Research. Common
criticisms of the chosen research method are addressed and the method is
then presented in the context of the client organisation that participated in
the research. The chapter also covers how internal and external validity,
reliability and objectivity have been obtained throughout the research.
Finally data analysis and collection in the research is discussed.

Chapter 4: Development of the RMCM. The development and
structure of the RMCM are discussed in detail, covering the goals,
practices and sub-practices of the model. Changes made to the model
throughout the research are presented with the reasons and associated
impacts of the modifications.

Chapter S: Evaluation of the RMCM. The evaluation chapter
commences with the evaluation of the client’s software risk management
process at the start of the project. The researcher’s intervention and the
impact of that intervention is evaluated. The chapter concludes with
recommendations from the research findings. These are divided into
recommendations related to the RMCM and recommendations related to
the client’s software risk management procedures.

Chapter 6: Summary and Conclusions. The conclusions chapter
summarises how the objectives stated at the beginning of the research
have been met and how the research has provided contributions on
several levels. The factors that have contributed to the success of the
research are discussed along with the limitations of the research. Finally a

number of recommendations are suggested for further research.
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2 Chapter 2: Literature Review

2.1 Introduction
It has been suggested that “we have reached a point where testing as the primary

way to gain confidence in a system is impractical or ineffective” (Lee et al.
2006). Therefore, software risk management has emerged as a very important
method for establishing safe and efficient software. Lack of risk management
within software projects can lead to failures and loss at several levels. Barry
Boehm (1991) has defined the degree to which a software project may be
exposed to failure i.e. risk exposure, as the “probability of an unsatisfactory
outcome and the loss to the parties affected if the outcome is unsatisfactory”.

The two key themes from this definition are “unsatisfactory outcome” and “loss”.

In software risk management literature, these two terms are viewed from
different perspectives depending on the industry in question and the people
involved in the risk management process. For risk management literature, which
is industry non-specific, “loss” is typically defined and managed in terms of
schedule and budget (Mizuno et al. 2001), with the primary goal of avoiding so-
called “death-march” projects (Yourdon 1997). Similarly, when software risk is
discussed in the context of the Defence Industry, unsatisfactory outcome and loss
may be equated to delays of mission critical systems, depletion of management
reserve and budget overruns which can ultimately impact the effectiveness of the
armed forces (Chittester and Haimes 1993). Literature in the defence forces
industry focuses on risk management from the perspective of reducing over-runs
in performance, support, cost and schedule (Williams et al. 1999). Risk is
reduced by increasing performance through the utilisation of technical,
management, and human resources effectively to achieve program goals (Boehm

1991; Loveland Link et al. 1999).

Literature in the Automobile and Space industries take a broader view of risk due
to the fact that the systems are required to deliver many functions in a
dependable and safe manner, while also keeping costs low (Froberg 2006). Loss

in these industries is viewed from several perspectives including budget, project
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delays and overruns, quality and also in terms of safety of the end-users of the

systems and associated mechanics/electronics.

Within the Medical Device industry however, risk is discussed in the literature
primarily with the aim of managing software risk from a safety perspective. The
medical device industry and its associated regulators view unsatisfactory
outcome and loss in terms of loss of life or injury to users or bystanders or in
terms of damage to the environment. Schedule and budget over-runs do not
concern the regulators. Their job is to protect the public from faulty software
which may be placed into medical devices and thus reduce the risk of potential
injury (FDA 2008a). The key point here is that the focus and targeted risks
within risk management can depend to a large degree on the industry in question
(Table 2.1). As this research is focussed on the medical device software domain,
it produces a risk management model aimed at satisfying the requirements of the
regulators of this industry. The risk management model is therefore geared

towards improving the safety of medical device software.

Table 2.1 — Risk management by industry sector based on literature review

Industry Focus of Risk Management Drivers of Risk

Domain Management
Schedule Budget Safety

General Primary Primary Secondary Industry

Defence Primary Primary Secondary Department of Defence

Space Spread Evenly Industry and regulators

Automobile Spread Evenly Industry

Medical Secondary Secondary Primary Regulators

2.2 Evolution of Software Risk Management

2.2.1 Early Software Risk Management Literature

Software risk management comprises several core practices irrespective of the
industry domain in question. These include the identification, analysis, planning,
tracking and control of risks (Automotive SIG 2005; Boehm 1989; Boehm 1991;
Cass et al. 2001; Higuera and Haimes 1996; ISO 2007; ISO/IEC 1998a). Early
research and literature such as Barry Boehm’s paper (1991) and tutorial (1989)

on “Software Risk Management: Principles and Practices” is devoted to the
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discussion and breakdown of risk management practices into more detailed sub-
practices. Tools and techniques for risk identification, analysis and control are
discussed by Boehm (1987) including the use of decision trees and the creation
and management of a top 10 risk list which focuses on the critical success factors
of the software projects. This ensures the important issues get analysed and
addressed thus reducing the likelihood of the projects coming in over budget and

schedule.

Other authors of this time have expanded upon some of the sub-practices
identified by Boehm, including risk identification and analysis, through the
introduction of specialised techniques such as FMEA, FTA, Event Tree Analysis
and others (Bell 1989). It is evident from this early literature that risk
management was seen as a very necessary part of software systems development
and management. With complex systems being built, which were expected to
run for a long time, industry was aware that there was “no silver bullet” (Brooks
1987) in completely eliminating all potential errors from complex systems. The
software industry had to assume that whatever could go wrong with complex
software systems, would. This was due to unexpected use by end-users and due
to failures and causes external to the system. Hence the focus turned to how
potential errors could be reduced through up-front identification, analysis,
planning, tracking and control through the introduction of software risk
management practices. The risk management practices discussed by Boehm go a

long way in providing such a framework for risk management.

2.2.2 A Holistic Approach to Software Risk Management
Several authors (Carr et al. 1993; Chittester and Haimes 1993; Higuera and

Haimes 1996; Williams et al. 1999) at the Software Engineering Institute (SEI)
in Carnegie Mellon University, found key issues with the early risk management
frameworks. Their primary concern was that these frameworks were being
viewed and used from a single “planar” view or perspective. The SEI argued that
the issue with early risk management frameworks and associated practices were
that they did not take a “holistic” approach whereby consideration is given to

several different perspectives of software risk management. They acknowledged
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that risks come from several different sources and it is only when risks are
viewed from these perspectives can a truly comprehensive identification and
analysis be performed. Therefore the SEI went about producing a framework
and risk management literature, which focussed on software risks from the
following perspectives: process, lifecycle and human (Chittester and Haimes

1993; Higuera and Haimes 1996; Williams et al. 1999).

The framework produced by the SEI has its foundations in practices such as
Software Risk Evaluation (SRE), Continuous Risk Management (CRM) and
Team Risk Management (TRM). TRM involves both the customer and supplier,
where both have their own risk management programs but they form a team
together to manage project risks. This concept is highly dependant on open
communication between the parties and as such, communication is seen as
central to the risk management strategy by the SEI. The SRE as described by the
SEI is “a diagnostic and decision-making tool that provides a robust, clear, and
understandable picture of the risks that may affect a project”. The SRE is based
on what is termed a “Risk Taxonomy” (Carr et al. 1993) type
questionnaire/interview. The “risk taxonomy” comprises a list of where risks
originate; see Figure 2.1. This is used in identifying and analysing the initial

software project risks.
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Figure 2.1 — Taxonomy of Software Development Risks (Carr ef al. 1993)

A. Product Engineering

B. Development Environment

C. Program Constraints

. Requirements 1. Development Process 1. Resources
a. Stability a. Formality a. Schedule
b. Completeness b. Suitability b. Staff
c. Clarity c. Process Control c. Budget
d. Validity d. Familiarity d. Facilities
e. Feasibility e. Product Control 2 Contract
f. Precedent 2. Development System a. Type of Contract
g. Scale a. Capacity b. Restrictions
2. Design b. Suitability c. Dependencies
a. Functionality c. Usability 3. Program Interfaces
b. Difficulty d. Familiarity a. Customer
c. Interfaces e. Reliability b. Associate
d. Performance f. System Support Contractors
e. Testability g. Deliverability c. Subcontractors
f. Hardware 3. Management Process d. Prime Contractor
Constraints )
a. Planning e. Corporate
g. Mon-Developmental . _— Management
Software b. Project Organization ¢ Vendors
] c. Management ’ .
3. Code and Unit Test Experience g. Politics
a. Feasibility d. Program Interfaces
b. Testi
o _||1g 4. Management Methods
c. Coding/lmplement- Monitori
ation a. Monitoring
. b. Personnel
4. Integraticn and Test Management
a. Environment c. Quality Assurance
b. Product d. Configuration
c. System Management
5. Engineering Specialties 5. Work Environment

a. Maintainability

a. Quality Attitude

b. Reliability b. Cooperation

c. Safety c. Communication
d. Security d. Morale

e. Human Factors

f. Specifications

The SEI points out that risk management must be continuous, hence the CRM
part of the framework. Results are achieved over time where new risks are
identified, existing risk mitigation plans evolve, and risks are found to have
dependencies. The SEI risk management framework is quite comprehensive and
covers risks from several perspectives and as such has many advantages over the

traditional “planer” analysis.

223 Formal Methods — CMMI® and SPICE™

2.2.3.a CMMI® Overview and Software Risk Management

As discussed earlier, the Department of Defence recognised a key risk in

software projects with respect to increased software costs and quality issues.
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Therefore, in the early 1980’s they set about establishing the Software
Engineering Institute (SEI), located in Carnegie Mellon University,
Pennsylvania. The SEI (1991) immediately set about developing a formal
software process improvement (SPI) model for software engineering and in
August of 1991 released the initial version of the Capability Maturity Model for
Software (SW-CMM). In 1997, efforts in the CMM model halted in preference
for the more comprehensive Capability Maturity Model Integration (CMMI).
Version 1.1 of the CMMI® was released in 2002 by the SEI CMMI Product
Team (SEI 2002a; SEI 2002b) with v1.2 following in August 2006 (SEI 2006).
A key change in the CMMI® for Development V1.2 (SEI 2006) is that one
document describes both the continuous and staged models. In Version 1.1 the
continuous (SEI 2002a) and staged (SEI 2002b) representations were detailed in

separate documents.

The primary difference between the continuous and staged representations of
CMMI is as follows. In selecting the continuous representation, an organisation
may choose to focus on either a single or multiple related process areas with the
goal of improving capability within those process areas. Different process areas
may be progressed at different rates (capability), thereby providing the
organisation with maximum flexibility to address those areas they see as critical.
In implementing the staged representation of CMMI, organisations must progress
through the model one stage at a time in a prescribed fashion. The process areas
within the model are associated with maturity levels. The organisation may only
progress to the next maturity level of the model once they have demonstrated
capability for all process areas within their current maturity level. This method
of progression through the model ensures that an adequate foundation has been
laid at each maturity stage before tackling the more advanced process areas of

the subsequent stages.

The CMMI® model comprises 22 key process areas. A process area as defined by
CMMI is “a cluster of related practices in an area that, when performed
collectively, satisfy a set of goals considered important for making significant
improvement in that area” (SEI 2006). A process area typically comprises 1 to 4

specific goals. The specific goals are further divided into practices that are
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specific to that process area. In addition, the model contains generic goals and
practices that are common across all of the process areas. Within the continuous
representation of the CMMI® model capability levels are used to measure
performance with respect to the specific and generic practices. The levels
include: Level O - Incomplete, Level 1 - Performed, Level 2 - Managed, Level 3 -

Defined, Level 4 — Quantitatively Managed and Level 5 — Optimised.

One of the key process areas addressed by CMMI® is the area of Risk
Management (RSKM). Risk Management appears as a Project Management
process area at Maturity Level 3 of the staged representation with the three
specific goals:
* SG 1 Prepare for Risk Management;
o SP 1.1-1 Determine Risk Sources and Categories;
o SP 1.2-1 Define Risk Parameters;
o SP 1.3-1 Establish a Risk Management Strategy;
= SG 2 Identify and Analyse Risks;
o SP 2.1-1 Identify Risks;
o SP 2.2-1 Evaluate, Categorise, and Prioritise Risks;
= SG 3 Mitigate Risks;
o SP 3.1-1 Develop Risk Mitigation Plans;
o SP 3.2-1 Implement Risk Mitigation Plans.

Each of the specific practices listed above is expanded into a number of sub-
practices in the CMMI® model. The specific goals (SG) and specific practices
(SP) described by the CMMI® are a common approach to risk management
irrespective of the industry in question. However, it is in the sub-practices of the
SPs where differences may be required depending on the industry and whether
there are any specific regulations governing that industry as discussed in section

2.3 below.

2.2.3.b SPICE Overview and Software Risk Management
ISO/IEC 15504, also known as SPICE™ (Software Process Improvement and

Capability Determination) is an international standard for software process
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assessment. It was developed by the Joint Technical Subcommittee between ISO
and IEC. The group was formed in 1993. SPICE™ is derived from the ISO/IEC
12207 (1995) standard and, because it was developed after CMMI, it uses many
of the ideas of CMMI.

SPICE™ is used in defining and assessing an organisation’s capability in the
areas of management and the definition of their process structures. The model is
therefore broken into a process and capability dimension. The key process
categories include: customer-supplier, engineering, supporting, management and
organisation. Similar to CMMI®, the capability level for the process areas are
broken into six levels, 0 — 5 as follows: Level O - Incomplete process, Level 1 -
Performed process, Level 2 - Managed process, Level 3 - Established process,

Level 4 - Predictable process and Level 5 - Optimised process.

Similar to CMMI®, risk management within SPICE™ (ISO/IEC 1988) is
contained within the management process area. However, the risk management
is spread across more than one process category (Surie 2008) e.g. the human
dimension is covered in the human resource management process area 3.2.3;
continuous monitoring and performance is covered in the quality management
process area 3.1.3, customer related risks are dealt with in the customer supplier

process area 1.1.

2.3 Industry Domain Specific Models
With the creation of formal SPI models such as CMMI® (SEI 2006) and

SPICE™ (ISO/IEC 1998a), researchers within regulated environments such as
the Space and Automotive industries began to investigate how they could utilise

these proven SPI Models to improve the practices within their industry domains.

The main problem with the existing models is that, although they are
comprehensive in their own right, they do not address all of the regulatory needs
and constraints of their industries. Researchers therefore sought to adopt the
practices within these models while also expanding on them to account for

regulatory requirements within their own domains. The result of these strands of
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research was the production of full SPI models tailored specifically for the Space
domain (SPICE for SPACE) (Cass et al. 2001) and automobile domain -
Automotive SPICE (Automotive SIG 2005).

Figure 2.2 portrays the emergence of industry domain specific risk management
models commencing with the early research carried out by Boehm in the centre.
As discussed, Boehm’s research was improved upon by the SEI’s holistic
software risk management model which in turn was followed by the release of
formal SPI models such as SPICE™ and CMMI®. The following sub-sections
discuss the emergence of the Space and Automobile industry domain specific
models and highlight a similar need for a medical device software risk

management model.

Figure 2.2 — Overview of relevant risk management research and literature areas

Domain Specific Models
Space Industry Automotive Industry Medical Device Industry
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2.3.1 Space Industry

In the space industry, Cass et al. (2001) recognised the need for a proven method
in assessing software suppliers in the regulated space industry. Therefore they
developed a new SPI model through the adoption of existing standards ISO
12207, ISO 15504 (ISO/IEC 1995; ISO/IEC 1998a) and combining them with

space regulation requirements as published by the European Cooperation for
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Space Standaridisation (ECSS), ECSS-E40 and ECSS-Q80 ( 1999; ECSS 1996).
The research lead to a considerable expansion of the existing ISO 15504 model
through the introduction of four new processes including SUP 9: Safety and
Dependability, SUP 10: ISVV, CUS 5: Contract Maintenance, MAN 5:
Information Management (see Figure 2.3). Fifty base practices and sixty new
notes were also added.

Figure 2.3 - S4S process figure extracted from work by Cass ef al (2001). Processes added
to the ISO 15504 exemplar model are depicted in grey.

Primary Life Cycle Processes Supporting Life Cycle Processes
CUS.1.1 Acquisition Preparation ||CUS.2.2 Delivery 4 SUP.1 Documentation 2
cLsi1a Suppl!er Selepthn 1(|CUS.3 Requirements Elicitation 0 SUPR.2 Configuration Management 9
CUS.1.3 Supplier Monitoring 2 [CUS 4.1 Operaticnal Use 1 _
CUS.1 .4 Customer Acceptance 0 CUS.4.2 Customer Support 0 SUP.3 Quality Assurance 9
CUS.2.1 Supply Preparation 0| /GUS.5 Coniract Maintenance 1 SUP.4 Verification 3

SUP.5 Validation

—

EMNG.1.1 System Flequirr.aments Analysis.and Design 1 SUPG Joint Review >
EMNG.1.2 Scftware Requirements Analysis 10
ENG.1.3 Software Design 8 SUP.7 Audit 0
EMG.1.4 Software Construction B SUP.2 Problem Resclution 3
EMNG.1.5 Scftware Integration 5 SUP.9 Safety and Dependability 2
ENG.1.6 Software Testing 5
ENG.1.7 System Integration and Testing 1 SRR E
ENG.2 System and Software Maintenance 2

Organisational Life Cycle Processes

ORG.1 Organisational Alignment 0

MAN.1 Management 0 ORG.2.1 Process Establishment 1
: TR ORG.2.2 Process Assessment 0

BN« ije_d MEnsgament ORG.2.3 Process Improvement 0
MAN.3 Crizlity Managemant 1 ORG.3 Human Resource Management 0
MAN.4 Risk Managsment a8 ORG 4 Infrastructure >
MAM.5 Information Management 1 ORG.5 Measurement F

ORG.6 Reuse

Using the newly derived SPICE for Space capability model, space software
companies could determine the gap between target and measured capability and
derive a direct list of corrective actions for their processes. The research was
extended to focus specifically on risk management (Volcker et al. 2002). Unlike
the medical device sector where risk management focusses on user and patient
safety, the space risk management model known as Risk for Space (R4S),
focussed on quantifying the risks associated with the gaps between target
capability as defined by ISO 15504 and assessed capability. The output is a risk-
analysis that helps software suppliers select the necessary and minimum process

improvements required to meet the organisation’s constraints. The authors
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describe the process as complementary to an organisation’s existing risk analysis
within software development and it is this researcher’s opinion that the model
described could in fact be extended and implemented in other industries where

formal SPI models have been defined.

2.3.2 Automotive Industry
In Automotive SPICE, risk management is included as a process area, MAN.5

Risk Managemanent. The process comprises seven base practices which are

fundamental risk management practices, shown below in Table 2.2.

Table 2.2 — MAN.5 Risk Management from Automotive SPICE

Base Practice Description

MAN.5.BP1 Establish risk management scope
MAN.5.BP2 Define risk management strategies
MAN.5.BP3 Identify risks

MAN.5.BP4 Analyse risks

MAN.5.BP5 Define risk treatment actions
MAN.5.BP6 Monitor risks

MAN.5.BP7 Take corrective actions

It is obvious from the list of base practices that the focus is on the core practices
of software risk management. As discussed earlier in this chapter, these practices
are common across the majority of software risk management models. It is in the
detail of these practices i.e. the sub practices, where the critical differences lie
and what distinguishes one industry model from another. The safety related
practices within the Automotive SPICE process area are not comprehensive

enough to satisfy medical device regulations.

Take for example the base practice above MAN.5.BP2 — “Define risk
management strategies”. Table 2.3 shows a list of subpractices for this base
practice as defined in Automotive SPICE. The sub-practices were described in
narrative form as opposed to being broken out into bulleted or numbered items
and have been extracted and tabulated below for clarification purposes. The
table shows how each sub-practice is also addressed by medical device

regulations and standards.
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Table 2.3 — Sub-practices of MAN.5.BP2 — Define risk management strategies

Automotive SPICE Sub Practice Source of corresponding
medical device practice

Define appropriate strategies to identify risk ISO 14971

Define appropriate strategies to mitigate risk ISO 14971

Set acceptability levels for each risk or set of risks at a | ISO 14971
project and organisational level

The next table, Table 2.4, shows additional sub-practices extracted from the

medical device regulations and standards which are not wholly addressed by the

MAN.5.BP2 — “Define risk management strategies” practice in Automotive

SPICE.

Table 2.4 — Medical Device sub-practices not wholly covered by MAN.5.BP2 — Define risk

management strategies

# | Sub Practice Source of
corresponding medical
device practice

1 Determine the scope of the risk management strategy. | ISO 14971

Include those lifecycle phases for which the strategy is
applicable

2 | Include a verification plan as part of the strategy ISO 14971

3 Outline the allocation of responsibilities ISO 14971

4 | Outline the requirements for reviewing the risk ISO 14971

management activities

5 | The risk management strategy should include OTS IEC 62304

software

6 | Post-production queries and bugs be should analysed ISO 14971 and CDRH

Guidelines

In the table above:

1.

Determining the scope of the risk management is addressed by
Automotive SPICE in MAN.5.BP1:Establish risk management scope,
however it does not go so far as to request the inclusion of the lifecycle
phases for which the strategy is applicable;

A verification plan is required by the medical device regulations to ensure
a pre-defined plan is in place for the verification of risk mitigations.The
verification plan is not mentioned as a specific output work product of
Automotive SPICE;

For medical device companies, the strategy itself must outline who is
reponsible for the various risk management tasks. The purpose of this is
to provide documented tracability to the person who performed the

associated task. This in turn must be tracable back to a training log which

28




shows the person has been trained on the specific risk management task.
If the person performing a risk management acitivity is not trained in that
area, this in itself can pose a risk in that the activity may not be properly
performed. This specific requirement is not addressed by Automotive
SPICE;

4. The requirements for reviewing the risk management activities
themselves must become part of the medical device company’s strategy.
If there are issues with or within the risk-management activities
themselves then the whole software risk management process could
potentially fail itself;

5. There is no specific mention of examining OTS software as potential
sources of risk in the Automotive SPICE risk strategy. The reason for its
inclusion in the medical device practices is because a failure in an OTS
component can in itself produce an unexpected condition or failure in the
medical device software with which it is integrating;

6. Automotive SPICE does not state that post-production queries and bugs
should be analysed. This is an important part of the risk management
strategy. An analysis of post-production issues and bugs can produce
information on unexpected uses of the software, unforeseen
environmental conditions in which the software was used and other risk
areas that may have been missed during the design and development

lifecycle.

As illustrated, the medical device industry introduces new sub-practices and
elaborations on existing sub-practices within the risk management process area.
The formalities of the medical device software regulations introduce a new
complexity and the need for a medical device specific model which completely

addresses these requirements specifically.

2.3.3 Medical Device Industry

An industry specific SPI risk management model has not previously been
developed for the medical device industry, which considers both formal SPI

methods and the regulatory requirements. Research is currently underway to
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define an SPI model for the medical device industry, covering those process
areas that are key to medical device software (McCaffery et al. 2005). The
research presented in this thesis is an integral part of this wider research area,
focussing specifically on software risk and is therefore key in providing a new

SPI risk management model for medical device companies.

The research presented in this thesis uses CMMI® as opposed to SPICE™ as its
foundation model for the development of a new SPI risk management model.
The primary reasons for this are that research by others has shown risk
management in CMMI® to be more comprehensive than risk management in ISO
15504 (Surie 2008). CMMI® has also been shown to satisfy the risk
management models discussed by Boehm and the SEI (Surie 2008). Some
ancillary reasons for choosing CMMI® include that the ISO/IEC 15504 is not
available as free download but must be purchased from the ISO whereas the
CMM and CMMI are available as free downloads from the SEI website (SEI
2006); The CMMI was sponsored by the US Department of Defence and as such
is the preferred model for US corporations due to its American roots. Therefore
basing the medical device SPI risk management model on the CMMI should
favour Food and Drug Administration (FDA) regulated companies; The CMM
was created before SPICE™ and as such, reached critical 'market’' mass before

ISO 15504 had become available.

2.4 Medical Device Industry

2.4.1 Introduction

This section discusses software engineering within the medical device industry
and the associated risk management practices. The literature reviewed has
contributed to an understanding of how medical device regulations have evolved
to the present day, what medical device companies must do to satisfy the
regulations and which practices are key to producing safer and more efficient
software, culminating in the creation of the risk management software process

improvement model.
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Medical device companies are responsible for ensuring they take adequate
precautions to produce safe and efficient software that does not pose a severe
hazard should a software-related failure occur i.e. ensure the software is not a
potential source of harm for the operator, subject, bystander or environment. An
issue facing medical device companies producing software is that it is not always
feasible to test all paths of execution through a software application. Therefore
the testing process cannot be relied upon as the only indicator of software quality
(Lee et al. 2006). A simple change in a software component can cause un-
foreseen problems in other components within the system, which could go
undetected unless a robust software design and implementation process exists.
The safety of medical device software is dependant on a reliable and solid
software process (Eagles 2001) with risk management being a core practice for

the production of safe and efficient software.

In recent years, the medical device industry has emerged as one of the fastest
growing industries in the world. In 2000, it was estimated that there were over
1.5 million different types of medical device on the market, representing a total
value of over €114 billion. These figures from the World Health Organisation,
which incorporate medical devices containing software, were expected to be in
the region of approximately €205 billion in 2006 (WHO 2003). When one
considers the importance of medical devices in providing critical patient care and
the potential for software failures within associated medical device software, it is

inevitable “accidents” related to medical devices can and do happen.

2.4.2 Regulatory Bodies and Quality System Regulations

Software quality may be defined and measured in many ways. For medical
device companies, one way to define and measure software quality is in terms of
the risk of software-containing devices in exposing patients, operators,
bystanders, service personnel or the environment to hazards. Although medical
devices and associated software are developed to increase the well being of
patients, the medical device industry and governments are faced with challenges.
Medical device software may potentially fail to perform an intended function.

There is also the possibility that users may attempt to misuse a function of the
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software in a manner that gives rise to injuries and death. According to the
Institute of Medicine report “To Err is Human”, between 44,000 to 98,000
people die throughout the world in hospital from preventative medical errors
(Kohn et al. 2000). The report also says that more people die every year in the
USA as a result of medical errors than from motor vehicle accidents, breast
cancer or AIDS. Another challenge facing both the medical device industry and
global governments includes the illegal sale of sub-standard devices which fail to
meet minimum quality and safety standards, therefore putting further lives at

risk.

To tackle the issue, governments have put in place regulatory bodies whose job it
is to define regulatory systems for medical devices. Regulatory bodies
worldwide are tasked with the job of ensuring that only safe medical devices are
placed on the market. A safe device is one that cannot cause serious harm or
injury to a patient or end-user of the device. Regulatory bodies in different
countries acknowledge clearance of a medical device in different ways. In
Australia, the device is allocated an Australian Register of Therapeutic Goods
(ARTG) number. In Canada, the Therapeutic Products Directorate awards a
Device License. In the European Union, devices cleared by a notified body,
receive an EC certificate and a CE mark, which is placed on the device. The
Japanese ministry of health and welfare issue a Shonin as an approval to market.
In the United States of America manufacturers must first receive a 510K pre-
market notification or a pre-market approval (PMA) from the Food and Drug

Administration (FDA).

To aid the control of medical devices, regulatory bodies adopt a classification
scheme. Devices are classified against a pre-determined set of criteria
established by the regulatory body. The manufacturer of the device must
establish design controls in line with the classification level. The higher the
classification of the device, the more stringent the design controls and
constraints. The classification levels range from class I type devices (least risk)
to class III devices (highest risk). Class I (lower risk) devices are subject to the
least regulatory constraints and controls and are exempt from pre-market

submissions. They are, however, subject to general controls including, but not
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limited to, registration with the relevant regulatory body and maintaining a good
manufacturing process. Class II devices must implement additional special

controls with class III devices requiring pre-market approval.

As discussed earlier, before a medical device company can sell their product in a
country, they must follow the registration or licensing procedure of that country.
This in turn establishes a contract between the device manufacturer and that
country. The device manufacturer is obligated to establish and perform both pre-
market and post-market duties as defined in the quality system regulations. The
quality system requirements for Europe are defined in the ANSI/AAMI/ISO
13485 standard (ANSI/AAMUI/ISO 2003) and the requirements for the U.S.A. are
defined in the 21 CFR Part 820 Quality System Regulations (FDA 2007). The
quality system has been defined by the FDA (2007) as a system ““for the design,
manufacture, packaging, labelling, storage, installation, and servicing of all
finished devices intended for human use”. Applicable requirements are typically
directly related to the class of the device. However hazard analysis and risk
management are key components that are applicable to all classes of device. The
FDA (2007) regulations stipulate the requirement for risk analysis as part of the
design validation process: “design validation shall include software validation
and risk analysis, where appropriate”. The ANSI/AAMI/ISO 13485 standard
requires that risk management be carried out and documented throughout the
product’s lifecycle, however it leaves the specifics to the ISO 14971 (ISO 2007)
standard (ISO 14971 is discussed further in section 2.4.6).

The regulatory or approved body, through audits, checks conformance to the
quality system requirements periodically. By conforming to the quality system
requirements, the device manufacturer is being pro-active and demonstrates a
tightly controlled manufacturing system, which in turn provides for greater
reliability, safety and effectiveness in the device. A primary issue with the
quality system regulations is that although they state requirements for specific
activities to be established and performed, they do not provide the detail on how
the activities should be performed. To address this, the FDA publishes separate
regulatory guidance documents. In Europe, many organisations rely on the

regulatory guidance documents from the FDA due to insufficient guidance being
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provided for the equivalent CE marking process (Donawa 2005). As such, this
research integrates relevant guidance published by the U.S.A. regulatory
agencies with respect to software risk management (CDRH 1999, CDRH 2002,
CDRH 2005).

243 A History of Medical Device Software Standards
To understand why the medical device regulations for software exist and what

companies must do to be compliant with respect to the regulations, it is important
to understand where the regulations have come from, how they evolved and why
they evolved. This section discusses the progression of the medical device
regulations (Eagles and Murray 2001) and expands on the standards discussed

where appropriate.

24.3.a Software Quality Audit System (1996)
In September 1996, the National Institutes of Health (NIH) held a workshop

aimed at creating a formal policy for regulating medical device software. The
regulation of medical devices incorporating software, as discussed in this
chapter, can lead to safer devices and reduce the number of unnecessary injuries
and deaths caused by medical devices each year. The aim was to establish a
software quality audit (SQA) system and procedure that manufacturers could
follow to gain market approval, without undergoing the traditional pre-market
software review. If a manufacturer followed the specified FDA approved audit
process and had no negative or serious findings, they would be allowed to market
their device in the USA. A group known as “AdvaMed” commenced work on
the identification of relevant software standards and associated practices. They

also initiated a program to define a suitable audit process.

24.3.b IEC 60601-1-4 (1996)
In May 1996, the International Electrotechnical Commission (IEC) first

published the ‘“Programmable electrical medical systems”, IEC 60601-1-4
Collateral Standard (IEC 1996). The standard was to define a risk management

process along with development activities. It was proposed that medical device
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companies, who followed the standard and could produce evidence to that effect,

would be seen as producing safer software.

The FDA had concerns in relation to the publication of the IEC 60601-1-4
standard. They were not satisfied that the standard sufficiently covered all
relevant software process areas. They viewed the standard as more a risk
management standard than all-encompassing software standard. Therefore, they
rejected it as a Software standard, but they did indicate that it was a useful risk
management standard and medical device companies could benefit from
following it. The FDA’s primary concerns were as follows:

1. The standard was written primarily as a risk management standard;

2. It did not address the engineering of software;

3. It focussed only on the design portion of a product’s lifecycle. It did not

address maintenance or retirement of the product;
4. It did not address all devices regulated by the FDA, specifically stand-

alone software.

2.4.3.c The AAMI Software Committee (1997-1998)
In response to the FDA’s concerns over IEC 60601-1-4 standard, the Association

for the Advancement of Medical Instrumentation (AAMI) software committee
immediately set about generating a new software standard. The foundation of
this new standard would be the IEC 60601-1-4 standard. The AAMI sought to
expand the standard by incorporating those software engineering practices that
the FDA believed were missing. Unfortunately the whole process came to a
stalemate due to several reasons including:

e There was failure between committee members to establish consensus
among themselves;

e At the time there was no established method for the Center for Devices
and Radiological Health (CDRH) to use standards in their regulatory
process. This was prior to the FDA Modernisation Act (FDAMA), which
was passed by the U.S. Congress in 1998 (discussed in section 2.4.3.d);

e There was no traceability to existing IEEE software standards or IEC/ISO

software engineering standards. To prove successful and robust the
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AAMI had to prove ties to existing and established software engineering

standards.

2.4.3.d The FDA Modernisation Act of 1997 (FDAMA)
The FDA Modernisation Act, which was signed into law in November of 1997,

was a significant step in the regulation of medical software devices. The act
advocates the use of standards in the device review process. In implementing the
legislation, the FDA published in the Federal Register a list of standards to which
manufacturers could declare conformity. The purpose of the FDMA Act was to
save both the agency and manufacturers considerable time and resources by

reducing the regulatory obstacles to entry to domestic and international markets.

Once the FDAMA was signed into law, the CDRH immediately commenced the
establishment of standards technical groups (STGs), including an STG for
software. The software STG was initially responsible for evaluating existing
software engineering standards and recommending suitable standards for
recognition in the premarket approval process. However, during their evaluation
of the standards, the STG found that the standards were too broad in scope and
did not contain sufficient detail for the production of safe software. So, the
group set about providing their own guidance. Their first three major steps
included:
1. Categorising all the standards reviewed into four different groups as
described below;
2. Establishing links between existing standards and the premarket
approval process;
3. Recognising of the ISO/IEC 12207 software engineering standard
(ISO/IEC 1995) for general use.

According to Eagles and Murray (2001), the STG established categories for the
software standards that included:
e General process standards, which are technology independent (ISO 9000
standards and the QSR);
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e General process standards which are technology specific (ISO/IEC 1995;
IEC 1996; ANSI/AAMI 2001);

e Specific process implementations for the general software engineering
processes (IEEE software standards);

e Specific product requirements for specific types of medical device.

Once the standards had been reviewed, accepted and categorised, the STG
defined a link between the recognised standards and the regulatory process. A
manufacturer who could prove conformance to recognised standards could
reduce the amount of paperwork required in their submission for premarket
approval. It is important to note that the level of documentation required during
the submission is directly linked to the level of risk posed by the medical device.
The CDRH produced a chart (Table 2.5), which shows the documentation to be
submitted for premarket approval (CDRH 2005). The documentation to be
submitted is directly related to the level of concern of the software-containing
device. “Level of concern” has been defined by the CDRH as “an estimate of the
severity of injury that a device could permit or inflict, either directly or
indirectly, on a patient or operator as a result of device failures, design flaws, or

simply by virtue of employing the device for its intended use” (CDRH 2005).
The decision was made to recognise the ISO/IEC 12207 software engineering

standard for general use. The standard was believed to contain an accurate and

relevant description of terms related to medical device software development.
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Table 2.5 - Documentation based on level of concern (CDRH 2005)

SOFTWARE MINOR MODERATE MAJOR

DOCUMENTATION CONCERN CONCERN CONCERN

Level of Concern A statement indicating the Level of Concern and a description of|
the rationale for that level.

Software Description A summary overview of the features and software-operating
environment.

Device Hazard Analysis Tabular description of identified hardware and software hazards,
including severity assessment and mitigations.

Software Requirements Summary of The complete SRS document.

Specification (SRS) functional
requirements from
SRS.

Architecture Design Chart  (No documentation is |Detailed depiction of functional units and
necessary in the software modules. May include state
submission. diagrams as well as flow charts.

Software Design No documentation is [Software design specification document.

Specification (SDS) necessary in the
submission.

Traceability Analysis Traceability among requirements, specifications, identified
hazards and mitigations, and Verification and Validation testing.

Software Development No documentation is |[Summary of Summary of software

Environment Description necessary in the software lifecycle lifecycle
submission. development plan, |development plan.

including a summary |Annotated list of
of the configuration |control documents

management and generated during

maintenance development process.

activities. Include the
configuration

management and
maintenance plan

documents.
Verification and Validation [Software functional |Description of V&V |Description of V&V
Documentation test plan, pass / fail |activities at the unit, |activities at the unit,
criteria, and results. [integration, and integration, and

system level. System |system level. Unit,
level test protocol, [integration and
including pass/fail  |system level test
criteria, and tests protocols, including
results. pass/fail criteria, test
report, summary, and
tests results.

Revision Level History Revision history log, including release version number and date.

Unresolved Anomalies (Bugs{No documentation is |List of remaining software anomalies,

or Defects) necessary in the annotated with an explanation of the impact
submission. on safety or effectiveness, including

operator usage and human factors.

2.4.3.e The AAMI Software Committee (1997-2001)
The AAMI software committee carefully reviewed the ISO/IEC 12207 standard

and decided it was necessary to create a new standard that would be tailored

specifically for medical device software development. The decision by the
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AMMI to create a medical device specific standard was due to a number of
shortfalls they found in the existing standard. Specifically, the existing ISO/IEC
12207 standard required major changes for those companies who already had
existing software processes in place. The standard did not account for off-the-
shelf (OTS) software requirements. It did, however, contain sections that were

seen as relevant in the medical device software domain.

The AAMI did not discard the work done with the ISO/IEC 12207 standard
because, as mentioned, it was accepted as containing a good set of well defined
terms. The AAMI used the ISO/IEC 12207 standard as the foundation for their
new standard “AAMI SW68, Medical device software — Software lifecycle
processes” (ANSI/AAMI 2001), which is discussed below in detail. The AAMI
removed objectionable sections and added their own new ones. They added
specific requirements for OTS. They also added specific requirements for
software that can cause safety hazards. This included defining the relationship
between software engineering and risk management as defined in the standard

ISO 14971 (ISO 2007).

24.4 AAMI SW68
The AAMI SW68 standard (ANSI/AAMI 2001) is a standard for the software

lifecycle processes for medical device software. AAMI SW68 defines two major
lifecycle processes, a development process and a maintenance process. The
standard was produced with both application software and embedded software in
mind. Where a medical device comprises software or is used in conjunction with
software, the standard considers the software itself a sub-system of the medical

device.

24.4.a Compliance
AAMI SW68 separates compliance with the standard into two separate

categories, which include, compliance for software that can cause hazards or that
controls risk (Major/Moderate level of concern) and compliance for software that

cannot cause a hazard and does not control risk (Minor level of concern).
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Software that can cause hazard or that controls risk
Compliance for software that can cause hazard or that controls risk includes the
following activities:

1. Implement requirements for quality management system (QMS) as
defined in ANSI/AAMUISO 13485, Medical devices-Quality
management systems- System requirements for regulatory purposes,
or its equivalent national regulation or standard (ANSI/AAMI/ISO
2003);

2. Implement risk management requirements as defined in ISO 14971;

3. Implement development lifecycle processes as follows:

a. Process implementation;

b. Software requirements analysis;
c. Software architectural design;

d. Software detailed design;

e. Software coding and testing;

f. Software integration and testing;
g. Software system testing;

h. Software validation;

Software release;

o

4. Implement maintenance lifecycle processes as follows:
a. Process implementation;
b. Problem and modification analysis;
c. Modification implementation;
5. Implement the following supporting processes:
a. Software Hazard Management;
b. Documentation;
c. Configuration Management;
d. Verification;

e. Problem Resolution.

Software that cannot cause a hazard and does not control risk
Companies who claim compliance in this category must be able to provide
evidence that they have performed adequate hazard analysis to back up their

claim. As such, compliance with ISO 14971 is required. Companies who
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adequately demonstrate that their software cannot cause a hazard and does not
control risk, are only required to perform a sub-set of the development and
maintenance activities as outlined below. However, the standard does state that
companies building devices which fall into this category can benefit from

implementing all the defined processes whether explicitly required or not.

The following activities are required:

1. Implement requirements for quality management system (QMS) as
defined in ANSI/AAMUVISO 13485, Medical devices-Quality
management systems- System requirements for regulatory purposes,
or its equivalent national regulation or standard;

2. Implement risk management requirements as defined in ISO 14971;

3. Implement development lifecycle processes as follows:

a. Process Implementation;
b. Software requirements analysis;
c. Software validation;
4. Implement maintenance lifecycle processes as follows:
a. Process Implementation;
b. Problem and Modification Analysis;
5. Implement the following supporting processes:
a. Configuration Management;

b. Problem Resolution.

As can be seen, the software hazard analysis and risk management activities are
core in determining which activities within AAMI SW68 must be performed to
satisfy regulatory compliance. It is critical that medical device companies
adequately perform and document their software hazard analysis and risk

management activities.

AAMI SW68 does not provide detail on how to perform the required hazard
analysis and risk management activities. Throughout the standard, AAMI SW68
references ISO 14971 as the required standard for performing risk management
in order to achieve compliance. AAMI SW68 does however outline a few key

high-level components of the risk management activity including: Individuals
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from Software Development should participate in device risk management
activity to ensure that risks associated with software are adequately addressed; all
OTS software should be included in software hazard management process;
hazard analysis comprises the following high-level activities:

e Identify Hazards such as: software defects in functionality;
failures/Unexpected results from OTS software; hardware failures or
other software defects which could lead to unpredictable results;

¢ Document and review mitigations of hazards;

® Verify and document mitigations;

¢ Ensure all software changes undergo hazard analysis.

2.4.5 ANSI/AAMI/IEC 62340

In 2006, the IEC released a new standard IEC 62304 (ANSI/AAMI/IEC 2006)
that was based on the AAMI SW68 standard. The standard was the output of a
collaborative effort between:
e Subcommittee (SC) 62A, “Common aspects of electrical equipment use
in medical practice”;
e [EC Technical Committee (TC) 62, “Electrical equipment in medical
practice’;
e [SO TC 210, “Quality management and corresponding general aspects for
medical devices”.
e [SO/IECIJTC 1/SC 7, “Software and system engineering”.
The AAMI reviewed the standard during its development and adopted it as-is on

its first release.

2.4.5.a Software Classification

The major difference between this IEC 62304 and AAMI SW68 with respect to
software risk management is that the standard introduces the concept of software
classification. Three software classes are defined:

e (lass A — No injury or damage to health is possible

e C(Class B — Non-serious injury is possible
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® C(Class C — Death or serious injury is possible
In adopting this standard, medical device companies producing software must
assign a class to each software system. All software units within a system inherit
the systems safety class until they themselves are analysed and reclassified. The
decision to break a software item into new software items and reclassify them
into a lower safety class must be part of the risk management process and
documented in the risk management file. All software development processes
and the requirement to perform activities within the development processes are

then linked directly to the software system class.

2.4.5.b Risk Management Practices Related to Software
Requirements

ANSI/AAMI/IEC 62304 (IEC 62304) includes a number of software risk
management practices that are required as an integral part of the software
requirements specification. The software class (listed after the practice)
identifies the requirement to perform the practice.
¢ Include in the software requirements any risk control measures that have
been implemented (including measures to control potential hardware
and/or software failures) [Class B, C];
® Re-evaluate and update the medical device risk analysis after the
requirements are established [Class A, B, CJ;
e Verify and document that the software requirements implement any
system requirements related to risk control [Class A, B, CJ;
¢ Identify the segregation between software items essential to risk control

and how to ensure segregation is effective [Class C].

2.4.5.c Software Risk Management Practices
IEC 62304 stipulates that the medical device manufacturer shall perform their

risk management in accordance with ISO 14971 (section 2.4.6). However, IEC
62304 recognises the fact that the ISO 14971 standard is not a software specific
standard and therefore incorporates the following practices in addition to those

listed earlier in section 2.4.5.b.

43



e Identify Software items that could contribute to a hazardous situation;

¢ I[dentify potential causes of contribution to a hazardous situation;

e  Off the shelf (OTS) software used in the production of the device must be
reviewed for potential hazards. The medical device manufacturer must
review the OTS software documentation and any bug/anomaly lists
published in relation to the software to determine if new hazards could
potentially be introduced. OTS software has become known as SOUP
(Software of Unknown Provenance) in the IEC 62304 standard;

e Document potential scenarios (causes) in which the software item may
contribute to a hazard(s);

¢ Document sequence of events that could result in a hazard;

e Define risk control measures.

2.4.6 ISO 14971
The ISO 14971 standard has become the de-facto standard on risk management

for medical devices since its inception. The first release of the standard was in
2000 (ISO 2000) with the second edition being released in 2007 (ISO 2007). In
the USA, the FDA regulators receive formal training in ISO 14971 as part of
their software risk management training. The FDA recognise the standard and
accept compliance with it as acceptable for pre-market submissions in the US. In
the EU, conformance with the standard is also acceptable in terms of meeting the
requirements of the medical directive (Rudolph 2003). In Japan, ISO 14971 has

become the Japanese Industrial Standard.

The standard specifies procedures and activities for identifying hazards in
medical devices and their accessories (including software). Within its Annex
section, it also provides specific consideration for in vitro medical devices and

toxicological hazards.

ISO 14971 (ISO 2007) stipulates that the medical device manufacturer should
prepare risk management plans for their devices. The plan should include:
e The scope of the plan;

e A verification plan;

44



e Allocation of responsibilities;

® Requirements for review of risk management activities;

e Requirements for collecting and reviewing production and post-
production information

e C(riteria for risk acceptability.

The results of all risk management activities should be detailed and stored in a
risk management file. The risk management file is evidence of compliance and

is checked by inspection.

2.4.6.a Risk Analysis Procedure
The risk management procedure defined in ISO 14971 (ISO 2007) includes the

following activities: risk analysis, risk evaluation, risk control and post
production information. Risk analysis from a similar medical device may be
used if available. The analysis may be referenced provided it demonstrates that
the processes are similar or changes made will not introduce significant

differences in results.

The steps below outline which activities must be performed with respect to the
ISO 14971 risk analysis procedure.

1. Provide a description and identification of the medical device;

2. Identify the person and organisation responsible for carrying out the
risk analysis;

3. Define the scope and document the date of the analysis;

4. Describe the intended use of the device and foreseeable misuse and
identify those characteristics related to safety;

5. Identify known/foreseen hazards in normal & fault conditions;

6. Estimate the risk(s) for each hazard;

7. Evaluate the risk. ISO 14971 identifies risk as having two
components, the probability of the occurrence of harm and the
consequence of that harm;

8. Identify control measures for reducing the risk(s) to acceptable levels;

9. Implement the risk control measures identified above. Verify the

effectiveness of the risk control measures and record in the risk file;
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10. Determine if other hazards been introduced as a result of the control
measures;

11. Assure risks from all identified hazards have been identified;

12. Perform a residual risk evaluation. Residual risk is any risk
remaining after control measures have been applied;

13. Perform a risk/benefit analysis. Determine is the residual risk is
acceptable. If not, review data and literature on the medical benefits
to see if they outweigh the residual risk. Document appropriately if
they do;

14. Document the overall residual risk and determine if the overall
residual risk is acceptable;

15. Complete and review the risk management report prior to release of
the medical device;

16. Continuously review any post-production information and determine
if there were any previously unrecognised or unidentified hazards

present. If there were, recommence assessment at step 6.

The requirements of ISO 14971 are applicable to all stages of the lifecycle of a
medical device and are part of an iterative and continuous process. They do not
apply to clinical judgements relating to the use of a medical device and the
requirements do not specify acceptable risk levels. Acceptable risk levels must
be determined and documented by the medical device company performing the

analysis.

2.4.7 GAMP 4

The GAMP forum is a subcommittee of the International Society of
Pharmaceutical Engineering (ISPE). The forum was established in the 1990’s by
a number of representatives from the Pharmaceutical industry. Regulatory
guidance with respect to automated systems in pharmaceutical manufacturing
was already in existence. However, it was felt that process of regulatory
inspection in this area was less mature than other areas of inspection and so too
was the industries interpretation of the requirements. The GAMP forum decided

to produce a guide incorporating good automated manufacturing practices with
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the aim of satisfying the regulatory requirements of that time (ISPE 2001). The
first draft of GAMP was made available in March of 1994.

This guide was reviewed to determine if there are any applicable areas in the
guide with respect to performing hazard analysis and risk management within the

medical device software sector.

The GAMP 4 guide contains, in its own words, “a simple risk assessment
process” for application to automated systems. The risk assessment process
discussed in GAMP 4 contains many of the concepts discussed in ISO 14971
however it falls short in terms of providing a complete process that addresses all
requirements of ISO 14971. Specifically there is no mention of performing a
risk/benefit analysis to determine if the overall final residual risk is acceptable
and providing evidence to support claims that the medical benefits of the device
far exceed any residual risk outstanding. The guide does not mention anything in
relation to reviewing the system once it has been released to determine if there
were any previously unrecognised or unidentified hazards present as a result of

inappropriate usage of the system (post-production information).

2.5 Issues with Existing Standards and Guidance

Medical device companies who market within the USA must ensure that they
comply with medical device regulations as governed by the FDA. The medical
device companies must be able to produce sufficient evidence to support
compliance in this area. To this end, the CDRH has published guidance papers
for industry and medical device staff which include risk-based activities to be
performed during software validation (CDRH 2002), pre-market submission
(CDRH 2005) and when using off-the-shelf software in a medical device (CDRH
1999). Although the CDRH guidance documents provide information on which
software activities should be performed, including risk based activities, they do

not enforce any specific method for performing these activities.

As discussed, within the medical device industry, two predominant standards

emerged for performing risk-based activities. However authors asserted that both
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ISO 14971 (2000) and AAMI SW68 required that risk management activities
include software, without providing any detail on how it should be done (Eagles
and Murray 2001). In 2005, the Association for the Advancement of Medical
Instrumentation (AAMI) produced a Technical Information Report (TIR32)
(AAMI 2004) on performing risk based activities in accordance with ISO 14971.
The report focuses on ‘“‘software system safety design issues” and provides
insight into the key concepts behind performing various risk-based activities. It
also highlights many of the pitfalls associated with risk management activities.
TIR32 does all this without committing to specific methods or documentation
requirements when performing the various activities. It clearly states that it

“does not define any specific documentation requirements”.

In 2006, IEC 62304 was released as an updated revision of AAMI SW68 (2001).
IEC 62304 recognised that ISO 14971 was not comprehensive enough with
respect to software specific practices and therefore included additional practices
(see section 2.4.5). However the research discussed in the succeeding sections of
thesis demonstrate that the combination of software risk management practices
from ISO 14971 and IEC 62304 do not include many of the practices of software
risk management included in the CMMI® SPI model. Therefore, the medical
device standards software risk management coverage may be improved further
through the adoption of CMMI® SPI software risk management practices
(identified in Chapter 4 of this thesis)

As also discussed, in 2001 the International Society for Pharmaceutical
Engineering (ISPE), published a guide GAMP 4, which included guidance for
performing validation of software systems and risk-based activities. This guide
was basic and simple to understand but lacked requirements necessary to achieve

full compliance in the area of software risk management.

This chapter has so far highlighted that there are several issues with the standards
and guidance papers that have been generated around the area of software risk
management for the medical device industry to date. Much of the guidance
provided is ambiguous and the regulatory guidance does not provide details on

how software risk management activities should be carried out. The information
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is spread across regulatory guidance papers, industry guidance papers, standards
and technical implementation reports. The obvious implication of this is that
medical device manufacturers may fail to comply with the expected
requirements. This view would appear to be supported by an observation made
by Nadia Perreault, medical device technical manager for National Quality
Assurance USA who has been quoted as saying “A lot of places typically look at
risk management only at the design and development function and they don’t
carry it through the entire lifecycle of the product or process...people think that it
is just a little snippet in time during the design and development phase”
(Perreault in Wichelecki 2008). There has not been any comparison or link made
from the medical device industry to existing and proven Software Process
Improvement (SPI) models. This is evident in the way in which both risk
management guidance papers and standards for medical devices have evolved,
with industry providing their slant on the process through their own guidance

papers.

2.6 Non-standards based medical device literature

Up to now, this chapter has asserted that the literature available in the area of risk
management for medical devices is predominantly standards and FDA/CDRH
guidance based. The medical device industry has looked to the FDA to provide
guidance in relation to medical device processes and associated practices. As
discussed in section 2.5 much of the guidance can be left open to interpretation
because the FDA choose not to impose restrictions or detail exactly how process
areas should be implemented (AAMI 2005). Those organisations that choose to
follow a single standard for a given process area may find themselves missing
key practices that are addressed in another standard or guidance paper, thus
potentially leading to unsafe software. This is a key issue and highlights the
need for a medical device software risk management SPI model incorporating the
software risk management practices from all the key medical device standards,
regulatory guidance papers and SPI models proven in the software engineering

field.
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None of the non-standards based medical device software risk management
literature reviewed for this research have addressed this concern with a relevant
solution. This section covers the non-standards based literature reviewed in the

area of software risk management for medical devices.

2.6.1 Key concepts of risk management

Much literature available on medical device risk management discusses risk
management from a high level perspective where some of the key concepts of
risk management are discussed. Rakitin (2006) discusses the challenges of
developing complex medical device software with the need for effective risk
management based on medical device standards seen as pivotal. In concordance
with the research presented in this thesis, Rakitin points to ISO 14971, IEC
60601-1-4, ANSI/ISO/AAMI 13485, ANSI/AAMI SW68 and AAMI TIR32 as
key software risk management standards. Other research has discussed methods
of analysis, detection and control of software related risks and some good
practices for developing safe medical devices have been suggested (Elahi 1993;
Schmuland 2005; Wood 1999). However, none of the literature reviewed in the
area of medical device software risk management was comprehensive enough in
its own right to serve as a complete risk management process model. Some but
not all of the software risk management concepts were discussed by the

literature.

2.6.2 FDA’s role in medical device software

Authors have investigated the FDA’s role with respect to the regulation of
medical device software (Ciarkowski 2000; Rudolph 2003; Munzer 1988; Kim
1993; Theisen and Neill 2004). The literature’s focus is on what is and can be
done by the FDA to prevent medical device manufacturers from releasing un-
safe medical devices. Other literature in the area has focussed on the progression
of the FDA in the regulation of medical device software (Kim 1993; Eagles and
Murray 2001). This literature is interesting in that it presents the progression of
key standards aimed at the medical device sector from the perspective of the

FDA. The literature provides a good insight into the evolution of standards and
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has proven very useful in establishing a number of core standards for
consideration in the development of the software risk management capability

model for the medical device industry.

2.6.3 Formal techniques for quantifying reliability

Research has been conducted into formal techniques for quantifying reliability of
medical device software and analysing risks associated with the devices (Voas at
al.1993; Sayre at al. 2001). This research is seen as complimentary to analysing
medical device software and producing safer software but is not, and does not

claim to be a complete replacement for existing risk management practices.

264 Creating safer and more dependable software

2.6.4.a Linking poor interface design and patient safety

Medical device software can often be quite complex in terms of the functionality
it provides thus giving rise to usability issues. This can present a major issue to
medical device software companies because usability issues can lead to costly
redesign at the end of the software lifecycle and budget overruns. A more
pertinent and serious issue is how poor user interface design can render software
applications unusable or lead to incorrect diagnosis of patients due to missing or
incorrect information that is important to the diagnosis of the patient (Bates et al.
1999; Tang and Patel 1994; Tierney et al. 1987). In fact, the FDA see this as a
critical issue stating that poor human interface design can lead to the death of
patients. As such, they have produced a guide specifically aimed at addressing
human interface concerns through the design process (Sawyer 1996). The guide
discusses the importance of “human factors engineering” and suggests some
“rules of thumb” to improve the safety of software medical devices. The guide
discusses how human factors should be integrated into procedures such as the
hazard analysis. “By considering errors as failures analysts can hypothesize what
errors are possible. Then, they can analytically pinpoint potential causes and
draw conclusions about consequences and appropriate design solutions” (Sawyer

1996). Therefore the design is driven by safety conscious decisions and
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consideration for potential human misinterpretation of results and misuse or

abuse of the system.

User-centred design is a topic that has also been address by Johnson et al. (2004).
They presented a study in which a “user-centred framework for redesigning
health care interfaces” was presented. The framework is aimed directly at
reducing risks related to health care interfaces. In this sense, a parallel may be
drawn with the current research presented in this report as both this study at that
presented by Johnson et al. seek to reduce the exposure of harm to patients by
medical device software. However this is where the similarities end. In their
case study Johnson et al. focussed more on how to mitigate the risk of poor
interface design through the utilisation of user-centred design principles
throughout the design lifecycle. This involved collaboration among
administration, computer scientists, human factors engineers and cognitive
scientists in the system design. “With modest effort, and attention to user-
centered design guidelines, there is promise in providing quality health care
applications, so that clinicians can focus on integrating the knowledge gained

from the use of these systems and not on the mechanics of these systems.”

The mitigation of risk is a core practice to any software risk management model
however it is not a complete solution in its own right to the full risk management

process which is itself discussed later in this report in section 4.3.

2.6.4.b The case for an “Integrated Solution for Creating
Dependable Software”

In his paper “An Integrated Solution for Creating Dependable Software”, Eric
Wong (2000) presented the case for a new software solution/tool to help
developers produce safer software. This report summarises the key features of
the proposed solution and they are as follows:
e Improving unit test coverage —help developers gain the maximum code
coverage of their system by reducing the number of test cases to as low as

possible without impacting coverage;
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® Reduce Integration Costs — reduce the number of redundant integration
tests through the elimination of test cases which do not introduce any new
coverage;

¢ Intelligent mining — help developers focus on the areas of the code which
are most likely to be the source of bugs;

e Move source code based analysis to design and architecture based
analysis — analyse the design and architecture to catch issues before they
make it into the code.

Such a tool would no doubt be useful in assisting developers and designers’
focus on critical areas of the code during design and development of their unit
tests and as such contribute to safer software. However such a tool is very
unlikely to catch all potential risks presented by medical device software. It does
not address some fundamental design issues, for example user interface design
related issues as discussed in section 2.6.4.a. Therefore, it would not replace the
need for full formal software risk management, which could help identify other

issues that may contribute to risky or unsafe software.

2.6.5 Use of existing standards

As mentioned in section 2.4.3, the FDA set up task groups to monitor the use of
existing standards to satisfy regulatory compliance. However, other authors have
also discussed methods of evaluating standards for use in medical device
software design and development (Bovee et al. 2001; Hermann 1995). One of
these research tracks in particular, has been noted as being closely related to this
current track of research. Bovee et al. (2001) investigated the suitability of using
existing software quality assurance standards in order to achieve FDA
compliance related to the areas of process management, requirements
specification, design control and change control. However the research did not
investigate the area of risk management and no specific SPI software risk
management model was developed for the industry. This sets the research

presented in this thesis apart from work done to date.
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2.7 Conclusion

As discussed in section 2.3, other industries have already recognised the need
and benefits from creating industry domain specific SPI models. Industry
specific models provide the means for performing comprehensive assessments of
an organisation’s processes, including risk management, against proven SPI
methods while also considering the constraints and regulations of their own
industry. The assessments help organisations identify, prioritise and improve
upon weak or missing process areas and associated practices. Unfortunately,
these models cannot be taken and adopted directly by the medical device
industry. As pointed out in section 2.3, the practices and level of detail required
when performing risk management differs significantly from industry to industry.
The medical device industry has a significantly greater number of key sub-
practices, as discussed later in Chapter 4 of this thesis. This is not surprising
given that the job of the regulators is to ensure that only safe software makes it
onto the medical device market. There is therefore a need for a medical device

software risk management model.
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3 Chapter 3: Research Methodology

3.1 Introduction

One of the first obstacles presented to researchers is the choice of what research
method(s) to employ for the duration of the research. The choice of method
largely depends on the research objectives(s) and suitability of the method in

providing ‘valid’ research.

This chapter commences with an outline of the client organisation in which the
research was conducted and the objectives of the research. This is followed by a
discussion on some of the appropriate research paradigms and associated
methods. Each method is discussed with respect to its suitability in conducting

and evaluating the research, to ultimately achieve the research objectives.

Definitions were provided earlier of what risk and risk management are in a
general and broad perspective. However, to put this research in context it is
important to define what risk, risk management and capability model mean in the

context of medical device software

3.2 Definitions

3.2.1 What constitutes “Medical Device Software”?

Medical device software is defined by the CDRH as software that is used itself as
a medical device, software that is used as a component, part or accessory of a
medical device or software that is used in the production of a device e.g.
programmable logic controllers (CDRH 2002). Less obvious but equally
important is the inclusion of software used in the implementation of the device

manufacturer's quality system.

The research presented in this thesis focuses primarily on the development of

new medical device software including application and embedded software that
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is to be used as a software component of a medical device, or which itself is a

medical device.

3.2.2 What constitutes “Risk” in medical device

software?

According to the AAMI, risk is the combination of the probability of occurrence
of harm and the severity of that harm (ANSI/AAMI 2001). Harm itself is
classified as a physical injury, damage or both to the user of the system or the

patient and also includes damage to property or the environment.

The CMMI® defines risk as potential issues, hazards, threats, and vulnerabilities

that could negatively affect work efforts or plans (SEI 2006).

It is no surprise that the AAMI focuses their definition of risk in terms of the
harm it may cause to users or patients of the system, especially when one
considers the FDA’s mission statement that medical device companies are
“responsible for protecting the public health by assuring the safety, efficiency,
and security of...medical devices...” (FDA 2008a).

For the current research the AAMI’s definition of risk has been chosen in the
context of potential issues, hazards, threats, and vulnerabilities that give rise to
the risks. Hazards are defined as the potential for harm or damage to people,

property or the environment.

3.23 What constitutes “Risk Management” in medical
device software?

According to CMMI risk management is “to identify potential problems before

they occur so that risk handling activities can be planned and invoked as needed

across the life of the product or project to mitigate adverse impacts on achieving

objectives” (CMMI 2006). Risk Management is at the very foundation of this

research and development of the model.
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3.24 What constitutes a “Capability Model”

The dictionary defines “capability” as the ability “to do things effectively” and
“model” as “a representation of something” (Cambridge Advanced Learners
Dictionary 2008). Based on these definitions, the model in relation to this
research is a representation of a process to effectively plan and perform risk

management for medical device software.

3.25 What is a “Risk Management Capability Model for
Medical Device Software”?

The research presented in this thesis focuses on the development and evaluation
of a risk management capability model for medical device software. This can
now be defined as:

“A representation of process for medical device software to effectively identify
potential problems before they occur, such that risk handling activities can be
planned and invoked as needed across the life of the product, thus producing safe

and efficient software”.

3.3 Introduction to the Medical Device Company

The medical device company is a privately owned company that was established
in the 1960’s. The company manufacturers devices that are used in the diagnosis
and monitoring of vital physiological processes. The electronic devices, which
the company produces fall into several categories including:
® Hand-held personal devices containing embedded software;
e Larger office based devices containing embedded software which include
the capability to interact with PC based software and reporting software;
® Pure electronic/mechanical devices that do not themselves contain
software. The diagnostic and monitoring functionality is supported by
PC software that obtains its data from the connected device via RS232 or

USB port.
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The medical device company’s primary markets include clinical trails, primary
care, occupational health, sports medicine, asthma management, emergency
services and hospitals.  Their products are represented in 113 countries
throughout the world through local distributors. Its headquarters are located in
the U.K. and additional offices are located in the U.S.A. and Germany. These
offices support the sales, training and service teams. The manufacturing and

research and development (R&D) facilities are based in Ireland.

3.3.1 R&D and Manufacturing Facility

The medical device company employs approximately 75 people in its Irish
facility. The facility is divided into Manufacturing, Research and Development
(R&D), Accounts, Regulatory Affairs, QA and Manufacturing Operations see
‘Figure 3.1°.

Figure 3.1 —-Organisational Chart as of Jan, 2008
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This research concerns itself with the R&D department which is made up of 12
full time employees as follows: the R&D Manager, 2 Principal Engineers (1 in

Electronics/Mechanical and 1 in Software Applications), 1 Embedded Software
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Developer, 1 Mechanical Engineer, 1 Electronics Engineer, 1 Senior Software
Developer (Embedded and Applications), 2 Software Application Developers, 3
QA Engineers. The R&D department also employs a number of long-term
contractors who are trained in the company’s operating procedures. This
includes: 1 Project Manager for clinical trial projects, 1 Embedded Software
Developer, 2 Software Application Developers and 1 Electronics Engineer.
These figures represent the R&D team structure at the end of the research period.
R&D team members have been employed within the company for periods

ranging from 2 years to 18 years.

3.3.2 Access to the Medical Device Company

The researcher is employed in a full-time capacity as a Principal Software
Engineer within the R&D department of the medical device company. The
Principal Software Engineer is responsible for the maintenance of all software
related processes and procedures within the company and ensuring they are kept
in line with current regulatory requirements. Therefore access was provided to
all required resources for the term of the research project including:

e Medical device regulatory guidance papers and standards;

e Internal procedural, design and audit documents including historical

documents;
e Training logs and post production logs;
e R&D personnel;

e Management and personnel within all other departments as required.

3.3.3 Personnel Changes
During the term of the research there were some personnel changes but none

were significant enough to affect the research. One software application
developer left the company and was replaced by another individual who at the
time had been on a temporary contract and as such was familiar with the required
software development processes and the software under development. An
electronics engineer left and was also replaced by someone who had been on

temporary contract within the company. A QA engineer was added to the R&D
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team temporarily for a 9-month contract. All other personnel remained constant

throughout the duration of the research.

3.4 Objectives of the Research

This research has two objectives: Objective 1 is the development of a new risk

management capability model and Objective 2 is the validation of the model.

This research seeks to collate the disparate information gathered from an
extensive literature review of existing medical device standards, regulatory
guidance, industry guidance papers and SPI models from other software
industries to create a medical device Risk Management Capability Model
(RMCM). The model presented aims to provide guidance to the software
industry on what risk management activities should be performed to comply with
medical device regulations. With a foundation in existing SPI, it is hoped that
the RMCM can be adopted by non-medical device companies wishing to come

up to speed in the area of risk management for medical devices.

The RMCM may be used to measure a company’s software risk management
capability against medical device regulatory requirements. Gaps in the
company’s capability can be identified and addressed by including the missing
software risk management practices back into the company’s existing risk
management strategy. The second objective of the research is therefore the
validation of the RMCM model through trialling it in an Irish medical device
company. The RMCM seeks to improve the company’s risk management

capabilities with respect to European and USA medical device regulations.

3.5 Objective 1: Development of the RMCM

The RMCM was developed to address a need within the medical device company
with whom the researcher works to improve their software risk management
procedure. The company is legally bound by regulatory bodies of the countries
in which it markets. The two primary regulatory bodies of concern for the

organisation include the British Standards Institution (BSI) who regulate
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European sales and the FDA in the USA. The regulatory bodies regularly review
the organisation’s process and procedures, through audits, to ensure the
organisation is compliant with the regulations set out by the bodies. Therefore,
the organisation possessed a solid base of documented process and audit

feedback.

The organisation required a comprehensive and reusable software hazard
analysis and risk management process. It was a requirement that the process
fully comply with the risk management requirements set forth by both the FDA
and BSI. It was envisaged that this would lead to safer and more efficient
software design and developed device. It was also desirable that the resulting
risk management strategy would satisfy the regulatory requirements of other
regulatory bodies (if applicable). Therefore, the focus and content of the
resulting framework could not be restricted to just FDA and BSI guidance

documents.

In order to understand and define the scope of the RMCM, it was important that
the researcher gained a broad and deep understanding of the concepts of risk
management in both the medical domain and the wider software engineering
community. The approach adopted was to perform an extensive literature
review, discussed in Chapter 2, of existing regulatory guidance papers, industry
guidance papers and standards that govern the medical device software industry
as well as SPI models from other industry sectors. This in turn provided a solid

and proven foundation upon which the model could be based.

The steps in creating the RMCM were as follows:

1. Perform an extensive literature review of the medical device standards
and SPI risk management models;

2. Select CMMI® software risk management practices as the foundation of
the RMCM (the case for choosing the CMMI® model as the foundation is
discussed in section 2.3.3);

3. Perform a gap analysis between the CMMI® model and the medical
device regulations and standards to identify any software risk

management practices which are required by the medical device industry
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but not by CMMI®. Medical device practices are seen as mandatory and
require their own level in the RMCM, level “Med”. Additional CMMI®
practices are seen as supplementary for medical device companies but
required to get to CMMI® level 1 for this process area;

4. Extend CMMI® to include medical device regulations, specifically: FDA,
ISO 14971 and the IEC 62304 standard (medical device software —
Software lifecycle processes):

a. Identify which of the Specific Goals the new practices should be
assigned to i.e. SG1: Prepare for Risk Management, SG2: Identify
and Analyse Risks and SG3: Mitigate Risks;

b. Add the identified medical device practices into the CMMI® risk
management process area under the relevant specific goal;

Note: IEC 60601-1-4 (IEC 2000) was also considered for the RMCM, to
establish if there was additional knowledge within the standard, which
would complement the model. Such information has been highlighted in
this report during the discussion of the models sub-practices in Chapter
5:

5. Assign the new level “Med” to the model to signify practices required by

medical device software companies.

The output of this process has lead to the creation of the RMCM model, which is
discussed in detail in Chapter 4. The RMCM contains an assessment method that
may be used to determine the software risk management capability levels of a
medical device or other software organisation producing medical device
software. The model is equally applicable across embedded and desktop
application software. Through the promotion of SPI practices into medical device
software risk management, the RMCM aims to increase the effectiveness and
efficiency of software risk management within the regulated medical device
environment. Commencing with the CMMI® model, the RMCM performs a
mapping of practices across both the CMMI® risk management process area and
the software risk management regulatory requirements. The mapping results in
the production of a new medical device domain specific model, that has a
foundation in SPI and that details a required set of risk management practices.

Goals and practices may be either generic (relating to the entire organisation) or
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specific (relating directly to the risk management process). The RMCM details
what sections of the CMMI® risk management process area (i.e. part A of Figure
3.2) are necessary in determining capability with respect to medical device

software risk management (i.e. part B of Figure 3.2).

Figure 3.2- Composition of the RMCM.
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CMMI® Practices not required for medical device software risk management — but if
performed could contribute to the safety of the medical device software or enhance the

company’s risk management practices.

The RMCM provides insight into what practices for software risk management
are required by the medical device industry but are not considered by the
CMMI® and suggests the possibility of extending CMMI® to include these
practices (i.e. part C of Figure 3.2). Additionally, the RMCM aims to provide
medical device companies with the opportunity to incorporate practices from the
CMMI® that are not required to achieve regulatory compliance but that would
greatly enhance their risk management process if they were included (i.e. part D
of Figure 3.2). The RMCM aims to assist companies to measure their
organisational risk management capability and to track their progression against

the SPI capability levels which are discussed in detail in Chapter 4.
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3.6 Objective 2: Validation of the RMCM

As mentioned in section 3.4, the second objective of the research is to validate
the RMCM. This section of the report is concerned with the choice of research
methodology for this research and techniques to be used in the validation of the

RMCM within a medical device company.

3.6.1 Research Paradigms

3.6.1.a Introduction

Although several research methods exist they can be broadly categorised into
distinct research paradigms. Guba and Lincoln (1994) suggested four distinct
categories for research and these include positivism, post-positivism, critical
theory, and constructivism. Orlikowski and Baroudi (1991) suggested three
categories including positivist, interpretive and critical. Galliers and Land
discuss two of the three categories above, positivist research and interpretive
research (Galliers 1985; Galliers 1992, Galliers and Land 1987). The research
covered by this thesis is mainly qualitative research, which Myers (2000) argues,
can be positivist, interpretive, or critical. As such these three paradigms are
discussed further with the purpose of choosing which paradigm is a suitable fit
for this research. However, Myers (2000) also points out that “the choice of a
specific qualitative research method is independent of the wunderlying
philosophical position adopted” (see Figure 3.3). Therefore, this chapter also

provides a critical analysis of the applicable research methods.

Figure 3.3 - Underlying, philosophical assumptions (Myers 2000)
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3.6.1.b Positivist Research

Positivism has been described by Clive Seal (Seal 2000) as an “opportunity for
people to gather together in an imagined community committed to human
progress...through the application of reason and the methodological prescriptions
that are said to flow from this” and “involves the separation of theories from
observable facts”. The method as described is seen as a progression and
adoption of the model of the natural sciences. Positivist research is typically
associated with the testing of a predefined theory and therefore concerns itself

with control, prediction, reduction and explanation.

To achieve control, the research is performed in a laboratory type setting where
the researcher is primarily an observer of events (Evered and Louis 1981). The
purpose of choosing a laboratory type setting is so that the organisation
environment is kept constant and known. Outside interaction is limited as much
as possible within the research context. Any interaction that is required is
performed in a controlled manner so that the organisational environment does not
change. By using this method it is expected that the researcher(s) can explain
their results and repeat them again in a predictive manner where the
organisational context is kept constant and is controlled in the same manner. The
control and repeatability of results provides reliability of the observations made
and of the associated measures. The purpose of reduction is to reduce the area of
investigation itself and the number of outside variables thus leading to greater

predictability and understanding of events.

The research covered by this thesis does not lend itself well to the positivist
paradigm because it would not have been feasible to operate the research in the
controlled and managed laboratory type environment as required by the positivist
ideal. The organisation in which the research occurred is fluid due to the nature
of the activities, which are an integral part of daily business. Prior to the
research there were no suitable quantifiable measures of variables and the
research was not concerned with testing a hypothesis. Finally, the positivist
philosophy of science cannot account for the interaction between theory and fact,

between observer and the observed (Hammersley and Atkinson 1995). In this
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research, the researcher was part of the organisation in which the research took
place, and as such there were naturally occurring interactions between the

observer and observed.

3.6.1.c Critical Research

Critical researchers argue that social reality lies in our historical past, which has
been produced and reproduced by people (Myers 2000). In critical research, the
researcher seeks to highlight restrictions of the currently accepted social reality.
The researcher investigates socially accepted norms with the aim of critically
challenging and evaluating them such that we may be liberated from them
(Orlikowski and Baroudi 1991). Due to the nature of critical research,

researchers are often constrained by social, cultural and political opinion.

There would, on the surface, appear to be a critical element to this research in
that it challenges and critiques existing risk management models for software.
However, this critical challenge is made purely from the perspective of medical
device software and associated regulatory requirements. The research is not
critical of either existing risk management models or medical device risk
management practices and standards per-se, but it does argue the case for
improvement through the amalgamation of existing SPI models and medical
device specific risk management practices. It is not therefore true critical

research.

3.6.1.d Interpretive Research

Interpretive Research is based around ‘“understanding” in that the researchers
seek to gain an understanding of their research output through the meanings that
people assign to them. When people interact with the world around them, they
inadvertently associate their own subjective meanings to the situations around
them (Orlikowski and Baroudi 1991). Orlikowski and Baroudi (1991) point out
that “the researcher can never assume a value-neutral stance, and is always
implicated in the phenomena being studied”. In interpretive research, there is no

objective reality that can be discovered by researchers and replicated by others
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(Walsham 1993). This is in direct contrast to the principles adopted by

positivism.

An important aspect of interpretive research is the subject matter must be “set in
its social and historical context so the reader can see how the current situation
emerged” (Klein and Myers 1999). The research covered by this thesis is set in
the context of a medical device company producing software under the
regulatory constraints of the BSI and FDA. The results of the research may
therefore be observed and interpreted in this context. Findings of the research
are applicable to others who also operate in this context. Therefore given that the
research is set in a defined context, under which the results may be observed and

interpreted, the interpretive research paradigm would appear to be a good match.

3.6.2 Internal & External Validity, Reliability and
Objectivity
A critical part of all research is the establishment of the trustworthiness of the
final research report irrespective of the research paradigm adopted. In discussing
qualitative research with respect to the interpretative paradigm, Seal (2000)
directs our attention to two authors who have been particularly influential in this
area, Lincoln and Guba. Lincoln and Guba (1985) suggest four questions, which
have been asked of research reports including:
1. Truth Value: How can confidence be established in the research and the
context in which the research was performed?
2. Applicability: How can it be determined whether the results of the
research are applicable given another context or other subjects?
3. Consistence: How can it be determined whether the results of the research
would be repeatable given the same research context?
4. Neutrality: How can it be established that the results of the research have
been determined as a result of the research context and subjects of the

research and not by the prejudice or biases of the researcher?

In response to these questions, Lincoln and Guba (1985) point out that criteria

have emerged for each of the questions above and include ‘internal validity’,
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‘external validity’, ‘reliability’ and ‘objectivity’”. They suggest corresponding

criteria and methods to each of the response criteria and term these “credibility”,
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“transferability”, “dependability” and “confirmability” respectively.

Table 3.1 — Translation of terms as interpreted from (Lincoln and Guba 1985)

Question Response Criteria Inquiry

Truth Value Internal Validity Credibility
Applicability External Validity Transferability
Consistency Reliability Dependability
Neutrality Objectivity Confirmability

3.6.2.a Credibility (Internal Validity)

Internal validity and credibility is achieved through prolonged engagement in the
field, persistent observation and triangulation exercises (Lincoln and Guba 1985;
Seal 2000). The concept of triangulation originated from discussions of
measurement validity by Campbell and Fiske (1959) but was popularised in
qualitative research by Denzin (1988) and others (Flick 1992; Hammersley and
Atkinson 1995; Lucchini 1996; Patton 2002; Silverman 1993). In their
discussions on triangulation, Liamputtong and Ezzy (2006) identify four types of
triangulation, which may be used to strengthen a potentially weak case:
e Data Source Triangulation: The use of multiple information sources;
e Method Triangulation: The application of several methods on the same
study;
e Researcher Triangulation: The inclusion of a variety of researchers in the
research process;
e Theory Triangulation: the researcher draws on multiple theoretical

perspectives to provide new insights.

Another method of strengthening the credibility of a study is through respondent
validation (Reason and Rowan 1981). Lincoln and Guba (1985) state that
respondent validation is “the most critical technique for establishing credibility”.
In respondent validation the researcher goes back to the subjects with the results,
obtains their reactions and then refines the results accounting for the feedback.
Silverman (2000) has suggested the methods above are not comprehensive

enough on their own and therefore suggests five other methods:
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1. Refutability principle - the researcher seeks to refute the initial
assumptions in order to achieve objectivity. (Note: Lincoln and Guba
touch on a similar method whereby the research exposes themselves to
criticism from disinterested peer reviewers);

2. Constant comparative method — once a provisional hypothesis has been
established, the researcher seeks out another case to test the hypothesis;

3. Comprehensive data treatment — all cases of the data are incorporated into
the analysis;

4. Deviant Case Analysis — the researcher seeks out and addresses all
deviant cases (Note: This is also addressed by Lincoln and Guba where
they discuss how the researcher should search for negative instances to
challenge emerging hypotheses and demand their reformation);

5. Using appropriate tabulations — the researcher requires a theoretical

rationale behind the tabulated categories.

The research reported in this thesis implements data source triangulation through
the use of data across multiple sources including data from several different
software project files, data obtained from interview transcripts and data within
the client’s quality management system which incorporates the company’s
operating procedure, processes and templates. Method triangulation is also used
to strengthen findings where possible. The methods used include interviews,
observation, documentation analysis and participation in software projects at the
client’s site. Researcher and theory triangulation were not applicable in this
research as there is only one researcher involved and there are not multiple

theoretical sources on which to draw from.

With respect to Silverman’s five principles discussed above, the research was
conducted across five medical device software projects including two embedded
and three desktop applications. Therefore the constant comparative method was
used through the comparison of results across the software projects.
Comprehensive data treatment was also used in establishing the effectiveness
new risk management capability model across the projects. In terms of the
refutability principle, the research findings in this thesis have been peer reviewed

and subsequently published (Burton et al. 2006; Burton et al 2008, McCaffery et
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al 2008). The publications incorporate the two primary objectives of the
research in this thesis including the development of the risk management
capability model (Burton et al. 2006) and the validation of the model (Burton ef
al. 2008). Throughout the evaluation of the software risk management capability
model deviant cases were sought out and addressed accordingly. For example,
on inspecting the training records alone, it could have been determined that all
individuals involved in the software risk management process had been trained
properly on the process. The training records contained the name of the software
risk management procedure, the issue of the procedure, the signature of the
trainer and the trainee. Signed training records in a regulated environment are
taken as an indication that an individual has been properly trained and is
proficient in the signed processes/procedure. However, during the interviews a
deviant case transpired where it was suggested that the training had in fact been
self-training where the individuals read the internal software risk management
procedure and were then assumed to be proficient enough to carry out a risk
analysis on the software. Analysis across all the interview transcripts indicated
that a lack of proper training was indeed a constant frustration across the team.
Appropriate tabulations have been used throughout the research discussed in

thesis.

3.6.2.b Transferability (External Validity)

Transferability is achieved by providing the readers of the research with a
“detailed, rich descriptive of the setting studied” (Seal 2000). This provides the
readers of the context setting with sufficient information to make the decision as
to whether the research is transferable to their own context. The context setting

of the research covered by this thesis is described in section 3.3.

3.6.2.c Dependability (Reliability)

Dependability or reliability can be achieved through a process termed “auditing”
by Lincoln and Guba (1985). An ‘“‘auditor” reviews the documentation, methods
and decisions made and used by the researcher. The final product is also audited.

In the case where an external auditor is not available, then another approach as
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suggested by Hammersley (1992) is equally applicable in determining
dependability i.e. by examining “the degree of consistency with which instances

are assigned to the same category...by the same observer in different occasions”.

The methods used for this research were not subject to an audit. However the
final product i.e. the client’s final software risk management process that has
resulted from the RMCM implementation was audited. An independent auditor
who is fully qualified in software risk management for medical devices and who
trains FDA auditors, formally reviewed the company’s new RMCM based
software risk management process. He also audited one of the PC application
software projects that implemented the new software risk management process.
In a separate audit, the BSI audited an embedded software application project
and how the new software risk management process was implemented for that

project. The results of these audits are discussed further in section 5.4.

The approach outlined by Hammersley has also been adopted for this research.
The client’s RMCM based software risk management process has been
implemented across several different projects including two embedded and three
desktop software applications. Chapter 5 evaluates the RMCM across multiple

projects to ensure consistency and dependability of results.

3.6.2.d Confirmability (Objectivity)

Confirmability can be achieved by providing a reflective and ‘self-critical
account of how the research was done and can also involve triangulation
exercises” (Seal 2000). Similar to the audit procedure described above, this
entails a self-audit scenario and strengthening of results through the triangulation
of available methods. As discussed earlier in section 3.6.2.a, triangulation of

methods has been used in this research to establish confirmability.

3.6.3 Research Methods

In section 3.6.1, the argument was made for adopting the interpretive research

paradigm for this research. This section presents a critical review of several
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research methods that can be applied under the interpretive paradigm. The
section aims to provide an overview of the method and the pros and cons of the

method before introducing the actual method chosen.

3.6.3.a Field Experiment

Field experiments are a progression of experiments in the laboratory context to
the organisational context. The primary difference is that that field experiments
are conducted in the real world rather than in a laboratory setting and because of
this there is a limited scope to control the number of variables external to the
experiment. In a laboratory experiment, there is adequate scope to control the
number of variables. Many of the principles of the laboratory experiment are
maintained in field experiments and these are as follows:
¢ The identification of precise relationship between chosen variables using
quantitative analysis techniques (Braa and Vidgen 1999);
e The randomisation of subjects or other sampling units into control groups
(Zmud et al. 1989);
¢ Elimination of factors external to the experiment also referred to as

experimental control. (Zmud et al. 1989).

The major pitfalls of field experiments include the difficulty in achieving a
sufficient level of control, such that the results can be replicated (Braa and
Vidgen 1999). Other difficulties cited include the problem in finding
organisations that are prepared to be the subject of an experiment and the

difficulty in obtaining the informed consent of participants.

The later constraint (i.e. ability to gain informed consent of participants) is not an
issue with respect to this research because the researcher is a employee of the
client organisation. However, in the context of a controlled field experiment,
consent would have been difficult to obtain because the commitments and
constraints required are viewed as both too time consuming and counter-
productive to other daily business activities. It would therefore have been
impossible to set-up an experimental type environment within the organisation or

to preserve any level of stability, control or randomisation.
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3.6.3.b Quasi-Experiment

Quasi-experiments recognise the difficulty in preserving complete control.
Therefore, they seek to preserve as many of the principles of field-experiments as
possible by accounting for the constraints of the research setting. As mentioned
in the field-experiment section, the constraints in setting up a dedicated
experiment with any level of control would have been too big a constraint on the

organisation and as such was not a feasible approach to the research.

3.6.3.c Case Study

A case study is concerned with gaining an in-depth understanding of
phenomenon through examination and observation within a real-life context.
The key concepts of the case study include observation, reconstruction, and
analysis (Zonabend 1992) and these are employed by the researcher to provide a
thorough investigation. Case study research may include either singular or

multiple case studies.

A constant criticism of the single case study method is that its findings are based
on a single case only. It has been argued that a single case is insufficient in terms
of providing reliable conclusions and also in terms of being able to generalise the
research in a broader sense (Giddens 1984 in Yin 1993). Ceritics such as Anthony
Giddens, go on to say that single case studies may go on to become generalising
studies if “carried out in some numbers, so that judgements of their typicality can
justifiably be made” (Giddens 1984 in Yin 1993) i.e. if they go on to become
multiple-case studies. In response to such criticism, Hamel (Hamel ef al. 1993)
and Yin (Yin 1984; Yin 1989a; Yin 1989bh; Yin 1993; Yin 1994) have argued
that the increase in a sample size does not necessarily lead to a more
generalisable study. In performing a case study, the objectives and parameters of
the study should be defined before the research commences. The research results
can then be measured against the pre-defined objectives to determine whether the

case study is acceptable (Tellis 1997).
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There are several approaches when it comes to designing a case study including
exploratory, descriptive and explanatory (causal) case studies (Yin 1994). The
aim of exploratory case studies is to define the research questions and hypotheses
of a successive study. Exploratory case studies may also be used to test the
feasibility of proposed research procedures (Yin 1993). Explanatory cases are
suitable for performing causal studies and explaining what happened and why.

In descriptive cases the phenomenon under study is described within its context.

The case study method was not chosen for this research because its focus is more
on observation and understanding rather than change. Change is a critical part of
this research. The researcher was concerned with the introduction of a new
software risk management process into the organisation and analysing the effects
of this change. As Braa and Vidgen (1999) point out “with case study methods,
the researcher aims to collect a rich set of data to provide insight into some
situation, while in action research the aim is to support desirable change in an
organizational setting”. Action Case (Braa and Vidgen 1999; Vidgen and Braa
1997) and Action Research are two research methods which align themselves
with change in the organisation and as such are discussed in the following

sections.

3.6.3.d Action Case

Action case is a method that has been produced by Braa and Vidgen (Braa and
Vidgen 1999; Vidgen and Braa 1997) and is seen as a method that combines both
understanding and change. The method contains elements of both Case Studies
and Action Research and is concerned with small to medium-scale intervention
and with gaining a deep understanding of events. The authors discuss small-
scale intervention in the context of meetings, workshops and distribution of
reports. Although these are typically associated with non-intervention case study
work, the authors argue, “The early investigation stages of a research project do

in themselves contain an element of intervention”.

The Action case method is typically short to medium term in length. It accounts

for the possibility of a number of constraints including the level of organisation
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participation, availability of resources, skills and experience of the researcher,
time available and financial constraints. The consideration for the above
constraints can make Action Case appear easier to implement however these
constraints can also reduce the organisations commitment towards implementing

the outcome of the research.

Action Case was not a suitable method for the research discussed in this thesis
because this research concerns itself with full-scale change with respect to the
organisation’s software risk management practices. Such change demands full
commitment from management including regulatory affairs and the research and
development team members. The change has had wide-scale implications
because the change could only take effect through being released into the
controlled quality management system (discussed in section 2.4.2). Once
released into the company’s quality system, the change has had a direct impact
on core software development activities such as software risk management,

design, development and QA from that point onwards.

3.6.3.e Action Research

“Action research” is a term that was created and popularised by Kurt Lewin
(1946) in the mid 1940’s. Lewin described action research as “a comparative
research on the conditions and effects of various forms of social action and
research leading to social action” that uses “a spiral of steps, each of which is
composed of a circle of planning, action, and fact-finding about the result of the
action”. More recently action research has been described as “the systematic self
reflective scientific enquiry by Practitioners to improve practice” (McKernan
1996). These definition suggests three qualities of action research including
planning, action and the reflective enquiry of that action or change. The
objectives of the research in this report would appear to align quite well with
these qualities where the aim is to implement a change in the software risk
management practices of the organisation and then observe and reflect upon the

changes, with the possibility of introducing further change.

Susman and Evered (1978) and Baskerville (1999) expand on these definitions of

action planning and suggest a more comprehensive five-phase cyclical process-
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based approach to action research involving diagnosing, action planning, action
taking, evaluating and specifying learning, see Figure 3.4. The approach
commences with the establishment of the research environment in which the
researcher will work. It commences with an agreement between the organisation
for whom for the researcher will work (client) and the researcher themselves.
The agreement defines the boundaries of the research area. There is an
expectation by the organisation that the research will eventually provide benefits
to the client. The cooperation of the client is an important aspect of action
research and provides the means for gathering both knowledge and any other

data during throughout the research period.

Figure 3.4 - Action Research Structural Cycle

Diagnosis

Action
Planning

Specifying
Learning

Diagnosing

Diagnosing is the first stage of the research cycle. During this stage, the
researcher seeks to identify the problem being experienced by the client and to
interpret that problem. This in turn will lead to theoretical assumptions about the

problem.

Action Planning

Action Planning involves specifying and planning the actions required to
improve upon the current situation as diagnosed in stage 1 of the action research
cycle. In the planning stage, the researcher aims to define the desired future state

and what changes are required to attain that state.
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Action Taking
Action taking involves implementing those actions that were planned as part of
the “action planning” stage. This requires actual intervention by the researcher

into the organisation to make the planned changes and actions.

Evaluating

In the evaluation stage, the researcher must determine the effects of the actions
realised. The researcher examines whether the actions solve the initial problem
and whether the change has ultimately been successful or not. If the actions have
not been successful, the researcher establishes whether another iteration is
required and whether the research hypothesis requires adjustment before

proceeding further.

Specifying Learning

Throughout the research, learning is an ongoing process that culminates in the
more formal process of specifying learning at the end. The main focus of this
research has been towards ‘“double-loop learning” as defined by Argyris and
Schon (1978). The knowledge gained through the research is integrated back

into the client organisation.

3.6.3.e.1 Epistemology of Action Research
Epistomology is the philosophical theory of knowledge. Knowledge in the case

of action research is rooted in the experience of doing (Ladkin 2003). Ladkin
(2003) points us to Heron (Heron 1981; Heron 1992) who suggested that the
epistemology of action research should include:
e Experiential knowledge — knowledge gained through experience and
interaction with people, places or things;
e Practical knowledge - knowledge achieve through ‘“doing” and
demonstrated though skill and competence;
® Presentational knowledge — provides the link between experience,

practice and the final knowledge.
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The presentation and inclusion of these three ways of “knowing” can increase the

validity of action-research studies (Reason and Rowan 2001).

3.6.3.e.2 Addressing Common Criticisms of Action Research
As with all methods described earlier there are those who embrace the action

research method and all that it offers and there are also plenty of critics of the
method. This section highlights some of the more common complaints of action

research and how they are addressed in this research.

Braa and Vidgen (1999) highlight that “Action research projects are often not
appropriate due to organisational constraints or the nature of the topic to be
investigated”. The opposite is true with respect to the research discussed in this
thesis. The nature of the topic is critical to the needs of the business and the
safety of the medical device software produced, as discussed in section 1.1. The
organisation is committed to improving its software risk management process

and as such they not imposed any specific constraints on the research.

Another common criticism is that “action researchers are not taking a detached
position vis-a-vis the research objects but rather actively become involved in the
process. Action researchers are thus criticized for accepting or even actively
pursuing an involvement in organisational matters that may have consequences
for the research findings” (Styhre et al. 2002). This view speaks at the heart of
the validity (internal and external) of the research. Validity was discussed in
sections 3.6.2.a and 3.6.2.b where it was pointed out that credibility is achieved
through prolonged engagement in the field, persistent observation, triangulation
exercises, respondent validation and other techniques proposed by Silverman
(2000). As discussed in these sections the researcher has adopted several of the
techniques available to ensure both internal and external validity has been

achieved and that the results are as transparent as possible.
Despite its critics, action research has offered this researcher a first hand view

into the results and effects of releasing a new software risk management

procedure (based on the RMCM practices) into the organisation. It has provided
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the researcher with the tools and opportunity to intervene and implement changes
based on the observations made. This was necessary to achieve the research
objective of validating the RMCM, improving the software risk management
practices of the organisation ultimately leading to the specification of learning
for the wider software community. This by far outweighs any of potential

negative criticism that has been made in relation to the method.

3.6.4 Action Research in the Client Organisation

As discussed, the methodology employed for this research is action research.
Action research involves the analysis and direct intervention of the researcher
(Gill and Johnson 1997). For this research an Irish medical device company

producing medical device software was established as the client.

3.6.4.a Diagnosing

The diagnosing stage commenced with discussions with the client on existing
process and procedure issues within the software development environment. In
keeping with regulatory requirements, the client has a solid a base of controlled
documents detailing all processes and procedures used in the design and
development of their medical devices. These documents include development

handbooks, standard operating procedures (SOPs) and templates.

The development handbooks and SOPs document the how-to for all aspects of
the design and development process. The templates, which are referenced in the
handbooks and SOPs, provide skeleton documents with placeholders and
descriptions of all relevant information required for the production of the
associated output document. The templates provide a practical starting point for
the production of all output documentation and ensure consistency of both layout
and content from one project to the next. The organisation has several project
files containing the hard copies of the documents produced during the design and
development of existing medical devices. It is these final, signed-off, output
documents, which are subject to scrutiny by the regulatory bodies along with the

handbooks, operating procedures and templates used to produce them. The
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regulatory affairs division of the organisation holds all correspondence with the
regulatory bodies. The correspondence includes observations made by the
regulatory bodies during the auditing of the organisation’s quality system,

including the medical device design and development procedures.

The client believed that their risk management procedures and templates could
be improved significantly to cater for more effective and efficient hazard analysis

and risk management for their medical device software.

3.6.4.b Action Planning

Action Planning involves specifying and planning the actions required to
improve upon the current situation as diagnosed in stage 1 of the action research
cycle. The planning stage sets out the desired future state and the changes, which

would help achieve that state.

The desired future state for the organisation was to have in place a BSI / FDA
compliant, more comprehensive and reusable software hazard analysis and risk
management procedure with associated templates (documented framework),
which could be used in the production of medical device software including both
embedded and desktop software applications. It was a requirement that the
procedures be in full compliance with the risk management requirements set
forth by the FDA for marketing in the USA and BSI for marketing in Europe. It
was hoped that this in turn would also lead to safer and more efficient software
design and developed device. It was also desirable that the resulting risk
management framework be comprehensive enough to satisfy regulatory
requirements of other regulatory bodies going forward if so desired. Therefore,
the focus and content of the resulting framework could not be restricted to just

FDA and BSI guidance documents.

With the targets for change established, the approach was defined. In order to
understand and define where the organisation needed to position itself with
respect to a new risk management framework, it was important that the

researcher gain both a broad and deep understanding of the concepts of risk

80



management in both the medical domain and the software engineering
community in general. The approach adopted was to perform an extensive
literature review of existing regulatory guidance papers, industry guidance
papers, standards and software process improvement models as discussed in
Chapter 2 to establish risk management requirements. This in turn provided a
solid and proven foundation on which the new framework for the organisation

could be built.

Having performed the literature review and extracted the key concepts and
activities required by regulatory bodies, the RMCM, discussed in detail in
Chapter 4, was developed. The RMCM was developed to assist in the process of
establishing the capability level of the medical device company’s existing
software risk management and identifying gaps or missing practices seen as
critical in terms of regulatory requirements. The RMCM was created to
investigate if the medical device regulation for risk management may be
improved through adopting disciplined software engineering practices. The
RMCM is an extension of the risk management process area within the CMMI®
but is specifically tailored to fulfil the risk management regulations of the
medical device software industry. Medical device companies may adopt the
RMCM to improve their software development practices. The RMCM is an SPI
model that provides a method for establishing capability with respect to software

risk management against the medical device requirements.

3.6.4.c Action Taking

Using the RMCM, the client’s existing software risk management procedure was
assessed. A gap analysis was performed on their existing software risk
management process against the regulatory requirements, as defined by the
RMCM level Med. The gap analysis is discussed in detail in section 5.1.2. The
outcome was that an extensive re-write of the client’s software risk management
procedures and templates was required as one of the actions. Therefore, the
procedure and template were updated to address the practices and sub-practices
that were found to be from the gap analysis. This action was performed using a

controlled and formal process as described below.
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The researcher started by modifying the procedural document in draft form.
When the required changes had been completed, the document was circulated for
review, to individuals trained in the relevant area. Feedback from the review was
incorporated into the document and the review process was reiterated. As part of
the release process the researcher updated the control sheet, which included
details of the new revision number of the document, a note of the changes made,
when the changes were made and who made the changes. The document was
then printed and routed for approval, whereby the approver signed and dated the
approved document. Once approved, the document was passed to document
control where it is held and may be retrieved as and when required. As part of
the release process for the new procedure, everyone who required training on the
new procedure (as identified in a training matrix) was re-trained and signed the

procedure.

By formally releasing the new software risk management process into the
organisation’s controlled quality system environment as described above, it was
guaranteed that the new framework would be used in all future software projects

from then onwards.

3.6.4.d Evaluating

In the Evaluation Stage, using the RMCM, the new software risk management
procedure was assessed. A gap analysis was performed between what was
required to satisfy regulatory requirements, as defined by the RMCM’s sub-
practices, and what existed within the new procedure. Evaluation is discussed in

detail in chapter 5.

3.6.4.e Specifying Learning

Specifying Learning is the final stage of the Action Research cycle. The
knowledge gained during this research thus far has been integrated back into the
client organisation as explicit knowledge in the form of modified software risk

management SOPs and templates for use with new software development
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projects. Knowledge has also been shared with the broader software
engineering communication through the publication of papers on this research

(Burton et al. 2006; Burton e. al 2008; McCaffery et al. 2008).

3.6.5 Data Collection

The data collected and analysed during the research used primarily qualitative
techniques such as text analysis, interviews and transcript analysis. Miles and
Huberman (1994) describe how qualitative data comes in the form of words
rather than in numbers and one important activity of qualitative research is an
activity known as data reduction stating that data reduction “refers to the process
of selecting, focusing, simplifying, abstracting and transforming...’raw’ data”.
The following sub-sections outline what documents the research “focussed” upon

in the data collection stage of the research.

3.6.5.a Procedures and Project Documentation

The client organisation markets its devices in the USA and therefore complies
with the Quality System Regulations (QSR) of the FDA. The QSR stipulates that
medical device manufacturers maintain a quality system for use in the design and
development of medical devices that are to be marketed commercially. This
includes the requirement to document and file all operating procedures and
templates used for the design and production of medical devices along with all

project output documentation from the design and development process.

In keeping with the QSR requirements, the client documented all of their
software development related processes in standard operating procedures and
templates. They also maintain project files for all of their software projects. The
project files include all software related documents from user requirements and
functional specification through to design, testing, release and post-production
related documentation. The regulators require a software risk analysis file be
maintained for the software for as long as it remains in production. All

documentation within the medical device company is subject to stringent
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documentation control. New and up-issued' documents are peer reviewed,
signed and dated as part of the release process. Up-issued documents contain a
list of the changes made to the document, who made the changes and the date as
part of an issue control sheet within the document itself. Training logs identify
who has been trained on the various software development procedures, including
software risk management. This tightly controlled source of documentation has
provided an ideal environment in which to examine changes pre and post the

RMCM implementation.

Prior to the implementation of the RMCM, the client’s standard operating
procedures and associated design templates were examined to determine the state
of their original software risk management procedures. Documentation required
by regulatory requirements was made available by the client, in conjunction with
training logs and bug tracking reports. At the end of the implementation period,
the company’s risk management procedures were re-assessed. Capability was
measured and defined in terms of meeting the RMCM’s goals and associated
practices. The evaluation involved examining each goal and associated practices
within the RMCM, identifying what was required to meet the goals of the
RMCM and then determining if that goal had been satisfied.

3.6.5.b Interviews

Interviews can be used to see “the world from the perspective of our subjects”
(Glassner and Loughlin 1987). This is especially useful in establishing a fit
between the interpretation of the data discussed previously and reality. The
primary issue with interviews is that the data may be open to interpretation. A
mitigation of this issue is to adopt a ‘“realist approach” to the interview data
(Silverman 2000) by treating the answers as describing some facts or internal
experiences. An alternative approach is the “narrative approach” whereby
“interviewees deploy these narratives to make their actions explainable and

understandable to those who otherwise may not understand” (Miller and Glassner

" All procedural and project documents are considered to be in draft format until they have been
reviewed and approved. Once approval is received the document is given a revision number and
is released. This process is known as up-issuing the document.
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1997). Control groups are often used in the narrative approach to ensure there is
collaboration in the researcher’s interpretation of a transcript. Glassner and
Loughlin (1987) have described the narrative approach as a “method for

listening”.

For the purpose of this research, the “realist” approach to interviews and the
associated data was adopted. Interviews were used as a method for collecting
facts from the people involved in the software risk analysis process and to
corroborate findings from documentation. In-depth interviews were selected as
the chosen interview method. Other methods such as the “positivist” and
“constructionist” approaches were considered but were rejected as they were
deemed to be unsuitable for this research context. The positivist approach relies
on structured interviews and is typically used to gather “facts” about the world
through the incorporation of methodologies such as random sampling,
standardised questions and tabulation of results (Silverman 2001). However, this
approach is limited in that it assumes all the questions and associated answers are
known in advance of the questions being asked. It offers little opportunity to
discover if some of the questions don’t make sense or whether an important
response category has been left out. In the case of the research surrounding the
RMCM, the questions were known in advance but the responses were not. In
fact the primary aim of the interview was to elicit responses that may uncover
unknown issues or facts in relation to the RMCM and its implementation within
the company. By a similar token, the constructionist approach to interviews was
also rejected and seen as unsuitable. Its focus is more on how the interviewees
construct meaning through the analysis of “the conversational skills of the
participants rather than on the content of what they are saying and its relation to

the world outside the interview” (Silverman 2001).

Following the RMCM implementation in-depth interviews were used to collect
data, using open-ended questions to provide “good interviews” (Liamputtong and
Ezzy 2006). All questions were decided before commencing the interviews,
(Appendix A). Where possible, the questions were kept open-ended and phrased
such that they did not appear to be a test of knowledge. Participants were chosen

to cover a broad range of software related roles including software development
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(desktop and embedded applications), software quality and project managers.
Participants were notified both informally in advance of the interview via word

of mouth and formally through an email meeting request.

Six pre-arranged interviews were conducted over periods ranging from thirty
minutes to seventy-five minutes with Management, Software QA and Software
Development. Participants ranged from new to experienced employees with over
five years’ experience. Interviewees were not interrupted while talking and all
conversations were recorded via a dictaphone. This enabled the interviewer to
focus upon the content of the responses. The choice to use a dictaphone over

more high-tech methods was down to cost, availability and suitability.

The interviews were transcribed manually by listening to the audio recordings
and typing them into a word processor. The conversations were transcribed
verbatim, avoiding the temptation to paraphrase or summarise any of the
conversations. The only exception to this was pause words in the conversation
such as ‘em’, which were omitted. This process lasted between two and a half
hours to four hours depending upon both the length of the interview and the
quality of the audio. Sometimes during the transcription of the audio, the
interviewees dropped their tone, or background noise appeared in the recording.
Such reductions in the audio quality made those transcriptions more difficult,
requiring several replays of the audio in question. To ensure the validity of the
transcriptions and confirm that they were an accurate representation of the
interview in question, the fully transcribed interviews were sent to the
interviewees for review and approval prior to analysis. The interview candidates
provided their consent for their interview transcripts to be used in the production

of papers associated with the research and also in producing this thesis.

3.6.5.c Achieving a ‘“‘saturation” point in the Interviews

In choosing how many people to interview, researchers are often confronted with
how to determine when a saturation point has been reached with respect to the
interviews and the data they obtain. Liamputtong and Ezzy (2006) describe

saturation as a point “when additional information no longer generates new
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understanding”. For the research presented in this thesis, the researcher did not
consider the achievement of a saturation point as a critical consideration because
the research was not evaluating a theory. Rather, the interviews were employed
as a method for evaluating the implementation of the RMCM model in the
orgaisation. The choice of interviewees was limited by the amount of people in
the client organisation that were involved with medical device software and/or
the software risk management process. The people chosen included the full
complement of those individuals (as discussed in the preceding section) who had
been involved with the new RMCM based process or software projects that
implemented the process. Despite being limited with respect to the number of
interviewees there was approximately a 50% level of saturation achieved. This
figure is based on the total number of coded categories (discussed in section
3.6.5.e) that appeared in more than one interview transcript divided by the total

number of categories that appeared in the transcript.

3.6.5.d Focus Groups

Focus groups may be utilised as a method for “describing and understanding
perceptions, interpretations, and beliefs of a select population to gain
understanding of a particular issue from the perspective of the groups
participants” (Khan and Manderson 1992). Groups of approximately six to ten
participants are conducted in a one to two hour discussion by a facilitator
(Liamputtong and Ezzy 2006). It’s the facilitator’s role to make sure that the
environment is conducive to an open, free and interactive discussion where

participants feel relaxed enough to talk openly on the topic of interest.

Focus groups were also considered for this research but were rejected in favour
of interviews. The primary reasons was because the researcher wanted to
understand how the RMCM changes affected each of different roles within the
client organisation. This detail could be lost in the context of a focus group,
which “cannot explore the complex beliefs and practices of an individual person”
Also, through the interviewing of different team members in different roles, the
researcher was able to seek out deviant cases in the responses and attempt to

understand why responses varied across roles. As Liamputtong and Ezzy (2006)
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point out this detail may have been lost in focus groups, “because of the nature of
group talk, some participants may conform with the responses of other members

in the group even though they may not agree”.

3.6.5.e Data Analysis

Content analysis (Liamputtong and Ezzy 2006) was used to analyse the
qualitative interview data. There are differences in how researchers use the term
content analysis for both quantitative and qualitative analysis, and as such this
research adopts the term as defined by Liamputtong and Ezzy (2006) i.e. “data
analysis that involves the identification of categories prior to coding”. The
research employed content analysis through the development of categories prior
to searching for them in the data, assigning categories to the content under
analysis and defining new categories and relationships as they occurred in an

attempt to conceptualise the data, events and interactions in the transcripts.

In the first step of the process, open coding was undertaken where initial

categories were applied to the transcripts — see Table 3.2.

Table 3.2 - Open Coding Categories

Category Code

Role Performed Role

Software Focus Focus

Safety Pre Production Safety.preprod
Safety Post Production Safety.pstprod
Risk Mitigation Rskmit

Risk Categorisation Rskcat
Requirements Change Req-change
Lifecycle Phase Lfecyc

Time in Company TmelnCo
Software Quality Impact SWQuallmp
Training Trng

Process Effectiveness ProcEff
Safety Impact Safety.Impact
Team Interaction Interact

The categories were then re-evaluated using axial coding (Liamputtong and Ezzy
2006) by defining the relationships between the open-coding categories and
refining them into suitable sub-categories. Table 3.3 demonstrates how the
“Process Effectiveness” and “Training” categories were refined into suitable sub-

categories. For the complete breakdown of categories, sub-categories and codes
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that were defined for the interview transcripts content analysis, reference Table

B.2 in Appendix B.

Table 3.3 — Subset of the Categories, Sub-categories and Codes used during content analysis

Category

Sub-Category

Code

IProcess Effectiveness

IProcEff

SOP Sufficient

ProcEff-proc-suff

SOP Requires Improvement

ProcEff-proc-reqimprv

Template Sufficient

ProcEff-temp_suff

Template Requires Improvement

ProcEff-temp-reqimprv

Overall Process Improved ProcEff-improved
Overall Process Not Improved ProcEff-notimproved
Overall Process Sufficient ProcEff-suff

Overall Process Requires Further ProcEff-reqimprv
Improvement

Overall Process is Important IProcEff-imprtnt

Overall Process is not Important

IProcEff-notimprtnt

SOP not followed IProcEff-proc-notfllwd
Training Trng

Done [Trng-done

Not done (Trng-notdone

Sufficient [Trng-suff

Insufficient [Trng-insuff

When all categories and associated codes were defined, each interview transcript
was analysed. Codes were assigned to each paragraph of text in accordance with
its associated relevance. Figure 3.5 demonstrates through a couple of examples
how the codes defined in the axial coding phase described above were applied to

the transcripts.
Figure 3.5- Sample of coding categories applied to interview transcripts

What are the positive and negative things about the process? Is there anything you would

change? If so, what and how?

The procedure is OK but we could maybe explain some of the hazard headings on the ProecH o
template better E.g. when we talk about ambiguous controls it could be a button ona PC | ~ ;ﬁ CEhip
or a real button control on a device. All the stuff is in the procedure but there is nothing 4 '{jwwffm’
there to force someone go do it. At the start of each phase we should say that the 5 .
software hazard analysis document needs to reviewed and updated and that you cannot f m‘?ﬁ “"Hz] vy
progress until you’ve done it. That would teach people to follow it. Reading a document )

and going through it is not training. All our training is like that. You read a procedure, 7/ s

go through it and that’s it. You need to understand it before you use it. m:,/) R W/JA’

APl prc -8 E
I think it might be a cultural thing. I think the procedure is basically there. I think more Pratll-prec-suf
training is required in the first place. We need to stress how important this document is. C ¢
Then, the software test summary/traceability matrix is not utilised as much as it should ’37}‘:’,5? Y 'f’f-’p;’;:’-&'
be. It is done at the very end. It should be at the beginning also. We can then say, these| ;, L:ﬁ: ’:;‘*?}
are the risks which have been identified. Have a test case for each risk? We can provide o
tracebility between the risks and the verifications up-front.

”:% ~ugl
e

(Feeggt.-eud .
i Sheud A be dene ot
J éw”ewf: ~ St .
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As the transcripts were analysed and coded, a number of new categories that had
not been previously considered emerged. The new categories were added to the
coding scheme and applied to all transcripts. Table 3.4 shows the complete list of

additional categories that arose during the transcript analysis.

Table 3.4 — New categories that emerged during transcript analysis

Category Sub-Category Code

Safety Pre Production |User Trials Safety.preprod-utrial
Big Fixing Safety.preprod-bugfix
In-house control of software Safrty.preprod-cntrl
Product Knowledge Safet.preprod-prodknowledge

Safety Post Production [Dealing with CAPA/NCR Safety.pstprod.capancr
Bug Fixing Safety.pstprod.bugfix

Risk Mitigation Software Testing Rkmit-swqa
Mitigation through Design Rskmit-design

Process Effectiveness  [SOP not followed ProcEff-proc-notfllwd

Team Interaction Interact with Mechanical Engineering|Interact-mecheng
Interact with Electronic Engineering [Interact-eleceng

Following the transcript analysis and the application of the codes to the
transcripts, the coding categories were revised once again. Categories that had
not been applied to any of the transcripts were removed from the final axial

coding scheme (Table B.3 in Appendix B).

Once all transcripts were coded, the final data could be identified quickly and
retrieved easily by the categories assigned to it during the content analysis. To
explain the results from the transcript analysis, the author grouped and explained
the research findings under their associated open coding category. Using the
codes, key data could also be used in conjunction with the documentation
described in section 3.6.5.a in a process of triangulation to strengthen findings
from the research and eliminate false or unsubstantiated claims. The researcher
also employed the quantitative method of counting the number of occurrences of
each coded category within the transcripts to further strengthen findings where
applicable. The counting of categories also helped to highlight isolated instances
of data in the interview transcripts requiring further analysis and consideration.
For example, by reviewing the category counts it was established that only one
interviewee believed the new RMCM based software risk management procedure

had “not contributed to safety improvement”, code - “Safety.preprod-swrisk-

90



noncontrib”. This required further analysis and is discussed further in section

5.2.2.1

3.6.5.f Case Dynamics Matrices

Case dynamic matrices are typically used by researchers as a tool to explore the
data gathered during the research and explain the reason for changes that
occurred during the research. Miles and Huberman (1994) have described case
dynamic matrices as a way to display “a set of forces for change” and “ the
consequential processes and outcomes”. As discussed earlier, interviews and the
associated transcripts, when coded provide the researcher with a view into how
the RMCM has had an impact on the organisation from the perspective of the
software project participants. Case Dynamic matrices have been implemented in
this research to explain other effects the RMCM has had on the organisation, that
may not have been uncovered through interviews alone. The matrices aim to
explain the data gathered from the client’s risk management procedures,
templates and software project files. They provide a preliminary insight into
what change(s) each of the RMCM level Med practices has had on the
organisation’s risk management practices, projects documents and other aspects
of the organisation. Each RMCM level Med practice is described in terms of the
change it has had, the cause of the change, the effects of the change and the

researcher’s conclusion.

The case dynamic matrices provide a preliminary explanation into changes that
occurred as a result of this research. In line with Miles and Huberman (1994), the
explanation of each case provided a “first sense of what the dynamics have
been”. After cycling back through the cases the author identified special cases
requiring further explanation. Those cases were expanded further in subsequent

summary sections.
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3.7 Conclusion

This section commenced with an overview of the research objectives. In order to
achieve the research objective, the researcher must decide what research method
is applicable given the objective and why a given method has been chosen.
Section 3.6.1 provided an overview of the research paradigms typically
associated with qualitative research and demonstrates how the research in this
report is primarily aligned with the Interpretative paradigm. Regardless of the
chosen research paradigm, all researchers must concern themselves with the
credibility (internal validity), transferability (external validity), dependability
(reliability) and confirmability (objectivity) of their work. Section 3.6.2
discusses how this has been achieved in this research. Section 3.6.3 provides an
overview of many of the suitable research methods available and through a
process of elimination has concluded that Action Research was the most
appropriate method for this research and its objectives. Therefore Action
Research was the method employed in this research. Detail was provided in
section 3.6.5 on the data gathering and analysis techniques used for the

evaluation phase of the action research cycle.

Action Research has proven to be a successful method for this research for a
couple of reasons. The logical steps to improving the company’s practices
aligned themselves well with the steps of the action research cycle including
diagnosing, planning action and action taking. During the research cycle a new
SPI model for risk management was developed (RMCM) in conjunction with
other researchers working on separate but related research in the medical device
domain (McCaffery et al. 2005). Action research provided a platform for
evaluating the RMCM in assisting a medical device company improve their
capability with respect to risk management. There were a number of additional
factors that contributed to the success of the chosen method:

e The researcher’s direct access to the company’s people and their

cooperation at all levels (management and development teams);
e Access to the company’s existing processes and procedures;
e Access to the regulatory affairs department as well as their library of

regulation literature, guidelines and standards;
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e The researchers ability to directly influence how software was
designed and developed through the controlled release of updated
risk management procedures and templates;

¢ Buy-in from management to support the research effort and its

findings.

93



4 Chapter 4: Development of the Risk
Management Capability Model (RMCM)

4.1 Introduction to the RBMCM

The first step in this research was to develop a risk management capability model
(RMCM). The RMCM was developed with assistance from a medical device
company that complies with the regulations of the British Standards Institution

(BSI) and the FDA (FDA/CDRH 2002).

In order to understand and define the scope of the RMCM, it was important to
gain both a broad and deep understanding of the concepts of risk management in
both the medical device domain and the software engineering community. The
approach adopted was to perform an extensive literature review of existing
regulatory guidance papers, industry guidance papers and standards, which
govern the medical device software industry as well as SPI models from other
industry sectors. The literature review, discussed in Chapter 2, provided a solid

and proven foundation upon which the model could be based.

4.2 The Structure of the RMCM

The RMCM does not dictate a software lifecycle model. It assumes the existence
of software phases common to industry standard lifecycle models. The phases
include requirements management, design and development, verification and
validation, release, maintenance and post-production. Neither quality nor safety
can be integrated into software as a final step in the software development
process. Because of regulations, medical device companies must take an
approach that integrates hazard management and risk analysis into the entire
software lifecycle. This should begin at the user requirements phase and
continue through to product retirement. The approach taken must clearly
demonstrate that serious consideration was given to all possible hazards posed by
the medical device software. It must put in place appropriate risk reduction and

mitigation techniques.
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The RMCM provides flexibility to organisations that choose to adopt the model.
It provides them with a method of identifying and addressing those aspects of the
model that will provide the most benefit to them. Commencing with CMMI® as
the foundation, the RMCM extends the model through the addition of medical
device specific requirements including: the CDRH/FDA, 1SO 14971, GAMP 4
and the IEC 62304 standard for medical device software - software lifecycle
processes (AAMI 2004; ISO 2007; ANSI/AAMI 2001; ANSI/AAMI/IEC 2006;
CDRH 1999; CDRH 2002; CDRH 2005; ISPE 2001). IEC 60601-1-4 (IEC
2000) was also considered for the RMCM to establish if there was additional
knowledge within the standard that would complement the model. Such
information has been highlighted during the discussion of the model’s sub-

practices in the subsequent sections.

The RMCM will help companies to measure their organisational risk
management capability and to track their progression against the following SPI
capability levels:
¢ RMCM Level Med — Companies must demonstrate that they satisfy the
goals and perform the practices required to meet the requirements of the
various medical device regulatory guidelines and standards associated
with risk management. This will involve performing some practices,
which the CMMI® views as generic, although not to the extent of
fulfilling any generic goals;
e RMCM Level 0 - Insufficient practices have been performed to satisfy
the requirements of Level Med,;
¢ RMCM Level 1 - Companies must demonstrate that they satisfy RMCM
level Med and the CMMI® capability level 1 goal of performing the
CMMI® risk management base practices;
e RMCM Level 2 — Companies must demonstrate that they satisfy RMCM
level 1 and additionally perform CMMI® risk management Advanced
Practices, as well as the CMMI® capability level 2 generic goal of

institutionalising a Managed Process;
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¢ RMCM Level 3 - Companies must demonstrate that they satisfy RMCM
level 2 and additionally the CMMI® Generic Goal to Institutionalise a
Defined Process (CMMI® Generic Goal 3) for the risk management
process area;

e RMCM Level 4 — Companies must demonstrate that they satisfy RMCM
level 3 and additionally the CMMI® Generic Goal to Institutionalise a
Quantitatively Managed Process (CMMI® Generic Goal 4) for the risk
management process area;

e RMCM Level 5 - Companies must demonstrate that a process area
satisfies RMCM level 4 and additionally the CMMI® Generic Goal to
Institutionalise an Optimising Process (CMMI® Generic Goal 5) for the

risk management process area.

Section 4.3 details a mapping of the medical device standards and guidelines
(AAMI 2004; ISO 2007; ANSIVAAMI 2001; ANSI/AAMI/IEC 2006; CDRH
1999; CDRH 2002; CDRH 2005; IEC 2000; ISPE 2001) to the CMMI for the
RMCM. This demonstrates what CMMI® goals and practices are required in
order to satisfy medical guidelines for risk management. Software development
within medical device companies could be improved by incorporating additional
CMMI practices that are not currently required by the regulations. This chapter
provides detail on how additional sub-practices (not included in the CMMI) may
be added where necessary to satisfy medical device regulatory guidelines. The
software risk management goals and practices must to be addressed to comply

with the RMCM capability levels.
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4.3 RMCM Goals, Practices and Sub-practices

This section identifies medical device standards and guidelines that have a
counterpart within the goals and practices of the CMMI risk management process
area and are related to the creation of software. Tables are used to illustrate the
complete list of the RMCM practices and sub-practices for a particular goal. The
tables specify the RMCM capability level associated with each sub-practice
along with the origin of the sub-practice. Sub-practices that are displayed in bold
italics are required by the medical device regulations but do not have a

counterpart in CMMI®.

Risk Management has three specific goals (SG). These are as follows:
¢ SGIl: Prepare for Risk Management;
e SG2: Identify and Analyse Risks;
e SG3: Mitigate Risks.
In order to satisfy the specific goals above, a number of specific practices within

the goals must be addressed.

4.3.1 SG1: Prepare for Risk Management
In order to fulfil SGI1: “Prepare for Risk Management” the following specific
practices have to be performed:

e Determine Risk Sources and Categories;

e Define Risk Parameters;

e Establish a Risk Management Strategy.

Table 4.1 provides a complete list of the RMCM sub-practices and their

associated capability level for preparing for risk management.
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Table 4.1 - RMCM Sub-practices for Specific Goal 1 Prepare for Risk Management

RMCM | Sub-Practice Source RMCM
Sub- Level
Practice
Number
Practice: Determine Risk Sources and Categories
1 Determine risk sources CMMI RM SP1.1-1 sub- Med
practice 1, ISO 14971 4.2,
IEC 62304 7.1.1 & 7.1.2
2 Determine risk categories CMMI SP1.1-1 sub-practice 2 | Med
3 Determine software hazards IEC 62304 7.1, 1SO 14971 Med
4.3 and CDRH
4 Include failure in the OTS software as | IEC 62304 7.1.2 (c) & 7.1.3 Med
a potential hazard
5 Include hardware failures as a IEC 62304 7.1.2 (d) Med
potential hazard
Practice: Define Risk Parameters
6 Define consistent criteria for evaluating | CMMI RM SP1.2-1 sub- Med
and quantifying risks practice 1, IEC 62304 4.3, ISO
14971 4.4
7 Define thresholds for each risk category | CMMI RM SP1.2-1 sub- Med
practice 2, ISO 14971 D.3.2
8 Define bounds on the extent to which CMMI RM SP1.2-1 sub- Med
thresholds are applied against or within | practice 3, ISO 14971 D.3.3
a category
Practice: Establish a Risk Management Strategy
9 Establish a risk management strategy CMMI RM SP1.3-1, IEC Med
62304 5.1.7 & 5.1.8, ISO
14971 3.1
10 Define the scope of the strategy and ISO 14971 3.4(a) Med
include those lifecycle phases for
which the strategy is applicable
11 Define the policy for determining ISO 14971 3.4(d) Med
acceptable risks
12 Include a verification plan and IS0 14971 3.4(e) and 6.3 Med
activities as part of the strategy
13 Outline the allocation of IS0 14971 3.4(b) Med
responsibilities
14 Outline the requirements for reviewing | ISO 14971 3.4(c) Med
the risk management activities
15 The risk management strategy should | IEC 62304 7.1.3 Med
include off the shelf
software/components
16 Post-production queries and bugs must | ISO 14971 9, IEC 62304 Med
be analysed 9.2(b) and CDRH

Table 4.2 summaries the mapping of the medical device risk management

regulations against specific goal 1 of the CMMI® risk management process area

(Prepare for Risk Management). The table illustrates that in order to satisfy

the medical device requirements, 10 medical device specific sub-practices must

be performed in addition to all the CMMI® risk management practices and sub-

practices. However, the CMMI® specific goal 1 for risk management would be
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fully satisfied by following guidelines required to adhere to medical device

regulations.

Table 4.2 - Summary of RMCM Specific Goal 1 — Prepare for Risk Management

Practice RMCM [ CMMI® | CMMI®  Sub- [ Additional  Sub-
Sub- Sub- practices required | practices required
Practice practices | to meet regulatory | to meet regulatory
Numbers requirements requirements

Determine Risk | 1-5 2 2 3

Sources & Categories

Define Risk | 6 -8 3 3 0

Parameters

Establish risk | 9-16 1 1 7

management process

Total 1-16 6 6 10

4.3.1.a Determine risk sources and categories

Table 4.2 illustrates that the RMCM practice for determining risk sources and
categories items consists of 2 sub-practices that are required by both the CMMI®
and the medical device regulations (i.e. Level Med in Table 4.1), plus 3 new sub-
practices that are required by the medical device regulations but not by the

CMMI® (i.e. Level Med in Table 4.1).

Sub-Practices common to CMMI® and medical device regulations

Sub-Practices 1 & 2. Determining the potential sources of risk and categorising
them as activities are required by both the CMMI® and the medical device
guidelines (see Table 4.1). However, the medical device regulations require
additional information in relation to factors that could result in software hazards.
FDA guidelines recommend focusing upon safety as a primary source of risk.
Other typical sources of risk that the medical device guidelines recommend
focusing upon are: cost, integrity and security. FDA guidelines also note that risk
may be initiated by human factors, hardware faults, software faults, integration
errors and environmental conditions. Medical device guidelines also recommend
that all potential causes and sequences of events that could result in a hazard

should be documented.
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Risks should be organised into related groups as this will assist with
consolidating sub-practices in risk mitigation plans. A number of factors may be
considered when determining risk categories. FDA guidelines advise similar
factors to those recommended by the CMMI®, such as categorising risk for an
entity, as well as for major components, subsystems, software, electronics and
lifecycle stages. For example, FDA regulations stress that it is important to
define risk-related functions when analysing requirements and to monitor this
ongoing source of risk throughout the lifecycle process as requirements change.
Additionally, IEC 62304 specifies that each safety requirement in the software be

uniquely identifiable and traceable to risk mitigation measures.

Sub-Practices required by medical device regulations but not CMMI®

Three additional medical device specific sub-practices as defined in IEC 62304
were added to the RMCM goal for determining risk sources and categories in
order to completely satisfy the medical device regulations. These practices are as

follows:

Sub-Practice 3. The medical device regulations identify hazard management as
part of risk management and request that hazards should be identified that could
be the direct result of software failure or for which software implements a control
measure. Hazards should be identified from both normal and incorrect use of the
software device and should be considered for patients, operators, service
personnel, bystanders and the environment. IEC 60601-1-4 recommends that the
method used for hazard identification should be documented in the risk

management file (IEC 2000).

Sub-Practice 4. The medical device regulations specify that OTS (Off-The-
Shelf) software must be considered as a potential source for failure of medical
device software. IEC 62304 specifically requires that where software of
unknown provenance (SOUP) is used in the medical device software, that any
published anomaly list be evaluated to determine if any new hazards could be

introduced as a result of the known anomalies.
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Sub-Practice 5. The medical device regulations detail that hardware failures

should be considered as a potential source of software failures.

4.3.1.b Define risk parameters

Table 4.2 illustrates that the RMCM practice for defining risk parameters
consists of 3 sub-practices that are required by both the CMMI® and the medical
device regulations. Therefore the medical device guidelines demand similar
effort and rigour to those stipulated by CMMI® and a company satisfying
medical device regulations would also satisfy the specific practice for defining

risk parameters.

Sub-Practices common to CMMI® and medical device regulations

Sub-Practice 6. It is important to identify criteria that may be used for comparing
risks and enabling risks to be prioritised. ISO 14971 guidelines identify
parameters for the severity of harm (should the risk occur) and the likelihood of
the occurrence for quantifying risk. These criteria may be acceptable in the
instance where a hardware failure may lead to a corresponding software failure
and the likelihood can be reasonably estimated. However, IEC 62304 states that
for software, if a hazard could arise from the failure of the software, the
probability of such a failure shall be assumed to be 100 percent. Software safety
is broken into three classes A, B and C. Class A represents a software item where
failure could not result in injury or damage to health, B could result in non-
serious injury and C could result in death or serious injury. All software items
are assigned a classification and all software items within a system are assumed
to inherit the system’s safety class until they themselves have been evaluated.
Any unclassified software items assume a class level C. Many of the software
lifecycle activities and associated tasks within IEC 62304 are directly linked to

these software classifications.

Sub-Practice 7. The medical device company must define thresholds against

which all identified risks shall be measured.
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Sub-Practice 8. In terms of developing software for medical devices the
parameter values for ‘severity of harm’ are very important and are defined and
justified by the sponsor. The degree of detail and effort involved in risk
management and control should be in line with the ‘severity of the resulting
consequences’ (should failure happen). Therefore most effort should be devoted
to handling risks that have a ‘severity of harm’ level of major (Class C). As
safety is of primary importance companies must ensure that medical devices are
produced that satisfy acceptable levels of risk and that this is not based upon

probability.

4.3.1.c Establish a risk management strategy

Table 4.2 illustrates that the medical device regulations are more stringent in
terms of what constitutes a risk management strategy and therefore additional
sub-practices (other than those detailed in the CMMI®, see Table 4.1) will have
be included within this practice in order to fulfil the objectives of RMCM. Table
4.2 illustrate that the RMCM practice for establishing a risk management strategy
consists of one sub-practice that is required by both the CMMI® and the medical
device regulations (Level Med in Table 4.1), and 7 sub-practices that are required
by the medical device regulations but not by the CMMI® (Level Med in Table
4.1).

Sub-Practices common to CMMI® and medical device regulations
Sub-Practice 9. Establishing a risk management strategy involves establishing
and maintaining a strategy to be used for risk management. Both CMMI® and the
FDA require companies to have a risk management strategy that is used to define
risk analysis and control activities, which should be documented. IEC 60601-1-4
adds that if the plan/strategy changes during the course of development, a record
of the changes shall be kept. Medical device standards (ISO 2007) require that a
risk management strategy (see Figure 4.1) is adopted and request that medical
device manufacturers document:

® An analysis of intended use of medical device and software;

e A description of each identified risk;

e The severity level of the risk;
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e The source of the risk;

e The risk control methods used

¢ How the risk controls were implemented;

e Tests used to confirm the success of the risk method used;

e The severity level after the risk control method has been implemented.

Figure 4.1 - Medical device risk management strategy (Adapted from ISO 14971, Annex B)
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Sub-Practices required by medical device regulations but not CMMI®

Sub-Practice 10. To satisty ISO 14971, the lifecycle phases for which the risk
management plan is applicable, should be identified and described within the
plan. Medical device regulations stipulate that the risk management plan should
be applicable to the entire software lifecycle and incorporate all phases from the

user requirements phase through to the retirement of the software.

Sub-Practice 11. To satisfy ISO 14971, before a risk is deemed acceptable, it
must be measured against a pre-defined acceptability policy, which should be
outlined by the risk management plan. Medical device standards do not define
acceptable levels and instead leave the decision to the medical device
manufacturer, who in turn must document their decision using existing standards,
comparable levels of risk from devices in use, medical references and clinical

study references where available.

Sub-Practice 12. To satisfy ISO 14971, the verification plan and activities

should be included as part of the risk management plan.

Sub-Practice 13. To satisfy ISO 14971, those responsible for the various risk
management and control activities should also be identified in the risk

management plan.

Sub-Practice 14. To satisfy ISO 14971, the plan should also document the

requirements for reviewing the risk management activities.

Sub-Practice 15. To satisfy IEC 62304, the risk management plan should include
a strategy for the analysis of (Off-the-shelf) OTS software.

Sub-Practice 16. 1SO 14971, IEC 62304 and the FDA guidelines recommend
that post-production queries and bugs should be analysed to safeguard against a
risk scenario arising post-release that was not originally considered during

development.
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4.3.2

SG2: Identify and Analyse Risks

In order to fulfil SG2: Identify and Analyse Risks the following specific

practices must be performed: Identify risks; & FEvaluate, categorise, and

Prioritise risks (see Table 4.3).

Table 4.3 - RMCM Sub-practices for Specific Goal 2 : Identifying and Analysing Risks

RMCM | Sub-Practice Source RMCM
Sub- Level
Practice
Number
Practice: Identify risks
17 Include a description of the intended use and | 1SO: 14971 4.2 Med
any foreseeable misuse
18 Identify the risks associated with the cost, CMMI RM SP2.1-1 1
schedule, and performance in all appropriate sub-practice 1
product lifecycle phases
19 Review environmental elements that may CMMI RM SP2.1-1 1
impact the project sub-practice 2
20 Review all elements of the work breakdown CMMI RM SP2.1-1 1
structure as part of identifying risks to help sub-practice 3
ensure that all aspects of the work effort have
been considered
21 Review all elements of the project plan as part | CMMI RM SP2.1-1 1
of identifying risks to help ensure that all sub-practice 4
aspects of the project have been considered
22 Document the context, conditions, and CMMI RM SP2.1-1 Med
potential consequences of the risk sub-practice 5, ISO
14971 4.4
23 Provide risk traceability: Identify risk IEC 62304 7.3.3, ISO: | Med
traceability from the device level down to the | 14971 3.5 and CDRH
specific cause within the software
24 Identify the relevant stakeholders associated CMMI RM SP2.1-1 1
with each risk sub-practice 6
25 At least one trained individual directly I1S0: 14971 3.2, 3.3 Med
involved in the software development, with and 3.4(b)
both relevant medical device and risk
management knowledge shall participate in
the risk management activity to ensure that
risks are adequately addressed. This
person(s) shall be identified on the report
along with the date of the analysis
Practice: Evaluate, categorise, and prioritise risks
26 Evaluate the identified risks using the defined | CMMI RM SP2.2-1 Med
risk parameters sub-practice 1, ISO
149715
27 Categorise and group risks according to the CMMI RM SP2.2-1 Med
defined risk categories sub-practice 2, ISO
149715
28 Prioritise risks for mitigation CMMI RM SP2.2-1 Med
sub-practice 3, ISO
149715
29 The results of all the risk management 1S0: 14971 3.1 Med

activities should be recorded and maintained
in a risk management file
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Table 4.4 summarises the mapping of the medical device risk management
regulations against specific goal 2 (Identify and Analyse Risks) of the CMMI®
risk management process area. The table illustrates that, to comply with medical
device requirements for this specific goal, there are a number of CMMI® sub-
practices that do not have to be performed. However, 4 sub-practices not
previously addressed by CMMI® (Table 4.3) had to be included. Table 4.4 also
shows that specific goal 2 of the CMMI® cannot be achieved through addressing
medical device requirements alone (i.e. performing only the RMCM level Med
sub-practices) as only 4 of the 9 CMMI® sub-practices associated with this
CMMI® goal are required for RMCM level Med.

Table 4.4 - Summary of RMCM Specific Goal 2 — Identify and Analyse Risks

Practice RMCM | CMMI® | CMMI® Sub- Additional Sub-
Sub- Sub- practices required | practices required to
Practice | practices to meet regulatory | meet regulatory
Numbers requirements requirements

Identify Risks 17 - 25 6 1 3

Evaluate, 26 -29 3 3 1

categorise and

prioritise risks

Total 17-29 9 4 4

4.3.2.a Identify risks

Table 4.3 includes the complete list of RMCM sub-practices for identifying risks.
From mapping the medical device regulations against the CMMI® for identifying
risks, it was discovered that unlike the specific goal 1 practices, not all of the
CMMI® sub-practices are required in order to achieve medical device
compliance (i.e. 5 of the 6 CMMI® sub-practices are at level 1). However, the
medical device regulations request additional information in relation to usage,
traceability and the participation of a software development team member in the
risk management activity. Therefore, additional medical device specific sub-
practices are required to satisfy the requirements of the RMCM. Table 4.4
illustrates that the RMCM practice for identifying risks consists of 1 sub-practice
that is required by both the CMMI® and the medical device regulations (Level
Med in Table 4.3), 3 sub-practices that are required by the medical device
regulations but not by the CMMI (i.e. Level Med in Table 4.3), and 5 sub-
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practices that are required by the CMMI® but not by the medical device
regulations (Level 1 in Table 4.3).

Sub-Practices common to CMMI® and medical device regulations

Sub-Practice 22. Identified risks should be documented. However prior to
identifying the risks, ISO 14971 requires all characteristics that could affect
safety to be documented. The acceptable level of residual risk will depend upon
the intended purpose of the medical device. The documentation should include a
description of the identified risk (details of the context and conditions) and the

severity of the risk (potential consequences) should it occur.

Sub-Practices required by medical device regulations but not CMMI®
Sub-Practice 17. To satisfy ISO14971, medical device companies should assess
the effect the risk will have upon patients, operators, bystanders, service

personnel and the environment.

Sub-Practice 23. 1SO 14971, IEC 62304 and the FDA guidelines recommend
that, as development progresses through the software development lifecycle, the
status of existing risks should be updated and new risks should be identified.
Risks should be identified for all predictable instances and follow established
procedures, starting at the requirements stage of the lifecycle. Medical device
regulations also request that the documentation should identify traceability from
the device level down to the specific cause in the software and also provide
traceability from the risk analysis, evaluation, implementation, and verification

down to the final assessment of the acceptability of residual risks.

Sub-Practice 25. ISO 14971 specifies management must provide an adequate
provision of qualified resources. Those performing risk analysis should possess
knowledge and experience of the medical device, its intended use and risk
management techniques. Additionally, records of these qualifications should be
maintained for future compliance inspection. The risk report should contain the
identity of the person and organization that carried out the risk analysis along
with the date of the analysis. The IEC 62304 and ISO 14971 requirements are

not as comprehensive as CMMI® as they do not specify that each risk is assigned
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an owner. Therefore, a separate sub-practice (sub-practice 24) has been added to

RMCM.

Sub-practices required by CMMI® but not by medical device regulations
Sub-Practice 18. When identifying risks, CMMI® recommends a broad approach
and specifies that factors such as cost, integrity, security and safety should all be

considered.

Sub-Practice 19. In addition to identifying software related issues, the CMMI®
acknowledges that it is important to consider environmental elements for their

potential to pose risks.

Sub-Practices 20 & 21. The CMMI® requires that all elements of both the work
breakdown structure and the project plan should be reviewed to ensure that all
aspects of the work effort and project are considered. There is no necessity to
review the work breakdown structure and the project plan in order to achieve

medical device compliance for risk management.

Sub-Practices 24. The CMMI® requires that stakeholders should be associated
with each risk so that individuals are assigned responsibility for risks. However,

this is not necessary for medical device regulatory compliance.

4.3.2.b Evaluate, categorise and prioritise risks
Table 4.3 includes the complete list of RMCM sub-practices and associated

capability levels for evaluating, categorising and prioritising risks. From
mapping the medical device regulations against the CMMI® for this practice, it
can be seen that the medical device regulatory requirements exceed those of the
CMMI®, as ISO 14971 additionally requests that the results of all the risk
management sub-practices should be recorded and maintained in a risk
management file. Therefore, to satisfy the requirements of the RMCM one extra
sub-practice is required in addition to those demanded by CMMI® (Table 4.3). A
company fulfilling medical device regulations would also satisfy the CMMI®
requirements for this practice. Table 4.4 illustrates that the RMCM practice for
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evaluating, categorising and prioritising risks consists of 3 sub-practices that are
required by both the CMMI® and the medical device regulations (Level Med in
Table 4.3), and 1 sub-practice that is required by the medical device regulations

but not by the CMMI® (Level Med in Table 4.3).

Sub-Practices common to CMMI® and medical device regulations

Sub-Practice 26. Parameters defined in the risk management strategy are used to
evaluate identified risks. Medical device companies adhering to FDA guidelines
are required to determine risk using the parameters of “severity of harm” (should
the risk occur) and the “likelihood of occurrence”. Emphasis is placed on the
“severity of harm” parameter, as it may not always be possible to accurately
estimate the software failure rate (which is directly related to the “likelihood of

occurrence” parameter).

Sub-Practice 27. There is a necessity to group risks according to defined risk
categories (e.g. entity, components/subsystems, software etc.) to assist risk

handling.

Sub-Practice 28. As a project may have multiple risks, it is important that risks
are prioritised so that the highest priority risks receive the most attention and
effort. Medical device guidelines specify that risks should be prioritised
according to the severity of the resulting consequences and that the amount of
effort devoted to creating design solutions that reduce or eliminate the risk
should be based upon the value of this parameter. GAMP 4 combines the risk
classification with the probability of detection to further prioritise the risk. The
probability of detection is broken out into three levels: “low” where the detection
of the fault condition is perceived to be unlikely, “medium” where detection is
reasonably likely and “high” where detection of the fault is very likely. The
logic is that risks that are not easily detected are the most vulnerable. Therefore,
they become higher priority and should be dealt with first. For example, a
medium level risk with a low probability of detection would be deemed high
priority due to the low detection rate. In contrast, a medium level risk with a

high probability of detection would be a low priority risk. By focussing on the
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higher priority areas first, the quality of the system is improved by reducing the

overall probability of failure.

Sub-Practices required by medical device regulations but not CMMI®

Sub-Practice 29. 1SO 14971 requires that the results of all the risk management
activities should be recorded and maintained in a risk management file. IEC
60601-1-4 suggests that a risk management summary file should also be created
to summarise the risk management activities. The risk management summary file
contains each identified hazard, its initiating cause, mitigation techniques used to
control risk and an evaluation of effectiveness of the risk controls. Because the
risk management file will already contain this information, the summary report is
seen as useful but not a necessity and as such has not been highlighted as a

separate sub-practice.

4.3.3 SG3: Mitigate Risks

In order to fulfil SG3: Mitigate Risks the following specific practices have to be
performed: Develop Risk Mitigation Plans & Implement Risk Mitigation Plans
(see Table 4.5).

This section has been left blank intentionally for Table 4.5, which follows.
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Table 4.5 - RMCM Sub-Practices for Specific Goal 3: Mitigate Risks

RMCM | Sub-Practice Source RMCM
Sub- Level
Practice
Number
Practice: Develop Risk Mitigation Plans
30 Determine the levels and thresholds that define CMMI RM SP3.1-1 Med
when a risk becomes unacceptable and triggers sub-practice 1, ISO
the execution of a risk mitigation or contingency | 14971 6.5 & 7
plan
31 Identify the person or group responsible for CMMI RM SP3.1-1 1
addressing each risk sub-practice 2
32 Determine the cost-to-benefit ratio of CMMI RM SP3.1-1 1
implementing the risk mitigation plan for each sub-practice 3
risk
33 Develop mitigation plans for all risks CDRH Guidelines Med
(Supersedes CMMI
RM SP3.1-1 sub-
practice 4)
34 Develop contingency plans for all risks CDRH Guidelines Med
(Supersedes CMMI
RM SP3.1-1 sub-
practice 5)
35 Add software risk control measures to the IEC 62304 7.2.2 Med
software requirements document
36 Identify segregation between software items IEC 62304 Med
essential to risk control and show how
segregation is effective
37 Mitigations should be verified ISO: 14971 6.3 and | Med
IEC 62304 7.3.1
38 Results of the verification should be IS0O: 14971 and IEC | Med
documented 62304 7.3.1
Practice: Implement Risk Mitigation Plans
39 Monitor the risk status throughout the project CMMI SP3.2-1 sub Med
lifecycle practice 1, ISO 14971
1 - Scope
40 Provide a method for tracking open risk-handling | CMMI SP3.2-1 sub- | Med
options to closure when monitored risks exceed practice 2, ISO 14971
the defined thresholds 35,67& A23.5
41 Invoke selected risk-handling options when CMMI SP3.2-1 sub- | Med
monitored risks exceed the defined thresholds practice 3, ISO 14971
6.1t06.7
42 Establish a schedule or period of performance for | CMMI SP3.2-1 sub- 1
each risk-handling activity that includes the start | practice 4
date and anticipated completion date
43 Provide continued commitment of resources for CMMI SP3.2-1 sub- Med
each plan to allow successful execution of the practice 5, ISO14971
risk-handling activities 32&33
44 Collect performance measures on the risk- CMMI SP3.2-1 sub- | Med
handling activities. practice 6, [SO14971
3.2

Table 4.6 summarises the mapping of the medical device risk management
regulations against CMMI® specific goal 3 (Mitigate Risks). The table highlights

that in order to comply with medical device regulations it is not necessary to
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perform all of the CMMI® sub-practices of this goal. However, to comply with
medical device requirements an additional 6 sub-practice had to be added to the
RMCM to ensure the safety element of the medical device regulations is

captured.

Table 4.6 illustrates that specific goal 3 of the CMMI® will not be satisfied by
following the medical device regulations (i.e. performing only the RMCM level
Med sub-practices listed in Table 4.5) as only 6 of the 9 CMMI® sub-practices
associated with this CMMI® goal are required for RMCM level Med and 2 are
superseded by more comprehensive medical device practices 33 and 34

respectively.

Table 4.6 - Summary of RMCM Specific Goal 3 — Mitigate Risks

Practice RMCM | CMMI® | CMMI® Sub- Additional Sub-
Sub- Sub- practices required | practices required to
Practice practices to meet regulatory | meet regulatory
Numbers requirements requirements

Develop Risk 30-38 3 1 6

Mitigation Plans

Implementing 39-44 6 5 0

Risk Mitigation

Plans

Total 30-44 9 6 6

4.3.3.a Develop risk mitigation plans

Table 4.5 includes the complete list of RMCM sub-practices and associated
capability levels for developing risk mitigation plans. From mapping the medical
device regulations against the CMMI® for this practice, it was discovered that
both IEC 62304 and ISO 14971 request additional sub-practices to those
specified by the CMMI®. These are: mitigations should be verified and the
results of the mitigation verification should be documented. Therefore, 2
additional medical device specific sub-practices were added in order to ensure
that the medical device risk management regulations are adhered to through
adopting RMCM. This practice also differed from the previous practices in that
two of the CMMI® sub-practices are not applicable to the RMCM. Unlike
CMMI®, the FDA requires that risk mitigation plans and contingency plans be
developed for all risks. Therefore, it was necessary to add another 2 sub-practices

(developing mitigation for all risks and developing contingency plans for all
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risks). The introduction of these sub-practices therefore overrules the more
lightweight CMMI® sub-practices as they refer to developing mitigations and
contingency plans for individual and selected risks whereas the new sub-practice
refers to all risks. Table 4.6 illustrates that developing risk mitigation plans
consists of 1 sub-practice that is required by both the CMMI® and the medical
device regulations, 2 sub-practices that are required by the CMMI® but not by the
medical device regulations, and 6 sub-practices that are required by the medical

device regulations but not by the CMMI®.

Sub-Practices common to CMMI® and medical device regulations

Sub-Practice 30. Based upon FDA guidelines the aim of risk mitigation within a
medical device company is to reduce the severity of the risk, the likelihood of the
occurrence, or both. Ideally the risk would be eliminated or the severity reduced
to a minor level of severity. All residual risk is measured against the criteria
defined earlier in the risk management strategy. If the criteria are not met, then
further risk reducing control measures may be applied. If the criteria are met,
then it is still the responsibility of the sponsor of the project to describe and
justify any residual risk. ISO 14971 states that if the residual risk is unacceptable
and no additional control measures will reduce the risk further, then a risk/benefit
analysis must be performed to justify whether the intended use outweighs the
residual risk. The evaluation and corresponding data and literature should be
included in the risk management file. Consequently, the acceptable level of
residual risk depends upon the intended purpose of the medical device. ISO
14971 also requires that the “overall residual risk” for the device be assessed to
decide if the overall residual risk is acceptable. This should be documented in the

risk management file along with any associated data and relevant literature.

Sub-practices required by CMMI® but not by medical device regulations
Sub-Practice 31. The CMMI® requires an individual or a group to be given
responsibility for addressing each risk; this is not specified in medical device

software guidelines.
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Sub-Practice 32. There is no specific medical device guideline requesting that a
cost-benefit analysis has to performed for each risk as compliance with medical

device safety regulations and not cost is the most important factor.

Sub-Practices required by medical device regulations but not CMMI®

Sub-Practice 33. Even though the CMMI® requires an overall mitigation plan to
be in place for each project there is a difference in the thoroughness of the plan.
In the case of the CMMI®, risk mitigation plans may not have to be produced for
each risk (SEI 2006: RM SP 3.1-1, sub-practice 4). To comply with medical
device guidelines the manufacturer has to produce a risk control method that will
eliminate or reduce the risk to be as low as possible. Risk mitigation plans should
be developed for all risks. Therefore, it is necessary to add another sub-practice

as follows: developing mitigation plans for all risks.

Sub-Practice 34. The CMMI® requests that contingency plans are produced for
only selected risks (SEI. 2006: RM SP3.1-1, sub-practice 5). However, as
medical device guidelines deal with safety, the initial approach is to only permit
a product to be manufactured if it is safe and the remaining risk will not result in
injury to the patient, operator, and or bystander. In terms of a contingency plan
for such risks, the medical device guidelines recommend using protective
measures that do not involve user interaction or supplying warning labels, or
alternatively a combination of both. It is therefore necessary to add another sub-

practice as follows: developing contingency plans for all risks.

Sub-Practice 35. IEC 62304 requires that any system requirements related to the

control of risks must be added to the requirements document.
Sub-Practice 36. IEC 62304 requires that the medical device manufacturer
identifies segregation between software items, as this is essential for effective

risk control .

Sub-Practices 37 & 38. The IEC 62304 and ISO 14971 guidelines request

additional sub-practices to those specified by the CMMI®. These are: mitigations
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should be verified and the results of the mitigation verification should be

documented. Therefore additional sub-practices have to be added to RMCM.

4.3.3.b Implement risk mitigation plans

Table 4.5 includes the complete list of RMCM sub-practices and associated
capability levels for developing risk mitigation plans. Both the medical device
regulatory guidelines and the CMMI® require that adequate resources and
training must be provided for areas within the software quality domain such as
risk management. ISO 14971 specifies that the results of the risk management
activities should be reviewed at defined intervals to check the suitability and
effectiveness of the risk management process. The CMMI® also specifies that
performance measures for risk handling activities are established but adds that a
schedule should be produced for resolving the risks. This is not mandated within

the medical device regulations and is therefore labelled as a level 1 sub-practice.

Table 4.6 illustrates that the RMCM practice for implementing risk mitigation
plans consists of 5 sub-practices that are required by both the CMMI® and the
medical device regulations (i.e. Level Med), and 1 sub-practice that is required

by the CMMI® but not by the medical device regulations (i.e. Level 1).

Sub-Practices common to CMMI® and medical device regulations

Sub-Practice 39. Both FDA guidelines and the CMMI® require that risks be
monitored throughout a project’s lifecycle. ISO-14971 specifically states in its
scope that “The requirements of this International Standard are applicable to all

stages of the lifecycle of a medical device.” (ISO 2007)

Sub Practice 40. To comply with medical device regulations, a software
company is required to demonstrate that all risks may be traced throughout the
lifecycle process as per sub practice 39. They must also illustrate the mitigation
of risks to an acceptable level and demonstrate completeness in terms of tracking
open risk-handling action items to a closure. This is also a requirement of

CMML
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Sub-Practice 41. Both FDA guidelines and the CMMI® require a method to be
provided for tracking risk items to closure or to an acceptable level. FDA
guidelines specify a number of control methods that may be used either
individually or concurrently. The first preference control method is to eliminate
the risk or reduce the risk by safe design or redesign. The second preference is to
reduce the risk by introducing protective measures within the device itself or
manufacturing process that do not require any user action. The third method is to
reduce the risk by providing adequate user information (e.g. warnings) and
training. This is the least preferable method, as it requires intervention on the
part of the medical device user. GAMP 4 also suggests further strategies which
include: modification of project strategies such as project structure and makeup,
increasing testing and complete elimination of the risk driver by changing the

expectations or requirements.

The medical device manufacturer is required to record the steps taken to
eliminate or reduce a risk (e.g. methods adopted) and also record the results of
the verification performed to check the effectiveness of the risk control measure.
The manufacturer must indicate the severity level of the risk after the risk control
method has been implemented and verified. Then a decision is made in relation
to comparing the remaining severity level for each risk with the acceptance level
associated with that risk. If the resultant risk severity level is not acceptable, then
the risk control process will have to be performed again until the risk has been
eliminated or the severity level of the risk is deemed acceptable. Additionally,
the medical device manufacturer is required to perform tests to determine if any
new risks have been introduced during the risk control process. If such tests
discover any new risks then the risk management process will have to be
followed for each of these risks. After all potential risks have been evaluated a

final decision is made in relation to the safety of the medical device.
Sub-Practice 43. Both FDA and CMMI® require that adequate resources and

training be provided for areas within the software quality domain such as risk

management.
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Sub-Practice 44. 1SO 14971 specifies that the results of the risk management
activities should be reviewed at defined intervals to check the suitability and

effectiveness of the risk management process.

Sub-Practices required by CMMI® but not by medical device regulations
Sub-Practice 42. The CMMI® also specifies that performance measures for risk
handling activities are established. Additionally, it requires that a schedule

should be produced for resolving each risk.

4.3.4

Table 4.7 summarises the 3 specific goals of the RMCM. The RMCM comprises

Summary of the RMCM Specific Practices

44 specific sub-practices consisting of 24 CMMI® and 20 medical device specific
sub-practices. To comply with medical device risk management requirements, 36
of the sub-practices must be adopted (16 CMMI® and 20 medical device sub-
practices). Therefore level Med of the RMCM contains 36 sub-practices across 3

specific goals.

Table 4.7 - Summary of the RMCM Specific Goals

Goal RMCM CMMI® CMMI® Sub- Additional Sub-
Sub- Sub- practices required | practices required
Practice practices to meet regulatory | to meet regulatory
Numbers requirements requirements

Prepare for risk | 1 -16 6 6 10

management

Identify and 17-29 9 4 4

Analyse Risks

Mitigate Risks 30-44 9 6 6

Total 1-44 24 16 20

4.3.5 Generic Goals and Practices

The CMMI® also identifies a number of generic goals and practices and these
goals form the basis of the RMCM generic goals. At a fundamental maturity or
capability level it is only necessary to perform the specific base practices. It is
interesting to note that medical device regulations with respect to risk
management often have a counterpart in the CMMI®. For risk management the
generic goals and practices for capability level 2 (GG 2: Institutionalise a
Managed Process) are: GP 2.1 Establish Policy; GP 2.2 Plan the process; GP
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2.3 Provide Resources;, GP 2.4 Assign Responsibility; GP 2.5 Train People; GP
2.6 Manage Configurations; GP 2.7 Identify stakeholders; GP 2.8 M&C
Process; GP 2.9 Evaluate Adherence; and GP 2.10 Review.

The FDA regulations state that each manufacturer shall establish the appropriate
responsibility, authority, and interrelation of all personnel who manage, perform,
and assess work affecting quality. It also undertakes to ensure that all work is
adequately resourced and that staff are trained. After mapping the medical device
risk management regulations against the CMMI® generic goals, it is clear that to
comply with medical device requirements, not all sub-practices of the CMMI®
generic goals have to be performed. However, 6 out of the 10 practices for goal 2
have to be performed, but none of the practices for goals 3, 4 or 5 are required in
order to satisfy medical device regulations. This gives a total of 42 required
practices when combined with the 36 level Med practices from goal 1. Table 4.8
illustrates the goals and practices that have to be performed for each of the

RMCM generic goals (GG).

Table 4.8 - RMCM levels for the CMMI® Generic goals

Goal: GG1: Perform the Specific Practices

Practice Activity Number

GP 1.1 Perform Base Practices 1to44 —seetables I, IIl & V

Goal: GG2: Institutionalise a Managed Process

Practice Activity | Source | RMCM
Number Level

GP 2.1 Establish Policy 45 CMMI | Med

GP 2.2 Plan the process 46 CMMI | Med

GP 2.3 Provide Resources 47 CMMI | Med

GP 2.4 Assign Responsibility 48 CMMI | Med

GP 2.5 Train People 49 CMMI | Med

GP 2.6 Manage Configurations 50 CMMI |2

GP 2.7 Identify stakeholders 51 CMMI | Med

GP 2.8 Monitor& Control the Process 52 CMMI |2

GP 2.9 Evaluate Adherence 53 CMMI |2

GP 2.10 Review 54 CMMI |2

Goal: GG3: Institutionalise a Defined Process

GP 3.1 Establish a defined Process 55 CMMI |3

GP 3.2 Collect Improvement Information 56 CMMI |3

Goal: GG4: Institutionalise a Quantitatively Managed Process

GP 4.1 Establish Quantitative Objectives for the | 57 CMMI | 4

Process

GP 4.2 Stabilise Sub-process Performance 58 CMMI | 4

Goal: GGS: Institutionalise an Optimising Process

GP 5.1 Ensure Continuous Process Improvement 59 CMMI |5

GP 5.2 Correct Root Causes of Problems 60 CMMI |5

118



4.4 Changes to the RMCM Model during the research

The RMCM model presented in this chapter is the final model that has emerged
from the research. During the research the model was revisited periodically, for
example when the ISO 14971 (ISO 2007) standard was revised in 2007 and when
the AAMI SW68 (ANSI/AAMI 2001) standard was replaced with the IEC 62304
(ANSIJAAMI/IEC 2006) standard at the end of 2006. This section discusses
changes made to the model’s practices since it’s initial conception (Burton et al.

2006) and the catalysts for the changes.

In the first iteration of the model, the RMCM contained sub-practices to
“Identify the risks associated with the cost, schedule, and performance in all
appropriate product lifecycle phases” and “Review environmental elements that
may impact the project” (RMCM sub-practices 18 and 19 respectively). These
sub-practices were labelled as level Med practices. However, when a mapping
was performed against the updated ISO 14971 and IEC 62304 standards, no
corresponding requirements were found in the standards. At first glance the
RMCM practice 18 to “identify the risks...in all lifecycle phases” would appear
very applicable to medical device software and one would expect it would be a
requirement. However sub-practice 18 is discussed in the context of risks
associated with cost, schedule and performance whereas the medical device
regulations consider risks in the context of a risk giving rise to hazard that could
cause harm to a user, patient, bystander or the environment. The important
aspect of practice 18 in a medical device context is the specification of “all
appropriate lifecycle phases” and definition of what is “appropriate”. Medical
device regulations stipulate that software risk identification and management
must be performed at all software lifecycle phases commencing at the user
requirements phase and continue until the software’s retirement.  This
requirement is covered and discussed under RMCM sub-practice 10. Therefore,
RMCM sub-practices 18 and 19 were switched to level 1 to signify that they
were not essential under the regulatory context. They were not removed from the

RMCM due to their requirement in CMMI®.
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CMMI® requires that for software risk management, companies “develop an
overall risk mitigation plan for the project to orchestrate the implementation of
the individual risk mitigation and contingency plans” and that they ‘“develop
contingency plans for selected risks in the event of their impacts being realised.”
These two practices were removed from the RMCM because unlike the CMMI®,
the FDA requires that risk mitigation plans and contingency plans be developed
for all risks, not just selected risks. Therefore the RMCM added the more
comprehensive sub-practice to “develop mitigation and contingency plans for all
risks”. The sub-practice was subsequently split into two sub-practices to
emphasise the two distinct requirements for both mitigation planning and

contingency planning of all risks.

When AAMI SW68 was replaced with the new IEC 62304 standard, two risk
management sub-practices not previously addressed by the RMCM emerged.
The practices require the medical device company to “add software risk control
measures to the software requirements document” and also to “identify
segregation between software items essential to risk control and show how
segregation is effective”. These practices have therefore been added to the
RMCM model. The practices did not exist as part of the RMCM model at the

time the client adopted the model.

Medical device companies must ensure that they are up to date with the latest
standards. This section has shown that the RMCM is a very comprehensive
model with respect to software risk management for medical device software.
Despite the emergence of updates to two of the most recognised medical device
software standards IEC 62304 and ISO 14971, the RMCM has not had to be
modified significantly. Only 2 additional practices were added to the model.
This is most likely due to the fact that the RMCM has been developed by
considering software risk management from a wide variety of sources as opposed

to an individual standard or guidance paper.

4.5 Conclusion

Table 4.9 provides a summary of the specific and generic goals within the

RMCM. The table illustrates that level Med of the RMCM contains 42 sub-
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practices. Of the 40 CMMI® risk management sub-practices, only 22 are
necessary to comply with medical device requirements. The RMCM model
therefore includes the 22 CMMI® practices plus an additional 20 required
practices from other standards and regulatory guidance papers, making up the

required 42 level Med practices.

Table 4.9 - Summary of the RMCM Specific and Generic Goals

Goal CMMI® | CMMI® Additional
Activities | Activities Activities required

required to meet | to meet regulatory
regulatory requirements)
requirements

SG 1: Prepare for risk management | 6 6 10

SG 2: Identify and Analyse Risks 9 4

SG 3: Mitigate Risks 9 6 6

Sub Total 24 16 20

GG2: Institutionalise a Managed 10 6 0

Process

GG3: Institutionalise a Defined 2 0 0

Process

GG4: Institutionalise a 2 0 0

Quantitatively Managed Process

GGS: Institutionalise an Optimising | 2 0 0

Process

Total 40 22 20

Table 4.9 demonstrates that following medical device guidelines and standards
alone will not completely meet the goals of the CMMI® risk management process
area. Only specific goal 1 (SG 1) for preparing for risk management would be
fully satisfied. In CMMI® it is necessary to satisfy all specific practices of a
specific goal. Therefore it is not possible to satisfy the CMMI® requirements for
software risk management through the completion of the medical device
requirements alone. In addition, the medical device guidance and standards do
not provide the same comprehensive guidance on the advanced practices of

software risk management as is provided in CMMI ®.

Meeting the goals of the risk management process area by performing the
CMMI® specific practices alone would not meet the requirements of the medical
device software regulations. There are an additional 20 medical device specific

sub-practices to be added to meet the RMCM requirements.
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The RMCM developed as part of this research (objective 1) integrates the
software risk management practices from CMMI® with practices from the
medical device industry. The result is a model that provides an opportunity to
improve medical device software risk management practices by harnessing
practices adopted and proven in other software industries. The RMCM therefore
brings medical device software risk management into the software engineering
mainstream by presenting it in a format already familiar to the larger engineering
community. The RMCM has shown that for those companies already satisfying
medical device regulations as per the RMCM, only an additional 8 sub-practices
would be required by in order to satisfy all of CMMI® level 1. At the same time,
the RMCM offers an opportunity to companies already adopting CMMI to
quantify their capability with respect to medical device regulations and identify

those practices that must be addressed.
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5 Chapter 5: Evaluation of the RMCM

5.1 Software Risk Management — Start of Project

Prior to the research commencing, discussions were held with the R&D manager
of the company surrounding their software process and procedures. It was
explained and subsequently verified through documentation analysis and the
production of a BSI certificate that the company had in place a comprehensive
documented software process in line with the regulatory requirements for a
quality management system (ANSI/AAMI/ISO 2003). Despite the fact that the
company was certified as being compliant, the R&D manager had expressed a
desire to review the company’s software processes against the latest regulatory
requirements to ensure that they were up to date with the most recent guidelines.
Particular emphasis was placed on the software risk management procedure and
this was the premise upon which the research commenced. This is not surprising
given the nature of the client’s business. There was a perception that the
company’s software risk management procedures and templates may require
revising to bring them in with the latest regulatory guidance and to address recent

audit findings.

5.1.1 Audit Findings

The research commenced with a review of the company’s regulatory audit
findings. This included logs of BSI and FDA audits. The logs were provided to
the researcher by the client’s regulatory affairs department. Contrary to
expectations and prior discussions with the client, the audit findings did not
contain any reference to deficiencies within the software risk analysis procedure

and associated practices.

5.1.2 Software Risk Management Practices Gap Analysis

Having completed the review of the audit logs, it was necessary to establish
whether the client’s software risk management practices were sufficient with

respect to regulatory guidelines. This included developing an understanding of
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the regulations (discussed in Chapter 2) and a review of the organisation’s
processes. Consideration was also given to how software risk management was
performed in the general software engineering community through established
SPI models such as CMMI® (SEI 2006) and SPICE (ISO/IEC 1998a; ISO/IEC
1998b). Domain specific models such as Automotive SPICE (Automotive SIG
2005) and SPICE for Space (Cass et al. 2001; Cass et al. 2004) were also

analysed.

Following the literature review the researcher compiled a list of practices
required to meet regulatory requirements for software risk management. The
task included collating the software risk management practices from several
different medical device software standards and guidance papers into a single
model as detailed in Chapter 4. The model became known as the RMCM.
Having reviewed the practices of CMMI and SPICE, it was also discovered that
there were additional practices in these models that were not listed in the medical
device specific guidelines. Therefore these were also added to the RMCM

model.

The RMCM enabled the researcher to establish the state of the client’s software
risk management practices prior to researcher intervention. The client’s software
risk management capability was examined with respect to satisfying level Med of
the RMCM i.e. the medical device regulatory requirements. Capability was
measured in terms of the client’s software risk management operating procedures
and templates addressing the RMCM’s Level Med goals and associated
practices, reference Table 5.1. Note: Table 5.1 represents the company’s status
referenced within the context of the RMCM at the start of the research (Burton et
al. 2006)
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Table 5.1 — Client’s Capability with respect to RMCM level Med practices at start of

research

Addressed at start
Practice of research?
PREPARE FOR RISK MANAGEMENT
Determine Risk Sources and Categories
Determine risk sources No
Determine risk categories No
Determine software hazards Yes
Include failure in the OTS software as a potential hazard No
Include hardware failures as a potential hazard No
Define Risk Parameters
Define consistent criteria for evaluating and quantifying risk likelihood and
severity levels No
Define thresholds for each risk category No
Define bounds on the extent to which thresholds are applied against or within
a category No
Establish a risk management Strategy
Establish a risk management strategy Yes
Define the scope of the strategy and include those lifecycle phases for which
the strategy is applicable No
Define the policy for determining acceptable risks No
Include a verification plan and activities as part of the strategy No
Outline the allocation of responsibilities No
Outline the requirements for reviewing the risk management activities No
The risk management strategy should include OTS No
Post-production queries and bugs be should analysed Yes
IDENTIFY AND ANALYSE RISKS
Identify risks
Include a description of the intended use and any foreseeable misuse No
Identify the risks associated with the cost, schedule and performance in all
appropriate product lifecycle phases. No
Review environmental elements that may impact the project Yes
Document the context, conditions, and potential consequences of the risk No
Provide risk traceability: Identify risk traceability from the device level down
to the specific cause within the software No
At least one trained individual directly involved in the software development,
with both relevant medical device and risk management knowledge shall
participate in the risk management activity to ensure that risks are adequately
addressed. This person(s) shall be identified on the report along with the date
of the analysis Yes
Evaluate, categorise and prioritise risks
Evaluate the identified risks using the defined risk parameters; No
Categorise and group risks according to the defined risk categories; No
Prioritise risks for mitigation. No
The results of all the risk management activities should be recorded and
maintained in a risk management file Yes
MITIGATE RISKS
Develop Risk Mitigation Plans
Determine the levels and thresholds that define when a risk becomes
unacceptable and triggers the execution of a risk mitigation or contingency
plan No
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Addressed at start

Practice of research?
Develop mitigation and contingency plans for all risks Yes
Mitigations should be verified Yes
The results of the verification mitigation should be documented No

Implementing risk mitigation plans

Monitor risk status No
Provide a method for tracking open risk-handling options when monitored

risks exceed the defined thresholds No
Invoke selected risk-handling options when monitored risks exceed the

defined thresholds No
Provide continued commitment of resources for each plan to allow successful
execution of the risk-handling activities Yes
Collect performance measures on the risk-handling activities No

5.1.2.a Practices Addressed by Client

Table 5.1 illustrates what sub-practices were addressed by the client’s software
risk management procedure and software risk management template prior to
researcher intervention. Practices that were categorised as having been
“addressed at start of project” during the gap analysis were seen as satisfying the
requirement of the associated RMCM practice. As an example, the third RMCM
practice in Table 5.1 requires that the client “determine software hazards”.
Inspection of the client’s software risk management procedure pre-RMCM
shows that the procedure has a practice as follows:
“Software Hazards Analysis: The purpose of the software hazards
analysis is to identify software functionality whose failure could result in
a hazard. Consult the template (DT_0053) for guidance on conducting
this process.”
The client’s software hazard analysis template also contained a table (Table 5.2)
that was used to identify possible hazards related to medical devices. The table

was completed for all software projects.

Despite the fact that the client was already satisfying several of the required
RMCM sub-practices, many of the “addressed” practices were revised again
when they were reviewed against the RMCM. Section 5.2 presents details on the
impact each RMCM practice had on the client’s software risk management

process.
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Table 5.2 - Hazard Identification Table from Client's Software Risk Management
Procedure pre-RMCM

Hazard? Decision Level Of
Concern

Incompatibility with other devices with which it is intended
to be used

Incorrect Output Of Electricity

Incorrect Output Of Radiation

Incorrect Output Of Volume

Incorrect Output Of Pressure

Incorrect Output Of supply of medical gasses

Incorrect Output Of supply of anaesthetic agents

Incorrect measurement and other metrological aspects
Incompatibility with other medical devices

Mistakes and judgement errors

Lapses and cognitive recall errors

Slips and blunders (mental or physical)

Complex or confusing control system

Ambiguous or unclear device state

Ambiguous or unclear presentation of settings,
measurements or other information

Misrepresentation of results

Poor mapping of controls to action, or of displayed
information to actual state

Controversial modes or mappings as compared to existing
equipment

Erroneous data transfer

Loss of electrical integrity

5.1.2.b Practice not Addressed by Client

In Table 5.1 there are several practices that are categorised as not having been
addressed by the client’s software risk management. This indicates that there
was no reference at all to the practice in either the client’s software risk
management procedure or templates. For example, RMCM practice 4 requires
that the analysis “include failure in the OTS software as a potential hazard”. The
client’s software risk management makes no reference to OTS software. The
hazard analysis table does discuss “incompatibility with other devices with which
it is intended to be used”, however this is at a device level and does not explicitly
mention incompatibility at a software level. In contract, the procedure post-
RMCM implementation addressed this by including a specific practice in the

software risk management procedure:
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“Off the Shelf Software (OTS): This procedure also applies to OTS
software, which is integrated or used with any of the medical device
software systems.”
It also states:

“If the User Requirements Specification (URS), Software Requirements
Specification (SRS) or Software Changes Specification (SCS) identifies
OTS software or hardware as a direct interface with the software, these
too must be considered as a potential hazard and be documented in this

section.”

5.1.2.c Practices Partially Addressed by Client

Practice 17 of the RMCM requires the software risk management to “include a
description of the intended use and any foreseeable misuse”. This practice was
considered to be partially implemented by the client and therefore not
“Addressed” as a requirement. The practice was partially addressed in that the
client’s procedure discussed the requirement to describe the intended use of the
software:
“Intended Purpose of the Software: Establishing the safety and
effectiveness of a medical device containing software requires knowledge
of what the software is intended to do, and demonstration that the
implementation of the software fulfills those intentions without causing

any unacceptable risks

The device risk management process defines the intended purpose of the
device. It should be determined from this what parts of the intended

purpose are controlled or affected by the software.”

The procedure did not explain that the analysis must consider potential misuse of
the software.  This was subsequently rectified during the researcher’s
intervention, through the addition of an additional sentence to the above practice
in the client’s procedure as follows:

“The intended use of the software and any foreseeable misuse must be

documented in the Software Hazard Management report using the
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software hazard management and level of concern report template,
Template Number DT_0053.”
A section was also added to the client’s software risk management template
(DT_0053) under the “Characterisation of the Software” table:

“In what ways might the medical device be deliberately misused?”

5.1.2.d Summary of Gap Analysis

The analysis concluded that 9 out of the 35 required base practices (i.e. level
Med practices within Specific Goal, SG1 to SG3) were adequately addressed by
the company’s procedures and templates. Twenty-six practices were found to be
missing and one was insufficient in that it only partially met the requirement laid
out by the RMCM for the practice. These findings (reference Table 5.3)
supported the client’s concerns that the company’s software risk management

procedure was in need of revision.

Table 5.3 — Software Risk Management findings prior to the introduction of the RMCM

Goal Practices to Practices
satisfy medical satisfied by
device Company
regulations

Base Practices

SG 1: Prepare for risk management 16 3

SG 2: Identify and Analyse Risks 10 3

SG 3: Mitigate Risks 9 3

Advanced Practices

GQG2: Institutionalise a Managed Process 6 6

GG3: Institutionalise a Defined Process 0 0

GG4: Institutionalise a Quantitatively Managed Process 0 0

GGS5: Institutionalise an Optimising Process 0 0

Total 41 15

The initial analysis also confirmed that all 6 practices required in satisfying level
Med for Generic Goal 2 (GG2) of the RMCM had been met. However, the GG2
practices of establishing the policy, planning the process, providing resources,
assigning responsibility, training people and identifying stakeholders were
ineffective because the base practices (i.e. SG1 —SG3) as listed in Table 5.3 were

insufficient as discussed earlier.
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5.2 Researcher Intervention

In the Action Taking phase, the RMCM was implemented by the client with
researcher support for two years on two embedded and three desktop software
projects. Having used the RMCM to identify the missing and insufficient
practices with respect to their software risk management, the client’s software
risk management procedure and templates were revised by the researcher to
address the missing practices. The RMCM provided a reference to the
originating guidance/standards documents for each of the practices in the model.
Therefore, the researcher had a point of reference when it came to the

implementation of new practices.

Once the client’s software risk management documents had been reviewed and
approved, they were up-issued and subsequently released into the quality
management system. Older versions of the client’s risk management documents
were made obsolete and labelled as obsolete accordingly. The new practices
went into immediate effect for current and new medical device software projects

(embedded and PC) from that point onwards.

5.2.1 Software Risk Management following Intervention

5.2.1.a The Client’s Software Risk Management Practices

The RMCM has had an impact on all the medical device software projects that
have been implemented following its introduction to the organisation. The
company now performs a more comprehensive software risk analysis on its
software in keeping with regulatory requirements. This is evident from
document inspection of the software project files. The following sub-sections
tabulate and discuss each of the level Med practices of the RMCM and how those
practices have influenced change in the client’s software risk management
process following the researcher’s intervention. The RMCM practice numbers in
the following tables correspond with those shown in the RMCM model in section

4.3.
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5.2.1.b Prepare for Risk Management

Table 5.4 — Case Dynamics Matrix — Client’s “Prepare for Risk Management” Practices

RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
PREPARE FOR RISK MANAGEMENT

Determine Risk Sources and Categories

1 Updated Gap identified More RMCM has had a
software risk from RMCM gap | comprehensive direct impact. Client
management analysis. analysis of is now addressing the
procedure and potential risk regulatory
template with a sources. Sources requirement to
requirement to are identified and identify risk sources
identify risk tabulated within and is providing the
sources. client’s risk required evidence

management
documents.

2 Updated Gap identified Better RMCM has had a
software risk from RMCM gap | categorisation of direct impact. The
management analysis. risks. Risks can client is now
procedure and now be found, addressing the
template with reviewed and requirement to
requirement to analysed by categorise risk
categorise risk category. sources and is
sources. providing the required

evidence

3 The client’s risk | Review of the The client’s The practice of
management updated ISO software risk determining software
template was 14971:2007 management hazards has not
updated with a standard, which | template complies | changed for the client.
revised list of provides a list of | with the latest ISO | However, they now
potential hazards | common hazards | 14971 standard. start their analysis
and hazard associated with with a more up to
categories. medical devices. date list of hazards.

4 Requirement to Gap identified OTS is now Updating the client’s
analyse OTS from RMCM gap | considered during procedures to include
failure as a analysis. hazard and risk OTS in the hazard
potential hazard analysis in the analysis has had a
has been added project files direct impact on final
to client’s examined. project design files.
procedure and
template

5 Requirement to Gap identified Hardware failures Updating the client’s
analyse hardware | from RMCM gap | now considered procedures to include
failures as a analysis. during hazard and | hardware failures in
potential hazard risk analysis in the hazard analysis
added to client’s project files has had a direct
procedure and examined. impact on final
template project design files.

Define Risk Parameters

6 Risk analysis Gap identified Provides Establishing a method

procedure was
updated to define
the method for
evaluating and
quantifying risks
through the use
of look-up

from RMCM gap
analysis.

consistency across
projects. Easier for
trained personnel
to understand how
analysis was
performed across
projects.

for evaluating and
quantifying risks in
the top-level
procedure provides
consistency across
projects.
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RMCM | Change Cause of Effect of Change Conclusions from
# Change Research

tables.

7 All thresholds to | Gap identified The practice has The practice provides
be used during from RMCM gap | been formalised. the information
the risk analysis | analysis. The person necessary to perform
process are listed performing the risk | practice 6 of the
in the risk analysis has a more | RMCM above
management clear idea of how properly i.e. apply the
procedure and a thresholds are correct thresholds.
definition of the defined.
thresholds is
provided

8 The bounds on Gap identified The risk analysis in | The practice has been
the extent to from RMCM gap | the software formalised by
which thresholds | analysis. project files including it in the

are applied have mitigated risk by procedure. It
been defined in applying the provides a consistent
an updated risk threshold bounds method for how the
management defined in the risk | bounds are defined
procedure. management and used.

procedure.

Establish a risk management Strategy

9 Addition of Identification of | The client’s The results of the
several new missing practices | updated risk RMCM gap analysis
practices to the through a gap management have had a direct
client’s risk analysis strategy is more impact on the client’s
management performed with comprehensive and | risk management
strategy. the RMCM more in line with strategy.

regulatory
requirements.

10 The client’s risk | Gap identified No significant The addition of this
management from RMCM gap | effect. practice to the client’s
strategy has been | analysis. strategy has had little
updated to impact because it was
include those not followed
lifecycle phases properly. Reference
for which the section 5.2.2.e
strategy is
applicable

11 Risk Gap identified Risks are now Defining risk
management from RMCM gap | mitigated until they | acceptability is
procedure has analysis. reach the crucial in determining
been updated to acceptability an end-point for risk
define when a threshold. mitigation and
risk is Software is not determining when the
acceptable. The released until all software has been
procedure also software risks are made “safe”.
specifies the mitigated to the
requirement to pre-defined
mitigate risks acceptable level.
until they reach
an acceptable
level.

12 The client’s Gap identified Risks are not The client is now
software from RMCM gap | considered adequately addressing
verification plan | analysis. mitigated until the regulatory
& test cases now there is requirement to verify
contain tests independent the mitigations and

related to

verification by the

provide proof of the
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RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
ensuring risk QA team that the verification.
mitigations work mitigations work as
as specified. expected.

13 Client’s risk The RMCM gap | The change The RMCM has had a
management analysis clarifies to readers | direct impact on the
procedure has identified a of the procedure client’s risk
been updated missing practice | who is responsible | management
with a in the client’s for what with procedure through the
responsibilities procedures to respect to the risk addition of a new
section. outline the analysis process. section outlining

allocation of responsibilities.
responsibilities

14 The client’s risk | The RMCM gap | This change has The client is now
management analysis not had a addressing the gap
procedure has identified that significant effect identified by from the
been updated to | the previous because despite the | RMCM gap.
include a section | version of the fact that this
“Risk client’s software | practice was not
Management risk management | addressed in the
Strategy and procedure did procedure, audits
Activities not outline a were regularly
Review”. This requirement for performed against
provides a reviewing the the procedure and
reference to a risk management | activities.
procedure for the | procedure or
regular review of | activities.
the activity.

15 The updated risk | Gap identified The client’s The RMCM had lead
management from RMCM gap | software project to a more
procedure analysis. The files contain risk comprehensive
contains a sub need to include analysis sections analysis being
section requiring | OTS during the for OTS software. performed for the
OTS be risk analysis was | Projects pre- client’s software.
considered identified from RMCM did not.
during risk the GAP
analysis. This analysis.
was not in the
old procedure.

16 A section was While reviewing | This change Although the GAP
added to the the risk analysis | provides analysis did not
client’s risk procedure clarification of identify a gap with
management against the how/where post this practice, it did
procedure to RMCM, it was production issues lead to the

explain that post
production
queries are
handled by the
CAPA system.

not immediately
clear that this
practice was
being handled by
the client.
Therefore it was
decided to
explicitly add
this
section/reference
to the CAPA
system.

are handled.

clarification of the
practice.
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Table 5.4 illustrates that the client has made several changes to their risk
management procedure and templates as a direct result of the RMCM gap

analysis. These changes have had a number of effects.

The client is performing a more comprehensive analysis during their software
risk management process. The RMCM analysis has prompted them to perform
additional level Med practices not previously addressed. The changes have been
integrated into their software risk management procedure and propagated
through to the software projects that implement the procedure. This is also
evident from examination of the client’s software project files. For example, the
RMCM Practice #6 requires that the client “Define consistent criteria for
evaluating and quantifying risk likelihood and severity levels”. This has resulted
in the client’s software risk management procedure being updated to include
Table 5.5 and Table 5.6 that define constant criteria to be used in evaluating

severity and likelihood (probability) levels.

Table 5.5 - Qualitative Severity Levels

Severity Description of Associated Harm
High e Death or loss of function or structure
e Loss or corruption of data which is not recoverable
Medium e Reversible of minor injury
e Loss of data which is recoverable using techniques outside the scope of the
software
Low e  Will not cause injury or will injure slightly
N/A e None
Table 5.6 - Qualitative Probability Levels
Probability of Description
Occurrence
High e Likely during a "procedure”, often or frequent
Medium e  Not likely during a "procedure", can happen but not frequent
Low e Unlikely to happen, rare, remote
N/A e  (Cannot Happen

These criteria are then used by the client to determine the overall risk

classification of the risk, i.e. whether it is acceptable or not (see Table 5.7).
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Table 5.7 - Risk Classifications

Severity Level

N/A | Low Medium High
Probability | N/A N/A | N/A N/A N/A
Level High N/A
Medium N/A Acceptable Acceptable
Low N/A Acceptable Acceptable

By defining the criteria above for evaluating and quantifying risk likelihood and
severity levels above, the client now has a consistent method for classifying their
risks. This is propagated the whole way through to the software projects where
the above criteria are used. As an example, Table 5.8 illustrates an extract from
one of the client’s software risk management files. The client initially defines the
severity of the risk, then the probability of occurrence (likelihood) and uses these
criteria to further determine if the risk is acceptable or not, prior to any
mitigation of the risk. The same criteria are then used again after the risk
mitigation to determine if the risk has been brought to an acceptable level (not

included in Table 5.8 below).

Table 5.8 - Extract from the risk analysis table of one of the Client's software projects

Ref | Seve | Proba Risk Proba | Risk Risk Mitigation(s) Mitigation Verification
# | rity | bility | Classific | bility | Prior
of ation of ity
Occur Detec
rence tion
91 |High [High | Unaccept |Likely |2 1. Specification - Ensure unambiguous The Review Minutes for
able specification exists for all external SRS
interfaces and examine thoroughly
2. Designreview — Ensure all The Review Mmutes for
commumecations are addressed i the Software Design and
design Arclutectural Design
3. Integration testing - ensure various
devices and software components are Software QA:
commumnicating in accordance to their P197-2 0008 5111

associated comnumication standards
4. Design - The system shall present the vser | P197-2_0008_ 5.11.2_20
with an etror message if a device or

software required for use is an P197-2_0008_5.12.3
incompatible version
5. Design - The software shall detect P197-2 0008 56.1 6

previously installed versions of the
software and either install the new version | Release Notes.pdf on
without any adverse effects or provide the | Software CD

option to umnstall the older version.

6. Dwing an wmnstall, the software shall not
remove/delete the database. During a new
installation existing database(s) shall not
be over-written

7. User Information: Release Notes — The
release notes shall specify the numnnm
and reconmended system re quirements
for the software. They shall also outline
any known compatibility 1ssues.
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Table 5.1 illustrated that prior to the introduction of the RMCM the client was
not adequately addressing all practices required as part of the medical device
regulations. Therefore, it can be determined that the RMCM has had the positive
effect of putting the client on the path to regulatory compliance by enabling them

to identify and address missing software risk management practices.

As discussed, the client’s software risk management strategy (old and new) has
always been defined in an internal software risk management procedure and
includes a corresponding template that is completed for all software projects.
The strategy covers potential risk sources and categories and defines risk
parameters and thresholds to be used during risk analysis, amongst other
practices. Updating the strategy to cover all the RMCM level Med practices has
led to more consistency on how risks are identified, categorised and applied
against pre-defined thresholds across the software projects. It’s also worth
noting that although the client was addressing the RMCM practice 9 of
establishing a risk management strategy prior to the introduction of the RMCM,
the strategy was not robust enough to satisfy regulatory requirements due to the

number of missing level Med practices as shown in Table 5.1.

Prior to the introduction of the RMCM the client’s risk management procedure
was already addressing the requirement to determine software hazards, in line
with RMCM practice 3. The software risk management template provided a list
of possible hazards as a starting point for the hazard identification. However, the
review of the client’s implementation of this practice against the RMCM, had the
knock on effect of uncovering that the client’s list of hazards did not comply with
the latest ISO 14971 standard. Therefore the client’s risk management template
was updated to reflect the latest list of hazards as identified in the ISO 14971
standard. Although this was not a regulatory deficiency, the RMCM gap analysis
has had the positive effect of bringing the client’s risk management templates in

line with the latest standards.

Although the client updated their risk management practices to include the
lifecycle phases for which the strategy is applicable, as required by RMCM
practice 10, the practice had little impact. This is primarily due to the fact that
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the client did not follow the practice in line with their procedure’s requirement.

This is discussed further in section 5.2.2.e.

Finally, the requirement to analyse post-production queries and bugs was being
addressed by the client prior to the RMCM through their Corrective and
Preventative Action (CAPA) process. However, since reviewing the requirement
for this practice in the RMCM, the client has updated their software risk
management procedure and added and explicit reference to the CAPA process
for post-production queries as follows: “The review of post-production
information and data is an iterative process that must continue until the

retirement of the software.

covered by the CAPA system. Reference procedures QC15052 and QC15025 for

Post-production activities and information are

this activity.”

5.2.1.c

Identify and Analyse Risks

Table 5.9 - Case Dynamics Matrix — Client’s “Identify and Analyse Risks” Practices

RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
IDENTIFY AND ANALYSE RISKS

Identify risks

16 A section was While reviewing | This change Although the GAP
added to the the risk analysis | provides analysis did not
client’s risk procedure clarification of identify a gap with
management against the how/where post this practice, it did
procedure to RMCM, it was production issues lead to the
explain that post | not immediately | are handled. clarification of the
production clear that this practice.
queries are practice was
handled by the being handled by
CAPA system. the client.

Therefore it was
decided to
explicitly add
this
section/reference
to the CAPA
system.

17 The risk Gap identified The client’s The client now
management from RMCM gap | software project performs a more in-
procedure has analysis. files include risk depth software risk
been updated to analysis related to analysis by
include the identifying and considering scenarios
requirements to mitigating of misuse, which they
include a scenarios where the | did not consider any
description of the software may be risk analysis prior to
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RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
intended use and misused. the RMCM.
any foreseeable
misuse of the
software.

22 The client’s risk | Gap identified The update to the The RMCM has had a
management from RMCM gap | procedure has had direct impact on the
procedure now analysis to a direct impact on client’s software risk
requires that for | document the the client’s management
all identified context, software projects. practices. The new
hazards the conditions, and Inspected project detail indicates a
sequence of potential files follow the deeper level of
events, consequences of | new procedure. thought behind the
hazardous the risk hazard analysis,
situations arising which in turn
from the events provides a level of
and the confidence behind the
associated harm associated
be documented. mitigations.

23 The client has Gap identified Within their project | Traceability is
updated their from RMCM gap | files, traceability is | important in
traceability analysis to now provided by demonstrating
matrix template provide risk the client; from the | completeness and
and procedure traceability from | device functional control of the risk
and added a the device level requirements, to analysis process. The
software hazard | down to the the risk analysis to | client is satisfying
analysis section specific cause the mitigation this requirement
to it. within the verifications. following the RMCM

software. analysis.

25 A new A review of the The client was Practice 25 adds
responsibilities client’s already addressing | depth to the previous

section in the
risk management
procedure
identifies who
should be
involved in the
process and a
requirement to
provide evidence
of qualifications.

procedures
against the
RMCM has lead
to the addition of
more depth to
this practice in
the client’s risk
management
procedure.

this practice as is
evident from their
project files pre-
RMCM. However,
their updated risk
management
procedure is more
detailed in defining
who should be
involved in the
process.

practice 13.

Anybody reading the
client’s updated
procedure will be a
lot more clear on their
requirement for only
trained individuals to
perform the analysis
and associated tasks.

Evaluate, categorise and prioritise risks

26

Client’s risk
management
procedure has
been updated to
include
parameters
against which
identified risks
will be
evaluated. The
template
contains a
placeholder for
the risk
evaluation pre &
post mitigation.

Gap identified
from the RMCM
gap analysis.
The client
updated their
procedure and
templates by
defining
parameters
against which to
evaluate risks.

The client’s project
files now contain
an acceptability
level for all
identified risks.
The acceptability
has been
established using
parameters from
their risk
management
procedure.

The client is now
evaluating their risks
pre and post
mitigation using a
consistent strategy
across all software
projects i.e. by using
the parameters
defined in their
procedure.
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RMCM | Change Cause of Effect of Change Conclusions from
# Change Research

27 The client’s risk | Gap identified The client’s project | The RMCM has had a
management from the RMCM | files now clearly direct impact on the
template gap analysis. group risks under client’s risk analysis.
provides a table logical categories. It is now easier to see
that groups risks in the client’s project
by their files what risks have
associated been considered and
hazard category potentially missed for

each risk category.

28 The client’s risk | Gap identified The client now The addition of detail
management from the RMCM | prioritises all risks. | on how to prioritise
procedure has gap analysis. The priority is risks in the risk
been updated based on risk management
with detail on classification and procedure means that
how to prioritise probability of the client now has a
risks. The risk detection. consistent method of
management how to prioritise risks
template across all software
contains a place- projects which the
holder for each client is following.
risk’s priority.

29 No change None None This practice was

already being
addressed by the
client.

Through the examination of Table 5.9 it is evident that the client’s practices for
identifying and analysing risks have been updated to include those missing
practices identified in the RMCM gap analysis (reference Table 5.1). The new
practices have propagated through to the final software projects in that the client
has implemented the practices and documented the evidence in their software

project files.

However, RMCM practice 25 requires that “at least one trained individual
directly involved in the software development, with both relevant medical device
and risk management knowledge shall participate in the risk management
activity to ensure that risks are adequately addressed”. When evaluating this
practice within the client’s software projects, the documentation analysis and a
review of the client’s training records indicated that the client had adequately
addressed this practice in their procedures and was following the practice as
required. However subsequent interviews within the client revealed that the team
were not adequately trained and as such the effect of RMCM practice 25 was

negligible (Reference section 5.2.2.d for more detail).
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The client is adequately addressing RMCM practice 28 to prioritise risks for
mitigation. Table 5.10 provides an example of how the client’s updated software
risk management procedure prioritises risks based on the risk classification and
the probability of other means within the quality system detecting the risk event.

Table 5.10 - Risk Prioritisation

Probability of Detection
Likely Reasonable Unlikely
Risk Unacceptable Priority 2 Priority 2
Classification | Acceptable Priority 3 Priority 3 Priority 3

Although there is consistency across projects on how risks are prioritised, the

prioritisation level has had little or no impact on how risks are addressed by the
client. From discussions with team members, all risks with a classification level
of “Unacceptable” were seen as equal in terms of priority, despite the priority
level they were assigned in the software project files. The reason for this was
that no software application could be released until all risks with an
“Unacceptable” classification level had been addressed, regardless of their

overall priority.

The RMCM practice 29 requires that all the risk management activities be
recorded in a risk management file. This practice has not changed since the
introduction of the RMCM. However, because the RMCM has introduced 26
new level Med practices, the size of the risk management file has grown for the
client’s software projects following the researcher’s intervention. For example, in
sample template used as a starting point for the production of the risk

management file has grown from 6 pages in length to 14 pages.
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5.2.1.d Mitigate Risks

Table 5.11 - Case Dynamics Matrix — Client’s “Mitigate Risks’ Practices

RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
MITIGATE RISKS

Develop Risk Mitigation Plans

30 The updated risk | Gap identified The client’s The RMCM has
management from the RMCM | software project formalised how the
procedure gap analysis. files are consistent | client determines
specifies how to in how they unacceptable risks.
determine when determine when
arisk is risks became
unacceptable and unacceptable.
requires risk They are also in
mitigation. line with the risk

management
procedure.

33 No change None None There has been no
change to this
practice.

34 No change None None There has been no
change to this
practice.

35 Mitigations that | RMCM practice | The client’s Compliance with this
involved design 23 has driven software design practice has been
changes were this change. No | and associated driven by the need to
added to the change was software design provide traceability as
client’s software | made to the documents have specified by practice
requirements client’s risk been directly 23, not by the
specifications management impacted by risk introduction of an
and verified by procedure or mitigations from additional new
the QA team template for this | the risk analysis practice into the risk
accordingly. practice. process management

procedure.

36 New practice to | None None This practice was a
the RMCM. Not recent addition to the
yet added to the RMCM as a result of
client’s software reviewing the latest
risk management standard IEC 62304
procedures. that contained a new

practice not
previously addressed
by its predecessor
AAMI :SW68

37 No change None None There has been no
change to this
practice.

38 The client’s risk | Gap identified All software The updates to the

management from the RMCM | project’s examined | clients software risk
procedure gap analysis. provided a management

specifies that
verification of
mitigations be
documented.
The associated
template

reference and
traceability to the
verification of risk
mitigations.

procedures and
template has ensured
verifications of the
risk mitigations has
been documented for
across all software
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RMCM | Change Cause of Effect of Change Conclusions from
# Change Research
provides a projects.
placeholder for a
reference to that
verification.
Implementing risk mitigation plans
40 The client’s risk | Gap identified The client now The RMCM gap
management from the RMCM | monitors their analysis has lead to a
template gap analysis. software risks ina | more controlled
provides a table more controlled monitoring of risks
where all risks and consistent for the client’s
are listed, fashion as is software.
categorised , evident from
monitored and examining their
tracked until they software project
reach an files.
acceptable
threshold level
(closure)
41 Thresholds for Gap identified The client is Although the client
risks are defined | from the RMCM | consistent across always defined
in client’s risk gap analysis. their software mitigations for risks,
management projects on how there was never any
procedure and and when they control or consistency
these thresholds invoke selected around when they
are used to risk-handling invoked the risk
define when risk- options. handling-options.
handling options The use of pre-
must be invoked. defined thresholds as
required by the
RMCM has added
this level of missing
control.

43 No change None None There has been no
change to this
practice.

44 The client’s top RMCM gap The client’s Despite addressing

level design analysis software risk the requirement to

procedure now
specifies that
software risk
management be
reviewed at each
design
phase/software
lifecycle phase
and is also
monitored
through the
CAPA system
post-production.

requirement to
collect
performance
measures on the
risk-handling
activities

management does
not appear to be
reviewed
throughout the full
software lifecycle
as expected. Itis
reviewed at the
start and end of the
software lifecycle
(but not in

between). It is also
reviewed following

user trials and post
production

collect and review
performance
measures throughout
the software lifecycle,
the client is not
following their own
process. Reference
section 5.2.2.e for
more detail.

In Table 5.11, the RMCM practice 35 requires that the client add software risk

control measures to the software requirements document. On inspection of the

client’s software requirements specification it could be seen that the client was
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following this practice in the software projects documentation. This was despite
the fact that the practice had not been introduced to the RMCM model until after
the RMCM had been adopted at the client site.

Mitigations specified in the software risk management document were added to
the specification document and in turn were implemented in the software. For
example during the risk analysis of one of their software products, a risk was
identified whereby an incorrect subject could potentially be selected for the lung
function test, resulting in the results of that test being stored against a wrong
subject. The mitigations for this were specified in the software risk management
file as follows:

e  “Design — When selecting a subject for testing, a confirmation dialogue
shall be presented where the subject number has to be manually re-
entered before the subject is retrieved from the system”;

o  “Design — A biometric system shall be designed for use with the system,
whereby the subject shall scan their fingerprint prior to their details
being selected and available for use within the system.”

A review of the software requirements specification showed that the mitigations

were incorporated into the software design. The following extract is from the

software requirements specification:

®  “On selecting a subject from the list and pressing the Continue button, a
dialog showing the subjects demographics is shown”;

e “The user shall be prompted to confirm that this is the correct subject in one
of two ways:

i) A biometric fingerprint reader shall be available as an option to
ensure that the correct subject has been selected. If this configuration
is on the subject shall have their fingerprint scanned before
proceeding to perform a test. The fingerprint scanned must match the
fingerprint that was scanned when creating the subject;

ii) If the biometric fingerprint reader option is not in use then the user
shall be prompted to enter the subject number manually. This shall
prevent the user from selecting the wrong subject and recording

results against the wrong subject”;
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e “In the event that the biometric system is not connected to the system it shall
still be possible to confirm the subject manually by entering the subject

number in (ii) above.”

From the above evidence it can be seen that the client is adding their software
risk controls to their software requirements specifications as is required by
RMCM practice 35. However, in contrast to this, a review of the client’s
software risk management procedure has shown that there is no explicit
requirement/practice listed that specifies risk controls be added back into the
software requirements specification. In fact, this deficiency was also pointed out
to the client during an independent pre-FDA audit on their software risk
management procedures. There is a statement in the client’s procedure that
states that commencing the software risk management at the user requirements
stage “allows for the option to control the potential hazard through software
design mitigation or by the alteration or even removal of the hazardous user
requirement”, but it does not require the risk control be added back into the

design document.

From the documentation analysis, it can be seen that practice 23 was driving the
requirement to add the mitigation back into the specification document. Practice
23 requires the client document traceability, including traceability for their
hazard mitigations and verification. The client’s risk management template
contains a placeholder for a reference back to the software requirements
impacted by each risk analysis and associated mitigations. Additionally, the
traceability matrix provides a table tracing each user requirement, to its
corresponding software requirement/design, hazard analysis, verification,
pass/fail status. Despite the fact that the client is addressing RMCM practice 35
in their software project files, it is advisable that they add an explicit requirement
to their risk management procedure to add design risk controls back into the

software requirements specification.

RMCM practice 36 requires software risk management to identify segregation
between software items essential to risk control and show how segregation is

effective. This practice was added to the RMCM model following a review of
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the latest revision of the standard for “Medical device software - Software
lifecycle processes”. The standard ANSI/AAMI/IEC 62304 replaced AAMI
SW68 in 2007, which was post the implementation of the RMCM at the client’s
site. The client’s software risk management procedure will be updated to reflect

this latest addition to the RMCM.

5.2.1.e Conclusions

Following a 2-year implementation period, the evaluation has established that all
required RMCM level Med practices (with a few caveats discussed above) were
addressed by the latest revision of the company’s software risk management
procedures. This was as expected, given that the RMCM was used to identify
missing or inadequate practices. Therefore, the RMCM has had a positive effect
on the medical device client company. It provided them with a single reference
point for determining their risk management practice capability. The RMCM has
enabled the client to quickly identify what practices were missing or inadequate
thus enabling them address these practices accordingly. The client also had a
source to refer to when addressing missing practices deemed essential by the

medical device regulators in achieving safe and efficient software.

5.2.2 Additional Findings

The documentation analysis would suggest that the company has moved in a
positive direction towards the regulatory requirements, since updating their
practices to meet the RMCM requirements for level Med. To support this
finding a number of interviews were conducted with a number of the R&D team.
The approach to the interviews has been discussed in detail in section 3.6.5.b.
The following sections discuss additional important findings from the Interviews,

which had not been realised from documentation analysis alone.

5.2.2.a Safety Pre-Production

Following implementation of the RMCM, employees recognise that the software

hazard analysis and risk management procedure is one method of ensuring safety
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pre-production. All team members demonstrated an awareness of the new
procedure. However, the project manager also discussed user trials, not
mentioned in the RMCM, as a method for ensuring safer software pre-
production. Sub-practice 16 of the RMCM mentions the analysis of post-
production queries and issues to safeguard against a risk scenario arising post-
production that were not originally considered during development. User trials
could also be used for similar analysis but before the software actually goes into
production. Therefore the practice of performing user trials pre-production shall
be added to the RMCM, but not as a level Med requirement because it’s not a

regulatory requirement.

5.2.2.b Safety Post-Production

In ensuring software safety post-production the team members discussed dealing
with non-conformance reports (NCRs) through the completion of corrective
actions/preventative actions (CAPAs) and both fixing and testing any software
related bugs/issues through unit testing and system testing. This is in keeping
with the company’s procedures, which states “all post-production risk
management activities are covered by (the company’s) CAPA system.” Only
one team member, a software QA engineer, alluded to updating the software risk
management report when dealing with post production queries and issues. Sub-
practice 16 of the RMCM references how three of the major medical device
related standards point to this as a very important practice. Therefore it is of
concern that only one team member discussed this in relation to safety post-

production.

The evaluation indicates that both the way in which this practice has been
integrated into the client’s procedures and the training that individuals have
received is not sufficient. On inspection of the company’s procedure, in the
lifecycle phases section, it states that changes must be analysed “to determine if
any changes have taken place that adversely affect the risk analysis and
mitigation”. This does not appear under the post-production information section.
Therefore, this practice must be revisited for the company’s implementation of

the RMCM.
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5.2.2.c Requirements Changes

Adequate change control and proper impact analysis of requirements changes are
an important element of risk management (CDRH 1992). The RMCM addresses
change control in sub-practices 1 and 2 for determining risk sources and risk
categories. It also states that as per FDA requirements “it is important to define
risk-related functions when analysing requirements” and to “monitor this

ongoing source of risk as requirements change”.

During RMCM evaluation it is evident that the team recognises the need to
perform software risk analysis following requirements changes - “for every
change to the software/module, we should determine if there is any new risk as a
result of the change”. However, further investigation revealed that it was QA
who updated the software risk management document ‘after the fact’” because
“the software hazard analysis document was not kept in line with the changes to
the software requirements”. Additional testing was implemented by QA to ensure
there were no adverse side effects. There was no traceability provision from the
changes through to risk analysis and verification, partially due to the fact that
many of the change requests came via email and were not documented
appropriately afterwards. The evaluation has highlighted inadequate software
risk analysis being performed in the company with respect to change control.
Counting of the coding categories also strengthens this finding. Only 1 reference
from the transcripts suggested that changes were reviewed for impact, whereas
there were 3 references to the fact that changes were not adequately reviewed for

their impact to the software safety.

A number of additional shortcomings were identified in the company’s
procedures. For example, the software changes specification contained only a
header called “hazard analysis”, and the procedure did not state what should be
done. This led to inconsistencies and insufficiencies in terms of software hazard
and risk analysis. This must therefore be addressed by the client through an

update to their software changes procedure and template.
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5.2.2.d Training

Analysis of the training records alone suggested that those individuals doing the
analysis, mitigations and verification were trained appropriately. However,

analysis of interview transcripts pointed to a deviant case for this finding.

Following self-training, where individuals read the internal software risk
management procedure, individuals were not proficient in performing a risk
analysis of the software. Frustrations in implementing the new RMCM based
procedure were attributed to this and it was suggested that the company should
“introduce better training”. Counts of the training axial-coding categories also
highlight the requirement for improved training. There were no occurrences in
the transcripts where any of the interviewees suggested training was sufficient,
whereas there were six occurrences where it was suggested training was

insufficient in its current state.

Table 5.12 — Count of Occurrences of Training Axial Coding Categories in the Transcripts

Category Sub-Category [Code Occurrences in
Transcripts
Training Trng
Done Trng-done 1
INot done Trng-notdone 1
Sufficient Trng-suff 0
Insufficient Trng-insuff 6

Given these findings, there is a need for the client to provide relevant personnel
with a detailed training session using practical examples and sample projects.
Individuals should be coached interactively during the process. Reviews of the
output from the software risk management process should be performed at the

various stage gates of the design process.

5.2.2.e Lifecycle Phases for Software Risk Management

There is awareness amongst the team of the safety benefits for performing the
software risk analysis at every lifecycle phase as per the RMCM. However the

team acknowledged that they did not always follow the procedure.
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There was a general consensus that the software risk analysis document was
drafted at the requirements stage and then re-visited at the very end of the
lifecycle (prior to product launch) but that “sometimes is not properly looked at
in between”. This was not sufficient because if the team found out “at the end
that something is missing such as a unit test or code review (mitigations), it can
be too late because the development is already done”. One interviewee stated
“we might do a draft of the hazard analysis when the specification is being done
and then it’s closed out and not looked at again until software testing happens”.

Project files confirmed this was indeed the case.

The primary reasons that the risk management was left until the very end of the
lifecycle was due to “time constraints” and a cumbersome implementation of the
RMCM practices for analysing and categorising risks. The procedure and
associated template (based on the RMCM) were recognised as being sufficient in
terms of the practices but were seen as adding more work to the process. One
interviewee put this down to the company moving from ‘“having no
documentation” to “having vast sums of documentation” and in relation to the
RMCM software risk based procedure that “this is a relatively new document
which we have only had for the past couple of years”. Other reasons given for
not performing analysis at all stages included training, which was discussed

earlier.

This evaluation highlights the need to revisit how the RMCM has been
implemented procedurally, to simplify the process without removing compliance
in terms of implementing the RMCM practices and to train all team members on
the new process. If the company’s procedure for implementing the RMCM
activities is too cumbersome or hard to follow, it runs the risk of being
ineffective or not being implemented in the software projects. There is also a
need for management within the company to ensure adequate time is allocated to

the software risk management activities for all software projects.

The term “requirements” is used within the company to encompass both user
requirements and the software/technical requirements. Software risk analysis

should commence as early as possible during the user requirements stage. This
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may highlight specific requirements that require corresponding software
requirements or design items to mitigate potential risks, and these should be

addressed in the software requirements specification and design specifications.

5.2.2f Impact of the Research on Device Safety and Quality

The preceding sections have discussed the effects of the research in terms of the
RMCM and the positive effect it has had on the client’s software risk
management practices. This section discusses the effect the RMCM has had on

the safety of the client’s medical device software.

Although there have been several projects implemented since the introduction of
the RMCM, the projects were long-term design developments and a short term
evaluation of their effectiveness is not possible within the scope of this work.
The devices and associated software are relatively new with respect to the time
they have been in production, i.e. they have all been released within the last six
months. It is important to state that there have not been any post-production
complaints raised in relation to software quality or safety since the product
releases. However it cannot be said definitively whether this is due to effective
and efficient software risk management or whether it is due to product
immaturity in the market. From a positive perspective, one of the new software
devices has been released for a clinical trial for a major pharmaceutical client.
Prior to commencing the trial the client performed user trials on the software.
There were no major issues raised during the user trial with respect to software
safety or quality. Furthermore, the pharmaceutical client commented how this
was a rare finding, based on their experience on performing user trials on other

third party software.

During the interviews at the client’s site, the interviewees were questioned as to
whether software products had improved in any way over the last few years
during which the RMCM was introduced into the organisation. Three
interviewees indicated that there was an improvement in software quality. An
embedded software developer stated that the software products “improved as a

result of the updated software model” and there “are less bugs in the software
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and it’s (the software process) is more organised”. A QA engineer stated,
“quality has improved and that is because our procedures are better”. The third
interviewee, a senior QA engineer also stated “there are less bugs now”. Two
interviewees also pointed to an improvement in product safety. The embedded
software engineer highlighted that “there is a definite contribution to safety now
that we do risk analysis on the software”. The senior QA engineer indicated
product safety had improved and put this down to several factors including more
detailed and defined “requirements specifications”, “better traceability of
everything” meaning that “all the critical stuff is tested and done”. A desktop
applications software developer indicated there had been no change in software
quality since he joined the evaluating company; however he also mentioned that
he’d only seen the new process and only “one major project go through it” and
that it was “still relatively new” to him. Everyone interviewed indicated that the
software risk management procedure plays an important role in ensuring that
software is made safe prior to production. Half the interviewees indicated that a
good software risk management procedure is the driving document for ensuring

product safety prior to production.

The interview transcripts highlighted that all interviewees believe the software
risk management process is only part of the equation when it comes to the safety
of devices. Several other lifecycle processes were seen to contribute to product
safety prior to production including a well-defined user requirements
specification, software requirements specification, system testing process,
traceability, the overall device risk management procedures, documentation
reviews, bug fixing and user trials. This would appear to support the view that a
comprehensive software engineering process contributes to enhanced software
quality and safety, as discussed in Chapter 2. Additional factors contributing to
safety also included solid product knowledge amongst the team and control of
the software design and development in-house. Some quality and safety issues in
the past have been attributed to outsourced companies not possessing the

required product and process knowledge.

As discussed the R&D team at the company’s site believes that product quality

and safety has improved since the introduction of the RMCM to the company.
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One of the company’s clients has also indicated a good level of satisfaction of the
software’s initial quality. Given that several processes were improved at the
company site at the same time the RMCM was introduced it is impossible to
attribute all the improvements to the new software risk management process
alone. Also, given the immaturity of the software products in the market there is
no reliable quantitative data to back up the perception of the team. A bug
tracking log is maintained at the client site for each of the newly developed
products but there is no reliable historical data available to compare like for like

with respect to the new software products versus their older counterparts.

However, the research presented in this thesis indicates that the RMCM has had a
significant effect in improving the client’s software risk management process.
This research has thus far shown an improvement in the client’s capability with
respect to their software risk management practices and a move towards

regulatory compliance, which is in line with the initial research objective.

5.3 Conclusion

The evaluation of the RMCM has demonstrated a significant improvement in the
company’s software risk management procedure and required practices in terms
of meeting regulatory compliance. Prior to RMCM implementation, the software
risk process satisfied 15 of the 41 required regulatory practices. Following the
RMCM implementation the risk management procedure satisfies all level Med
required practices. It was not an objective of this research to measure whether
the improvements in the client’s software risk management capability lead to an
improvement in overall quality and safety of the devices. This is a clear

candidate for future research.

Following an execution of the action research cycle some further changes have

been recommended below.
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5.3.1 Future Changes to the RMCM

The quality of the user requirements specification and software requirements
specification has a direct impact on the quality of the risk management report.
Missing requirements in the user requirements specification and software
requirements specification may lead to missing analysis on associated risks.
Documentation reviews should be implemented as core to this process. The
RMCM shall be amended to include a sub-practice “Formally Review all
Software Lifecycle Design Documentation”, within specific goal 3 (Mitigate

Risks).

Presently, the term “Requirements” is used within the company to encompass
both user requirements and the software/technical requirements. The software
risk management procedure states that risk analysis must be performed at the
requirements stage. However, more specifically, software risk analysis should
commence early in the user requirements stage, when the user requirements
specification is being drafted. The user requirements specification may highlight
specific requirements that require corresponding software requirements or design
items to mitigate potential risks, and these “should be addressed in the software

requirements specification”

User trials, not originally considered, shall be added to the RMCM as a method
for detecting user related queries, issues and associated risk scenarios pre-

production.

The description for sub-practice 23 (defining traceability) of the RMCM shall be
amended to include provision of traceability between the user requirements, the
technical specification, the associated hazard analysis and the software

verification.

5.3.2 Changes to the Company’s Procedures

While employees were aware of the software risk management procedures,
training provided to date has been inadequate. Performing the base practices of

the RMCM alone is not sufficient - consideration must also be given to
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performing the level Med practices in GG2 (Institutionalise a Managed Process).
Without this, the base practices of GG1 may not be performed sufficiently or by
the correct person, and could have a significant negative impact on software risk-
analysis and control. Training (GP 2.5) is a practice of GG2 and adequate

training must be provided to relevant personnel.

The post-production section of the software risk management procedure will be
updated to specify that changes requested post-production must be analysed for
risks due to the changes. Procedures will be updated to ensure traceability
between the software changes specification and the original requirements in the
software requirements specification, thus allowing QA to determine correct

regression tests.

The software changes specification procedure will be updated to state that
software hazard and risk analyses must be performed for all changes listed and
added to the software risk management file. Thus, traceability will be provided
from the changes specification to the corresponding analysis in the software risk
management file. This will ensure a consistent method of performing risk

analysis for software changes.

5.4 Additional Validation and Generalisation

The RMCM was developed upon a proven SPI model, CMMI, and integrates the
medical device regulatory requirements of the BSI and FDA for software risk
management. Medical device companies who develop medical device software
for sale in Europe and the USA are all bound by same regulatory requirements of
the BSI and FDA. Therefore, although the RMCM has only been trialled in one
medical device company, the model is equally applicable to all medical device
companies building software under the regulatory constraints of the BSI and

FDA.

To support this assertion, a dedicated steering group of medical device
companies who develop software was arranged. The participants were based in

Ireland but their organisations were global organisations that were constrained by
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both the BSI and FDA regulations. The RMCM was presented to the companies
with time allocated for feedback on the model. The overall response to the
model was very positive as it was seen that the RMCM “offers the opportunity to
get it right first time” for medical device software risk management. There were

no modifications suggested for the model.

The client’s implementation of the RMCM was subjected to both a formal BSI
audit and a pre-FDA audit. An auditor who trains official FDA auditors in the
area of software and software risk management performed the pre-FDA audit.
Following inspection there were no major findings suggested to the client with
respect to their software risk management practices. This supports the finding
that the RMCM has put the client on the path regulatory compliance with respect

to their software risk management.
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6 Chapter 6: Summary and Conclusions

6.1 Outline of Chapter

This chapter summarises the objectives set out at the beginning of the research
and demonstrates how they have been achieved through a structured research
approach. This research provides a number of key contributions to both the
medical device software industry and also to the more general software
engineering community. These contributions are summarised below. Finally, a
discussion is presented on the limitations of the research and suggestions are

proposed for future work.

6.2 Research Objectives

This research was conceived following discussions with a medical device
company producing medical device software. From the onset there were
different albeit complementary objectives of this research. There were the

objectives of the client and the objectives of the researcher.

As discussed in chapter 3, the client approached the researcher with the objective
of examining their software risk management process to identify weaknesses in
their practices and improve the process in line with current medical device
regulations. Prior to work commencing, it was necessary for the researcher to
put the client’s problem into perspective through an analysis of current medical
device software risk management regulations and standards. It was also
necessary to critically evaluate work that others had performed in both industry

and the academic field.

Through the literature evaluation (discussed in chapter 2) the researcher gained
an increased level of understanding with respect to current regulatory
requirements and existing research and SPI models. More importantly, the
literature review highlighted weaknesses with current medical device software
risk management literature. Specifically, guidance on medical device software

risk management is dispersed across several different guidance papers,
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international standards and industry guides, each of which contain varying
degrees of coverage with respect to software risk management. The software
risk management presented in the guides is typically a planar view as opposed to
the “holistic” approach promoted by the SEI (discussed in chapter 2). Also,
unlike other safety critical domains such as space and automotive, the medical
device industry has not yet adopted SPI models that have already been proven
within other software engineering industries. Therefore, the medical device
industry is losing out on the valuable knowledge and experience already gained
from research in these areas. Through these findings and through consideration
of the client’s objectives, the research question was formed “Can the
development of a new SPI Risk Management Capability Model (RMCM) for the
medical device domain assist medical device companies in improving their
software risk management practices and put them on the path to regulatory
compliance?” To answer the research question, the researcher identified two
primary objectives. These objectives included the development of a new risk
management capability model based on an existing proven SPI model and the

validation of that model within the client organisation.

The first objective was satisfied through the development of a Risk Management
Capability Model (RMCM) for the medical device software industry, discussed
in detail in Chapter 4. The model consists of 7 levels of capability and achieves
the following:

® Assist medical device companies to improve their existing software risk
management practices in line with regulatory requirements and proven
SPI practices;

e Provide medical device companies with a pathway to achieving CMMI®
certification which could provide them with an advantage in a
competitive market place;

e Provide software companies who possess CMMI® certification with the
requirements for aligning their software risk management practices with

medical device regulations;
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® Provide medical device companies with a method for assessing the
software risk management capability of third party vendors or

contractors.

The second objective of the research was satisfied through the validation of the
RMCM in a medical device organisation, discussed in Chapter 5. Chapter 3
provided the justification for the choice of action research as the research
methodology. Action research’s provision for large-scale change and evaluation
of that change suited the research objectives and also suited the client’s objective

that required change, not just evaluation or use case without change.

6.3 Success Factors of the Research

As discussed in chapter 3, action research as a methodology has attracted a
number of critics primarily due to organisational constraints that can impact on
the research and also because the researcher is not always seen as taking a
detached view. From a research methodology perspective, chapter 3 addressed
how proven research techniques were employed throughout the research to
ensure its validity. However in addition to formal research methods and
techniques a number of other factors have contributed to the success of the

research. These may be summarised as follows:

Change is a key aspect of action research. The client organisation was open to
change and provided an environment in which its employees openly accepted
and embraced the changes resulting from the research. This was primarily due to

the client’s belief that they would benefit from the research.

The research environment was not a controlled environment as traditionally seen
in field-experiments or quasi-experiments. However the researcher did have a
large element of control over the research environment. The reason for this was
because the client was a medical device company. Medical device regulations
stipulate that all medical device companies must maintain a tightly controlled
quality management system in the design and manufacture of their devices. The

client therefore already operated within a controlled environment. Software

158



designed and developed within the organisation followed predefined software
development processes. The processes (including software risk management)
were explicitly documented in standard operating procedures. The research and
development teams always followed the latest versions of the procedures during
the design and development of the medical device products. Introducing change
within the organisation’s software process was controlled through the updating of
these procedures. The researcher was trained on the client’s procedures and had
the authority to update the software development procedures. This authority
provided the researcher with a controlled method of incorporating the RMCM

based software risk management process into the client organisation.

In this research, the formal control discussed above also provided a means for the
researcher to take a detached view during the implementation of the updated
process. Once the updated software risk management process had been released
into the client’s quality management system, the researcher took on the role as
observer. In adopting the updated quality system, the research and development
team implemented the new software risk management process across several
projects, as discussed in chapter 5. It was after the teams had completed their
implementation of the RMCM based software risk management process in new
medical device products that the researcher intervened again to evaluate the

impacts of the change. The evaluation was discussed in detail in chapter 5.

6.4 Research Contributions

This research has so far made a number of contributions:

e Firstly, through an extensive literature review in chapter 2, the need for
an industry-specific software risk management capability model has been
identified for the medical device sector;

e Secondly, a new model, the RMCM, has been developed and evaluated
within the context of a medical device company that produces medical

device software.

The research has investigated how current medical device regulations can be

improved through the adoption of a formalised SPI model with respect to risk
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management. This has been achieved by performing a mapping between medical

device regulations and the CMMI® guidelines for risk management. It has been

discovered that:

The medical device guidelines and standards do not completely address
all the risk management practices of the CMMI® software risk
management process area. Out of a total of 24 sub-practices for risk
management in CMMI®, only 16 have to date been addressed by medical
device requirements;

The RMCM improves upon the medical device regulations through the
adoption of the additional 8 CMMI® sub-practices into the RMCM
model at level 1 capability;

Medical device companies may further improve their capability in the
area of software risk management through the adoption of CMMI® based
generic goals (GG) within the RMCM model. Medical device
regulations currently only adopt 6 of the total 16 sub-practices from GG2
to GGS.

However, it cannot be stated that the CMMI® guidelines for risk management are

more substantial than those specified in the medical device requirements

guidelines and standards. An additional 20 sub-practices must be completed by

CMMI® compliant companies to satisfy the medical device regulatory

requirements for software risk management. The RMCM model (chapter 5)

serves as a clear guide in identifying those additional sub-practices that must be

adopted by CMMI® certified companies.

This research has therefore provided a contribution through:

The identification of the potential strengths and weaknesses of the
CMMI® risk management process areas in the specific context of
medical device software;

The identification of weaknesses of current medical device software

regulations, through the analysis of the CMMI® SPI model;
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The development and validation of the RMCM. The RMCM has been
developed and evaluated as part of this research in response to the

weaknesses discussed above.

An important aspect of the action research methodology is the specification of

learning. In response to this, the research has provided contributions at several

levels:

Contribution of knowledge to the client: The client has benefited from
the knowledge gained during this research through the development of a
more comprehensive software risk management process. The lessons
learned from the implementation and subsequent evaluation (chapter 5)
of the new process have also been shared with the client so that they can
continue to improve and tighten their process;

Contribution of knowledge to the medical device industry: A
steering group of Irish Medical Device companies was constructed and
the RMCM model was presented to them in an effort to share the
knowledge gained during the research. The research was well received;

Contribution of knowledge to the software engineering community:
At various stages throughout the research, papers were created on the
knowledge and lessons learned from the research. The papers were
peer-reviewed and subsequently accepted for publication. The subject
matter of the papers included the two primary objectives of the research.
The first paper (Burton et al.2006) was published and presented at a
work-shop in the International Conference on Software Engineering
(ICSE). The paper detailed the development of the RMCM model,
which was objective 1 of the research. Following the validation of the
RMCM model (objective 2), a paper (Burton et al.2008) was created
detailing the evaluation findings. The paper has been accepted for
publication in the International Conference on Software Process (ICSP)
in May, 2008. Finally a paper based on the overall research (McCaffery
et al. 2008) has been accepted for publication in the SPICE 2008
conference, thus indicating that the research presented in this thesis has

an appeal to audiences outside of the CMMI® domain.
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6.5 Limitations of the Research

The research presented in this thesis concerns itself with the development and
validation of the RMCM for medical device software. As stated in chapter 1, the
research is aimed at improving the software risk management practices of
medical device companies through the identification of missing or incomplete
practices. Chapter 5 demonstrated how the research achieved this through the
development and implementation of the RMCM at a client company. The
overall aim of the model in this research has been to assist the medical device
company in achieving regulatory compliance with respect to their software risk
management practices. The research scope does not include an assessment of the
costs in adopting the model, however questions remain over the impact cost has

on the complete adoption (all levels) of the RMCM.

This research has primarily focused on providing a model that clearly defines the
regulatory requirements for medical device software risk management practices
in the context of CMMI®. The RMCM provides a path for software companies
to align their software risk management practices with regulatory requirements
and improve upon them further through the adoption of additional practices
adopted from the CMMI® model. The RMCM also provides a way for medical
device companies to further enhance their software risk management practices
through the adoption of the RMCM practices at levels 1 through 5. However, the
risk management practices listed in the RMCM require commitment from people
at all levels of the organisation including but not limited to managers, designers,
developers, business knowledge experts, device experts, regulatory affairs
experts and the QA team(s). The software risk management process is
potentially a laborious and cumbersome one (as discussed Chapter 5) and
requires constant reviewing and updating at all stages of the software lifecycle up
until product retirement. The process may therefore continue for several years
after the software has been release. Therefore, there are obvious cost
implications in terms of the commitment required from various people in the
organisation; cost implications with respect to the additional project time
required to conduct the required software risk management activities at all

software life-cycle phases and monetary costs associated with providing these
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commitments. Level Med of the RMCM provides a comprehensive list of
practices that must be performed by medical device companies producing
software to comply with regulatory requirements, irrespective of the costs
associated with performing those practices. As shown in Table 2.1, the primary
focus of software risk management in the medical device sector is from the
perspective of making medical device software safer. The research discussed in
this thesis focused on bringing the client organisation up to level Med. However
the RMCM model also introduces a significant number of new software risk
management practices (18 in total) that have been derived from the CMMI®
model. Given that there is a significant commitment and associated cost with
achieving regulatory requirements i.e. Level Med of the RMCM, the question
remains as to whether companies will be willing to adopt the additional practices
identified in the RMCM from Levels 1 through 5. Additional research into the
costs associated with adopting level Med versus the full RMCM model, and
quantification of the benefits are therefore suggested in the proceeding section as

a possible avenue for future work.

Also, as discussed in section 5.2.2.f of this thesis, the medical device software
products that followed the RMCM based process have only been in production
for less than a year. Therefore it was only possible to perform a limited
evaluation on the effectiveness of the RMCM in improving overall product

safety and quality.

6.6 Recommendations for Further Research

As a result of this research several opportunities exist for further research:

e First, section 5.4 discussed how this research is applicable to all medical
device companies producing software. The question remains as to
whether additional medical device companies will react favourably to the
adoption of the RMCM. For medical device companies that do adopt the
model, will there be any new or additional evaluation findings? In this
research, the RMCM model was implemented in a medical device
company that produced devices of a moderate level of concern i.e.

potential to cause minor injury in the case of failure. It would be worth
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investigating the implementation of the RMCM model by medical device
companies producing software devices of minor (can not cause harm) and
major (potential to cause serious harm or death in the event of a failure)
level of concerns to see if additional findings present themselves.

Second, the opportunity exists to produce a step-by-step guide to assist
companies in their progression to the next level of capability.

Third, research could be conducted into the assessment of the costs
associated with the implementation of the RMCM at level Med and also
at each subsequent level (up to level 5) and quantifying the benefits
versus the costs with respect to cost-savings, software quality, safety and
reliability of the software pre and post-production. As discussed, because
of limited time the RMCM based software had been in production, it was
only possible to perform a limited evaluation on the effectiveness of the
RMCM with respect to product safety and quality. Therefore, further
research could evaluate these attributes once RMCM based medical
device software products have been in production for several years;
Fourth, the RMCM is a software risk management model. The model
was developed based on medical device regulatory requirements and SPI
practices and was produced for the medical device industry. Despite this,
all practices are generic in that the RMCM does not contain any practices
or sub-practices that are applicable to solely the medical devices.
Therefore, the RMCM should be equally applicable across all software
engineering safety critical domains. Chapter 2 has already highlighted
how the medical device requirements for software risk management are
more comprehensive that Automotive SPICE, and therefore it can be
deduced that the RMCM is more comprehensive also. Research could be
conducted into whether other safety critical domains would benefit from
the adoption of the RMCM;

Finally, the overall vision is to provide a complete SPI framework that is
specifically tailored to the needs of the medical device industry. This SPI
framework will consist of a capability model for each process area that is
relevant to the development of software within the medical device

software industry (RMCM will be one of these capability models).
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RMCM will support medical device companies in pursuing a continuous
SPI path that will produce more efficient software development and safer

medical devices in compliance with regulatory requirements.

6.7 Closing Note

As software risk management techniques continue to advance in the medical
device domain, new and revised guidance and standards will emerge. The
RMCM model presented in this thesis has been developed in the context of, and
as a contribution to such advancements. The RMCM will probably need to be
revised in line with new standards and best practice for software risk
management. However, the RMCM lays a solid foundation as a model for
software risk management and given its comprehensive make-up, it should be
possible to accommodate changes and revisions without any major implications,

as demonstrated in Section 4.4.
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Acronyms

AAMI Association for the Advancement of Medical Instrumentation
ANSI American National Standards Institute

ARTG Australian Register of Therapeutic Goods

BSI British Standards Institution

CAPA Corrective and Preventive Action

CDRH Center for Devices and Radiological Health
CMMI Capability Maturity Model Integration

COTS Commercial off the Shelf

CRM Continuous Risk Management

EC European Commission

ECSS European Cooperation for Space Standaridisation
EFSA European Food and Safety Agency

FDA Food and Drug Administration

FDAMA FDA Modernisation Act

FMEA Failure Modes and Effects Analysis

FTA Fault Tree Analysis

GAMP Good Automated Manufacturing Practice

GG Generic Goal

HAS Health and Safety

HSE Health and Safety Executive

IEC International Electrotechnical Commission
IEEE Institute of Electrical and Electronics Engineers
[HCP Institute for Health and Consumer Protection
ISO International Organisation for Standardisation
ISPE International Society of Pharmaceutical Engineering
NCR Non-conformance Report

NEA Nuclear Energy Agency

OTS Off the Shelf

PMA Pre-market Approval

QA Quality Assurance

R&D Research and Development

RM Risk Management
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RMCM Risk Management Capability Model

RSKM Risk Management

QMS Quality Management System

QSR Quality System Regulation

SDS Software Design Specification

SEI Software Engineering Institute

SG Specific Goal

SOUP Software of Unknown Provenance

SP Specific Practice

SPI Software Process Improvement

SPICE Software Process Improvement and Capability dEtermination
SRE Software Risk Evaluation

SRS Software Requirements Specification
STG Standards Technical Group

SW-CMM  Software Capability Maturity Model
TRM Team Risk Management

URS User Requirements Specification

USDA United States Department of Agriculture
WHO World Health Organisation
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Glossary of Terms

The following is a list of terms as they pertain to the research presented in this

thesis.

510(k)

A 510(k) is a “premarket submission made to FDA to demonstrate that the
device to be marketed is at least as safe and effective, that is, substantially
equivalent, to a legally marketed device (21 CFR 807.92(a)(3)) that is not subject
to PMA” (FDA 2008b)

Architectural Design Specification
Specification document describing the structural breakdown of a software system

into its associated components.

Axial Coding
Sub-categories obtained through the definition of relationships between open-

coding categories and the further refining of those categories.

Bug

A software defect that prevents the software from functioning correctly

CAPA
Corrective and preventative action. A corrective action is taken to correct a non-
conformance such that it does not occur again. A preventative action is

concerned with preventing causes of potential non-conformances.

Capability Level
“Achievement of process improvement within an individual process area. A
capability level is defined by the appropriate specific and generic practices for a

process area.” (SEI 2006)
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Change Request
“A documented specification of a change to be made to a software product.”

(ANSIVTAAMI/IEC 2006)

Continuous Risk Management (CRM)
“Risks are assessed continuously and used for decision-making in all phases of a
project. Risks are carried forward and dealt with until they are resolved or they

turn into problems and are handled as such” (SEI 2008b)

Content Analysis
“Data analysis that involves the identification of categories prior to coding”

(Liamputtong and Ezzy 2006)

Development Lifecycle
The lifecycle stages involved in a software product from inception through to

product retirement

Deviant Case Analysis
The analysis of cases that appear to contradict previous findings that have

emerged from the data analysis

Electronics Engineer
Person responsible for the design, development, assembly and test of the medical

device electronic systems
Embedded Software Developer
Person responsible for the design, development and test of the medical device

embedded software

Epistemology
The theory of knowledge
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Facilitator
“One that helps to bring about an outcome (as learning, productivity, or
communication) by providing indirect or unobtrusive assistance, guidance, or

supervision” (Webster 2008)

Failure Modes and Effects Analysis (FMEA)
A process of hazard analysis through a bottom-up approach in which “the
consequences of an individual fault mode are systematically identified and

evaluated” (ISO 2007)

Fault Tree Analysis (FTA)
A process of hazard analysis through a top-down approach in which an undesired
event is traced through all components down to the lowest possible level at

which a fault control may be implemented.

Focus Group
A group of selected individuals who are brought together to share opinions and

provide feedback on a chosen subject matter.

GAMP
A technical sub-committee of the ISPE. The GAMP community aims to promote
the understanding of the regulation and use of automated systems within

healthcare industries.

Harm
“Physical injury or damage to the health of people, or damage to property or the
environment” (ISO/IEC 1999)

Hazard
“Potential source of harm” (ISO/IEC 1999)

Level Med
A capability level of the RMCM model. To achieve level med companies must

demonstrate that they have met the goals and perform the practices required to
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meet the requirements of the various medical device regulatory guidelines and

standards associated with software risk management.

Level Of Concern

“An estimate of the severity of injury that a device could permit or inflict, either
directly or indirectly, on a patient or operator as a result of device failures, design
flaws, or simply by virtue of employing the device for its intended use.” (CDRH
2005)

Major Level of Concern

“Failure or latent flaw could directly result in death or serious injury to the
patient or operator. The level of concern is also Major if a failure or latent flaw
could indirectly result in death or serious injury of the patient or operator through
incorrect or delayed information or through the action of a care provider.”

(CDRH 2005)

Maturity Level
“Degree of process improvement across a predefined set of process areas in

which all goals in the set are attained.” (SEI 2006)

Medical Device
“Any instrument, apparatus, implement, machine, appliance, implant, in vitro
reagent or calibrator, software, material of other similar or related article,
intended by the manufacturer to be used, alone or in combination, for human
beings for one or more of the specific purpose(s) of
¢ Diagnosis, prevention, monitoring, treatment or alleviation of disease;
¢ Diagnosis, monitoring, treatment, alleviation of or compensation for an
injury;
¢ Investigation, replacement, modification, or support of the anatomy or of
a physiological process;
e Supporting or sustaining life;
¢ Control of conception;

e Disinfection of medical devices;
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¢ Providing information for medical purposes by means on in vitro
examination of specimens derived from the human body;

and which does not achieve its primary intended action or on the human body by

pharmacological, immunological or metabolic means, but which may be assisted

in its function by such means.” (ANSI/AAMI/ISO 2003)

Medical Device Software
“Software System that has been developed for the purpose of being incorporated
into the medical device being developed or that is intended for use as a medical

device in its own right” (ANSI/AAMI/IEC 2006)

Minor Level of Concern
“Failures or latent design flaws are unlikely to cause any injury to the patient or

operator” (CDRH 2005)

Moderate Level of Concern

“Failure or latent design flaw could directly result in minor injury to the patient
or operator. The level of concern is also Moderate if a failure or latent flaw could
indirectly result in minor injury to the patient or operator through incorrect or

delayed information or through the action of a care provider.” (CDRH 2005)

Non-Conformance Report (NCR)
A report detailing any issues requiring corrective actions by the device

manufacturer.

Open Coding
A process of creating and applying an initial set of coding categories for the

purpose of data analysis.
Off-the-Shelf (OTS) Software

Commercially or freely available pre-built software that has not been developed

by the medical device manufacturer.
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Pre-market Approval (PMA)
“The FDA process of scientific and regulatory review to evaluate the safety and

effectiveness of Class III medical devices” (FDA 2008¢)

Process Area
“A cluster of related practices in an area that, when implemented collectively,
satisfy a set of goals considered important for making improvement in that area.”

(SEI 2006).

Process Improvement
“A program of activities designed to improve the performance and maturity of

the organization’s processes and the results of such a program.” (SEI 2006)

Project Manager
Person responsible for the planning, execution and management of medical

device projects.

QA Engineer
The Quality Assurance (QA) engineer is responsible for the planning, testing and

reporting of quality issues in the medical device.

Quality Management System (QMS)
Requirements set forth by ISO governing good manufacturing practice for

medical device equipment and software manufacturers.

Quality Systems Regulation (QSR)
Requirements set forth by FDA governing good manufacturing practice for

medical device equipment and software manufacturers.

Residual Risk

“Risk remaining after risk control measures have been taken.” (ISO 2007)
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Risk
“Combination of the probability of occurrence of harm and the severity of that

harm.” (ISO/IEC 1999)

Risk Analysis
“Systematic use of available information to identify hazards and to estimate the

risk.” (ISO/IEC 1999)

Risk Management
“Systematic application of management policies, procedures, and practices to the

tasks of analyzing and controlling risks.” (ISO/IEC 1999)

Risk Management Model
A representation of a process to plan and perform risk management for medical

device software

Risk Mitigation
The process of applying control measures to a risk such that it reduces the

probability of occurrence, the severity or both.

Risk Probability

The likelihood that a risk will occur during the lifetime of the software product.

Risk Severity

The severity of the potential harm.

Software Applications Developer
Person responsible for the production of the medical device software. Typical
responsibilities include but are not limited to the design, development, coding,

unit/integration testing and release of the software to the QA team.

Software Design Specification (SDS)
A specification document that contains the low-level design detail of each

component of the software.
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Software of Unknown Provenance

“A software item that is already developed and generally available and that has
not been developed for the purpose of being incorporated into Medical Device
(also known as off-the-shelf software) or software previously developed for
which adequate records of the development processes are not available.”

(ANSIVJAAMI/IEC 2006)

Software Risk Evaluation (SRE)
“An SRE is a diagnostic and decision making tool for a project. An SRE is used
to identify and categorize specific project risk statements emanating from

product, process and constraint sources.” (Williams et al. 1999)

Software Requirements Specification (SRS)

A specification documents that details how the user requirements will be
satisfied from a technical/functional perspective. The SRS provides a complete
technical description of the software. The SRS is sometimes referred to as a

functional specification.

Specific Goal
“A required model component that describes the unique characteristics that must
be present to satisfy the process.” (SEI 2006)

area.

Specific Practice
“An expected model component that is considered important in achieving the
associated specific goal. The specific practices describe the activities expected to

result in achievement of the specific goals of a process area.” (SEI 2006)

Spirometer
“Device used to measure respired volume. Spirometers may be classified as
either volume or flow spirometers, depending on whether the primary signal

measured is volume or flow” (Johns and Pierce, 2003)
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Spirometry
“Physiological test to measure the ventilatory function of the lungs.” (Johns and

Pierce, 2003)

Staged Representation
“A model structure wherein attaining the goals of a set of
process areas establishes a maturity level; each level builds a foundation for

subsequent levels.” (SEI 2006)

Steering Group

The role of the steering group is to oversee the medical device product
development and provide strategic input and sign-off at each design stage-gate
through the product design and development. The steering groups are made up
of senior level management who have specific product knowledge and a vested

interest in the medical device being developed.

Subpractice

“An informative model component that provides guidance for interpreting and
implementing a specific or generic practice. Subpractices may be worded as if
prescriptive, but are actually meant only to provide ideas that may be useful for

process improvement.” (SEI 2006)

Team Risk Management (TRM)
“Team Risk Management extends risk management with team-oriented activities
involving the customer and supplier (e.g., government and contractor) where

customer and supplier apply methods together.” (Higuera et al.1994)

Traceability
“A discernable association among two or more logical entities such as

requirements, system elements, verifications, or tasks.” (SEI 2006)

Triangulation
The incorporation of multiple information sources, methods, researchers or

theories into research so as to strengthen a potentially weak case.
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Unit Testing
A unit is defined as the smallest testable part of an application i.e. a method or a
function. Unit testing is a task typically performed by a Software Developer and

focuses specifically on testing of software units.

User Requirements Specification (URS)
A specification document produced by a customer or company representative

detailing the essential requirements of a proposed medical device software.

Validation
Confirmation that the medical device software meets the requirements for its
intended use, as initially defined by the user in the user requirements

specification.

Verification
Confirmation that the medical device software functions without fault or error
and adheres to the requirements set forth by the functional and design

specifications.
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Appendices

Appendix A - Interview Questions
Medical Device Software

1.

10.

11.

What is your role in product development?
a. Are you involved in Embedded or Application software or both?
What is your role in ensuring medical device software products are made safe

before they go into production?

. What is your role with respect to product safety post-production?

Have software products improved in any way over the last few years?
a. If so, in what way have they improved and what do you see as the
primary contributing factors to the improvement?

b. If not, elaborate

. How are hazards and associated risks identified and controlled in software

products?

How has the process of identifying and controlling risks in software products
changed over the last few years?

At what stages of a new product’s lifecycle is hazard/risk analysis done?

Is it more beneficial at any specific stage?

What are the positive and negative things about the process? Is there anything
you would change? If so, what and how?

Does the hazard/risk analysis have an impact on any other activity or process
within the lifecycle?

Who do you liaise with during hazard/risk analysis and for what reasons?
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Appendix B - Open Coding Categories and Axial Coding

Schemes

Table B.1 - Open Coding Categories

Category Code

Role Performed Role

Software Focus Focus

Safety Pre Production Safety.preprod
Safety Post Production Safety.pstprod
Risk Mitigation Rskmit

Risk Categorisation Rskcat
Requirements Change Reqg-change
Lifecycle Phase Lfecyc

Time in Company TmelnCo
Software Quality Impact SWQuallmp
Training Trng

Process Effectiveness ProcEff
Safety Impact Safety.Impact
Team Interaction Interact

Table B.2 — Axial Coding Scheme at start of Content Analysis

CATEGORY SUB-CATEGORY CODE
Role Performed Role
Software QA IRole-sqa
Software Development Role-dev
IProject Manager Role-pm
Regulatory Affairs Role-ra
Software Focus Focus
PC IFocus-pc
Embedded IFocus-emb
Off the Shelf IFocus-ots
Safety Pre Production Safety.preprod

Software Hazard & Risk Analysis

Safety.preprod-swrisk

Updated after a change

Safety.preprod-swrisk-upd

Not Updated after a change

Safety.preprod-swrisk-notupd

Not contributed to safety

Safety.preprod-swrisk-

improvement noncontrib

Driving document for Safety|Safety.preprod-swrisk- drvsfty
System Testing Safety.preprod-systest

Not Done in the past Safety.preprod-systest-notdone
[Traceability Safety.preprod-traceability

[Test Summary

Safety.preprod-tstsmry

[User Requirements Spec

Safety.preprod-urs

Software Requirements Spec

Safety.preprod-srs

Updated after a change

Safety.preprod-srs-upd

Not Updated after a change

Safety.preprod-srs-notupd

Driving document for Safety

Safety.preprod-srs-drvsfty

IEN Standards

Safety.preprod-enstdrds

Device Hazard & Risk Analysis

Safety.preprod-devcerisk

IDocumentation

Safety.preprod-doc

Insufficient

Safety.preprod-insufdoc

IDocumentation Reviews

Safety.preprod-docrev




CATEGORY

SUB-CATEGORY

CODE

[User Interface Reviews

Safety.preprod-uirev

Not done Safety.preprod-uirev-notdone
User Trials Safety.preprod-utrial
Big Fixing Safety.preprod-bugfix
In-house control of software Safrty.preprod-cntrl
Product Knowledge Safet.preprod-prodknowledge
Safety Post Production Safety.pstprod
System Testing Safety.pstprod-systest
Project Plan Review Safety.pstprod.planrev
Not Done Safety.pstprod.planrev.notdone
Bug Review Safety.pstprod.bugrev
Not Done Safety.pstprod.bugrev.notdone
Software Hazard & Risk Analysis Safety.pstprod.swriskrev
Review
Not Done Safety.pstprod.swriskrev.notdon
e
Dealing with CAPA/NCR Safety.pstprod.capancr
Bug Fixing Safety.pstprod.bugfix
Risk Mitigation Rskmit
[Updated Rskmit-updated
Reviewed by QA Rskmit-qarev
[Unit Tests Rskmit-unittst

[Unit Tests not done

IRskmit-unittst-notdone

[Unit Tests not needed

IRskmit-unittst-notneeded

Code Reviews

IRskmit-coderev

Code Reviews not done+B26

IRskmit-coderev-notdone

Code Reviews not needed

IRskmit-coderev-notneeded

Software Testing Rkmit-swqa

Mitigation through Design Rskmit-design
Risk Categorisation Rskcat

Major Rskcat-major

Moderate Rskcat-mod

Minor Rskcat-minor
Requirements Changes Req-change

Reviewed for Impact

Req-change-rev

Not reviewed for Impact

IReq-change-notrev

Implemented IReq-change-impl
Not Implemented Req-change-notimpl

ILifecycle Phase ILfecyc

(for Risk Management)
Beginning Lfecyc-begin
End Lfecyc-end
Requirements Lfecyc-req
Design Lfecyc-des
Development Lfecyc-dev
System Testing ILfecyc-systst
Release ILfecyc-rel
IPost Production ILfecyc-postprod
All stages ILfecyc-all

Time in Company TmelnCo

ILess than two years

TmelnCo-lsstwo

Two to Five Years

TmelnCo-twotofve

More than Five Years

TmelnCo-grtrfve

Software Quality Impact

SWQuallmp
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CATEGORY SUB-CATEGORY CODE
Improvement SWQuallmp-imprve
(Worse SWQuallmp-worse
No Change SWQuallmp-nochge
Training Trng
Done [Trng-done
Not done [Trng-notdone
Sufficient [Trng-suff
Insufficient Trng-insuff
Process Effectiveness ProcEff

SOP Sufficient

IProcEff-proc-suff

SOP Requires Improvement

IProcEff-proc-reqimprv

[Template Sufficient

IProcEff-temp_suff

Template Requires Improvement

IProcEff-temp-reqimprv

Overall Process Improved

IProcEff-improved

Overall Process Not Improved

IProcEff-notimproved

Overall Process Sufficient

IProcEff-suff

Overall Process Requires Further IProcEff-reqimprv
Improvement
Overall Process is Important IProcEff-imprtnt

Overall Process is not Important

IProcEff-notimprtnt

SOP not followed IProcEff-proc-notfllwd
Safety Impact Safety.Impact
Improvement Safety.Impact-imprv
Worse Safety.Impact-worse
No Change Safety.Impact-nochge

Team Interaction

Interact

Interact with Software QA

Interact -sqa

Interact with Software Development

Interact -dev

Interact with Project Manager

Interact -pm

Interact with Regulatory Affairs

Interact -ra

Interact with Mechanical Engineering

Interact-mecheng

Interact with Electronic Engineering

Interact-eleceng
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Table B.3— Axial Coding Scheme at start of Content Analysis

Category Sub-Category Code
Role Performed Role
Software QA Role-sqa
Software Development Role-dev
Project Manager Role-pm
Software Focus Focus
PC IFocus-pc
IEmbedded IFocus-emb
Safety Pre Production Safety.preprod
Software Hazard & Risk Analysis Safety.preprod-swrisk
Not contributed to safety  [Safety.preprod-swrisk-
improvement noncontrib
Driving document for SafetySafety.preprod-swrisk- drvsfty
System Testing Safety.preprod-systest
Not Done in the past Safety.preprod-systest-notdone
[Traceability Safety.preprod-traceability
[Test Summary Safety.preprod-tstsmry
[User Requirements Spec Safety.preprod-urs
Software Requirements Spec Safety.preprod-srs
Updated after a change Safety.preprod-srs-upd
Not Updated after a change [Safety.preprod-srs-notupd
Driving document for Safety|Safety.preprod-srs-drvsfty
IEN Standards Safety.preprod-enstdrds
Device Hazard & Risk Analysis Safety.preprod-devcerisk
IDocumentation Safety.preprod-doc
Insufficient Safety.preprod-insufdoc
Documentation Reviews Safety.preprod-docrev
User Interface Reviews Safety.preprod-uirev
Not done Safety.preprod-uirev-notdone
User Trials Safety.preprod-utrial
Big Fixing Safety.preprod-bugfix
In-house control of software Safrty.preprod-cntrl
Product Knowledge Safet.preprod-prodknowledge
Safety Post Production Safety.pstprod
System Testing Safety.pstprod-systest
Project Plan Review Safety.pstprod.planrev
Not Done Safety.pstprod.planrev.notdone
Bug Review Safety.pstprod.bugrev
Not Done Safety.pstprod.bugrev.notdone
Software Hazard & Risk Analysis Safety.pstprod.swriskrev
Review
Not Done Safety.pstprod.swriskrev.notdone
Dealing with CAPA/NCR Safety.pstprod.capancr
Bug Fixing Safety.pstprod.bugfix
Risk Mitigation Rskmit
[Updated IRskmit-updated
Reviewed by QA Rskmit-qarev
[Unit Tests Rskmit-unittst

[Unit Tests not done

IRskmit-unittst-notdone

Code Reviews

IRskmit-coderev

Code Reviews not done+B26

IRskmit-coderev-notdone

Code Reviews not needed

IRskmit-coderev-notneeded
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Category Sub-Category Code
Software Testing Rkmit-swqa
Mitigation through Design Rskmit-design
Risk Categorisation Rskcat
Minor Rskcat-minor
Requirements Changes Req-change

Reviewed for Impact

IReq-change-rev

INot reviewed for Impact

IReq-change-notrev

Implemented IReq-change-impl
LLifecycle Phase Lfecyc
(for Risk Management)
Beginning Lfecyc-begin
End Lfecyc-end
Requirements ILfecyc-req
Design Lfecyc-des
Development Lfecyc-dev
System Testing ILfecyc-systst
All stages ILfecyc-all
Time in Company TmelnCo

Two to Five Years

TmelnCo-twotofve

More than Five Years

[TmelnCo-grtrfve

Software Quality Impact

SWQuallmp

Improvement SWQuallmp-imprve
No Change SWQuallmp-nochge
Training Trng
Done [Trng-done
Not done [Trng-notdone
Insufficient [Trng-insuff
Process Effectiveness ProcEff
SOP Sufficient IProcEff-proc-suff

[Template Sufficient

IProcEff-temp_suff

(Template Requires Improvement

IProcEff-temp-reqimprv

Overall Process Improved IProcEff-improved

Overall Process Requires Further IProcEff-reqimprv

Improvement

SOP not followed IProcEff-proc-notfllwd
Safety Impact Safety.Impact

Improvement Safety.Impact-imprv

Team Interaction

Interact

Interact with Software QA

Interact -sqa

Interact with Software Development

Interact -dev

Interact with Project Manager

Interact -pm

Interact with Regulatory Affairs

Interact -ra

Interact with Mechanical Engineering

Interact-mecheng

Interact with Electronic Engineering

Interact-eleceng
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