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Abstract

Attacks on safety-critical Industrial Control Systems (ICS) can cause
significant physical damage to equipment. Forensic investigations are
often used to understand how such attacks occurred. However, such
investigations may be hindered by the loss of potential digital evidence
due to physical damage. Therefore, ICS need to be Forensic-Ready,
i.e. capable of preserving, in advance, data that could constitute ev-
idence of a potential attack. A possible solution would be to collect
and preserve all data generated by an ICS at all times. However, such
a solution may not be feasible as it can result in a large amount of
collected data that would require a large amount of time and storage
resources to be analysed. Furthermore, not all data generated by an
ICS may be relevant to forensic investigations, and its real-time col-
lection could incur a control performance overhead. Thus, proactive
data collection in ICS must (i) be triggered only at specific points in
time and before a potential attack could cause damage; and (ii) must
be restricted to data that could be relevant to forensic investigations,
while ensuring it incurs little control performance overhead. To the
best of our knowledge, most of the existing work on ICS forensics
only considers post-incident investigations. Exceptions to this line of
work propose to collect data in real-time whenever an attack is de-
tected. However, the reliability of a detection-based trigger may be
compromised if an attack on ICS can evade detection before causing
damage. Such attacks are generally referred to as stealthy attacks.
Additionally, no approach to identify data that could be relevant to
the investigation of such attacks exists. In this thesis, we propose an
approach for the engineering of Forensic Readiness in ICS faced with

the threat stealthy attacks. Our contribution is twofold:



1. First, we propose an approach that can specify when to proac-
tively collect potential evidence of a stealthy attack. Instead of
relying on attack detection, we propose a framework for physics-
based Early Warning Systems (EWS) that relies on predictive
safety checks to warn about potential damage from a stealthy
attack. We trigger data collection activities whenever a poten-
tial stealthy attack could cause damage; but the likelihood of
such damage, as computed by the EWS, is too low to warrant
a potentially expensive fail-safe. To the best of our knowledge,
there is limited work on warning about stealthy attacks well be-
fore they are able to cause damage.

2. Second, we propose an approach to identify which data is relevant
to forensic investigations of stealthy attacks on ICS. We consider
data present in control devices at risk of being damaged to be
relevant in our context. Such data may explain how the attacks
that we are concerned with may have occurred. We identify this
data using the safety checks performed by the EWS. Then, we
propose a framework that decides on a subset of relevant data
to collect by achieving a trade-off between the expected impact

of an attack and the potential data collection overhead.

To evaluate our approach, we employ a virtual testbed based on
the widely-used benchmark Tennessee-Eastman Process (TEP). We
use extensive simulations of the testbed under attacks and with ran-
domised parameters to demonstrate the accuracy and real-time per-
formance of our EWS. In 90.8% of simulations, our technique correctly
predicts damage from a stealthy attack with an execution time smaller
than the system’s sampling time. We also show that our EWS predicts
such damage in situations where existing monitoring techniques fail
to do so. Furthermore, simulations of the TEP under attacks demon-
strate that our approach rarely (only in 5.8% of cases) misses any data
that may be lost to physical damage. Moreover, we showcase a 35%

reduction in control performance overhead as a result of the reduced



amount of collected data when compared with an “all-data” collec-
tion approach. Finally, we show a use case of our approach whereby
it improved the efficiency of an existing live ICS forensic log analysis

tool by an order of magnitude.
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Chapter 1

Introduction

Cyber-Physical Systems (CPS) augment physical systems with enhanced capabil-
ities, such as real-time monitoring and dynamic control (Alur (2015)). In the past
few decades, advances in computational capabilities have allowed these systems
to become increasingly pervasive. Modern applications of CPS can be found in
diverse fields, such as healthcare, transportation, electricity generation and dis-
tribution. Industrial Control Systems (ICS) are considered a sub-class of CPS,
and denote several types of control systems used in industrial applications. In
ICS, software controls and monitors safety-critical processes that constitute part
of the critical infrastructure (Conti et al. (2021)).

While ICS were originally isolated from the Internet, their connection to en-
terprise systems in recent years has exposed several security vulnerabilities, and
has led to an increase in attacks against such systems (Loukas (2015)). In 2017,
a malware named Triton was discovered at a petrochemical facility in Saudi Ara-
bia. This malware was able to manipulate safety systems into causing physical
damage (Di Pinto et al. (2018)). In 2016, an attack on the Ukrainian power
grid led to a blackout for hundreds of thousands of users, and in 2014, a spear-
phishing attack on a steel mill furnace in Germany caused severe physical damage
(Lee et al. (2014)). Earlier notable instances of attacks against ICS include the
Stuznet worm (Albright et al. (2011)) that infected Iranian nuclear plants and
the Maroochy wastewater treatment plant breach in Australia (Slay and Miller
(2007)).



1. INTRODUCTION

Forensic investigations in ICS can be helpful to understand how attacks tar-
geting ICS have taken place (van der Knijff (2014)). To perform such investi-
gations, the collection of data generated by different components and that may
explain how an attack took place is required. However, such data tends to be
volatile, mainly due to the low computational and storage resources in control
devices. Furthermore, attacks on ICS can cause physical damage to low-level
equipment (i.e. those in vicinity to physical processes, like sensors and actu-
ators) which may cause further data losses. ICS are normally equipped with
process historians — servers that typically store diagnostics data about physical
processes and used to inform process-related decisions (Altschaffel et al. (2019)).
Diagnostics data, while it may guide the detection of potential faults or physical
anomalies, may not necessarily be useful in explaining how a potential attack
occurred. Therefore, such data may not be suitable for forensic investigations
(Ahmed et al. (2017); Janicke et al. (2015)). For example, given a Programmable
Logic Controller (PLC) — a proprietary computer solely used for the control of
physical processes (Yau and Chow (2015)) — a process historian may store values
of control variables received or computed by the PLC (e.g. temperature, valve
percentage opening) and analyse trends over time. However, a historian may not
store the code or configuration implemented on the PLC, a piece of data that
could be used as evidence of attacks that involve PLC code modification (Ahmed
et al. (2017); Janicke et al. (2015)).

Consequently, post-incident forensic investigations may be limited by the un-
availability of relevant data, i.e. data that could constitute potential evidence
(van Vliet et al. (2015)). Therefore, ICS need to be Forensic-Ready (Rowlingson
et al. (2004)), i.e. capable of identifying, collecting, and preserving, in advance,
data that may be used as evidence to investigate potential known incidents —
should they occur (Alrajeh et al. (2017)). To prevent data and evidence loss by
physical damage due to an attack, proactive data collection should be performed
before such harm can take place. The collection of all data generated by an ICS at
all times, a possible solution to engineering forensic-ready ICS, can negatively af-
fect control performance and the tractability of forensic investigations due to the
typically large volume of such data (Kiss et al. (2014)). Hence, to prevent data

loss by damage, there is a need for defining a timely trigger for data collection,



which should be fired well before an attack is able to cause damage. Second, to
ensure the tractability of potential investigations, proactive data collection must
only consider relevant data (Pasquale et al. (2018)). Third, real-time data collec-
tion must account for the control performance overhead that would result from
potential logging operations.

The majority of work on ICS forensics (Mohamed et al. (2020)) is geared
towards post-incident investigations and generic organisation-level guidelines for
forensic readiness (Eden et al. (2016); van der Knijff (2014)). A few exceptions
to this line of work can be found within ICS live forensics, where methods to
investigate attacks as the system is running (Taveras (2013)) are proposed. These
techniques rely on the detection of an attack in order to trigger data collection and
live investigations. However, the reliability of such a trigger for data collection
depends on the detectability of attacks. Attackers that are capable of evading
existing Intrusion/Anomaly Detection Systems (IDS/ADS) may still be able to
cause incidents that are hard to investigate, especially if such incidents cause
physical damage.

In recent years, a large body of work on ICS security (Conti et al. (2021); Gi-
raldo et al. (2018); Kaouk et al. (2019); Lun et al. (2019); Sénchez et al. (2019))
has focused on attacks that can cause physical damage before getting detected.
These attacks are generally referred to as stealthy attacks. To avoid detection,
it has been shown that resourceful and knowledgeable attackers can take advan-
tage of certain control-theoretical properties (Bai et al. (2015); Pasqualetti et al.
(2015)). For example, such attackers can conceal their manipulations of sensor
measurements by exploiting the noise native to these measurements (Murguia
et al. (2018)). Attackers can then manipulate sensors over a long period of time
such that controllers slowly drive a physical process to an unsafe state. Existing
approaches for stealthy attack detection face several practical limitations (Giraldo
et al. (2018)). For example, setting anomaly detection thresholds arbitrarily low
to detect stealthy attacks masked by measurement noise can cause a high num-
ber of costly false alarms (Urbina et al. (2016)). Furthermore, there is limited
work on ensuring that an attack on ICS is detected well before it causes damage
(Giraldo et al. (2018)). Hence, attack detection cannot be currently used as a

reliable timely trigger for proactive data collection.



1. INTRODUCTION

A possible alternative approach to provide timely triggers for proactive data
collection lies within Early Warning Systems (EWS). EWS have been mainly
proposed for traditional IT systems to assist IDS/ADS in detecting “low-and-
slow” network attacks. EWS monitor the occurrence of suspicious and seemingly
benign network events from a variety of heterogeneous sources, often called weak
evidence. Differently from IDS/ADS, instead of waiting for clear evidence of
an intrusion or an anomaly, EWS constantly generate predictions and advice on
unfamiliar situations before any suspected breach can cause harm (Kalutarage,
Shaikh, Lee, Lee and Kiat (2015)). EWS may not reveal attacks on their own, but
can guide the selection of appropriate measures to detect potential intrusions, thus
complementing existing IDS as a security solution (Ramaki and Atani (2016)).
Although stealthy attacks affecting physical processes in an ICS resemble to a
certain extent low-and-slow network attacks in I'T, to the best of our knowledge,
no approach for designing EWS for ICS under such attacks exists.

Predictive monitoring of the safety of ICS under attacks can be used as a way
to warn about potential attacks and trigger data collection. A limited body of
work exists in this area. In some works, the proposed monitoring is resource-
intensive (Kwon and Hwang (2018)) and its real-time performance with more
complex systems is not clarified. In other instances, safety monitoring does not
consider stealthy attacks and assumes that raw measurements are not subverted
(Coletta (2018)). Therefore, there is a need for an approach to design EWS in
an ICS that can provide real-time predictions about potential harm and timely

triggers for proactive evidence collection given the threat of stealthy attacks.

1.1 Problem Statement

The investigation of attacks on ICS faces several challenges; most notably the
large amount of data that can constitute potential evidence and the fact that such
attacks can cause physical damage and loss of potential evidence. To tackle these
challenges, the proactive collection of data relevant to potential investigations
is necessary. A solution consisting of collecting all data generated by an ICS
at all times (including data that can explain how an attack occurred) would be

infeasible in practice. Thus, our problem is composed of two main parts.



1.2 Aim and Objectives

Due to the fact that attacks on ICS can cause physical damage to equipment
and subsequent loss of potential evidence, the first part of the problem calls
for a timely trigger for proactive data collection, i.e. well before a potential
attack manages to cause damage. Existing techniques (e.g. Janicke et al. (2015);
Taveras (2013)) for the investigation of potential attacks as the ICS is operating
(live forensics) rely on the detection of a certain attack to trigger data collection.
However, such a trigger may not be always reliable if an ICS is faced with the
threat of a stealthy attack. The detection of such attacks may not happen within
a sufficient time period before they manage to cause damage to components
that may store potential evidence (Giraldo et al. (2018)). Existing techniques
(Coletta (2018); Kwon and Hwang (2018)) that attempt to predict potential
safety violations caused by attacks are either resource intensive or do not consider
stealthy attacks.

Since not all data generated by an ICS may necessarily explain how an attack
occurred, the second part of the problem is then concerned with the need to
identify such relevant data. In the context of our work, and since we are concerned
with attacks that cause physical damage, relevant data can be defined as data at
risk of being lost to physical damage. Additionally, since ICS operate under strict
safety requirements, the real-time collection of relevant data must not compromise
a control system’s performance. To the best of our knowledge, existing approaches
for live forensics in ICS (Janicke et al. (2015); Taveras (2013)) do not consider

these challenges.

1.2 Aim and Objectives

In this thesis, we aim to provide an approach for the engineering of Forensic-
Readiness in safety-critical ICS presented with the threat of stealthy attacks that
can cause physical damage. To address the challenges described previously, this

thesis sets two main objectives:

1. Provide an alternative trigger to proactive data collection, in the form of
early warnings about potential stealthy attacks being able to cause damage

before being detected.
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2. Identify ICS data that is relevant to potential forensic investigations, i.e.
data that is at most risk of being lost due to damage by an attack, and decide
on a subset of relevant data to collect, by achieving a trade-off between

potential attack impact and the cost of data collection.

1.3 Overview

To meet the objectives mentioned previously, we adopt a model-based approach.
Our choice for such an approach stems from the fact that we are concerned
with attacks that affect the behaviour of physical processes in an ICS. Existing
work (Hadziosmanovié et al. (2012)) has shown that adequately addressing such
attacks requires the incorporation of knowledge about physical processes. While
such knowledge can be obtained by analysing process data and building statistical
models, data about attacks that can cause damage can be difficult to obtain from
real-life systems due to the potential safety issues associated with simulating
such attacks. Furthermore, empirical evidence (Erba and Tippenhauer (2020))
has shown that data-driven solutions to stealthy attacks may not be as effective
as methods that rely on first principles. Consequently, our approach considers a
widely-used (Lun et al. (2019)) modelling framework for physical processes in an
ICS — Linear Time-Invariant (LTI) systems. In this section, we summarise the

approach that we propose in this thesis and the manner by which we evaluate it.

1.3.1 Approach

Objective 1. To provide early warnings about potential stealthy attacks that
can cause damage to the system, we propose a framework for physics-based FEarly
Warning Systems (EWS), which can complement the existing anomaly detector
in a given system. The proposed framework performs predictions of potential
(attack-induced) damage that could cause data loss based on the physical be-
haviour of the system. Differently to anomaly detection, where typically a certain
deviation from normal behaviour is sought to potentially reveal an intrusion, our

physics-based EWS assumes that the system is going to be subjected to a stealthy
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attack starting at the current moment in time. Then, given a model of such at-
tacks, the physics-based EWS computes the likelihood that such an attack may
cause damage in the future before the existing anomaly detector is able to reveal
the resulting anomalies. We refer to this likelihood as the Suspicion Metric. The
computation of this metric relies on attempting to predict potential harm if the
system is subjected to a stealthy attack. Consequently, warnings issued by such
a metric do not necessarily imply that the system is indeed under attack. This
is in contrast to traditional anomaly detection, where an alarm may mean that a
system is currently subjected to an attack or a fault, with a probability equal to
the true alarm rate. A warning issued by our physics-based EWS however only
means that if the system is subjected to a stealthy attack, then physical damage
may be possible, with a probability equal to the computed “suspicion metric”.
Such a warning can be used as a trigger for further data collection, alternative to
alarms from the existing anomaly detector.

Our framework computes the suspicion metric by defining two preliminary
indicators, or what we call Grounds for Suspicion: (i) Feasibility of a stealthy
attack, defined as its ability to cause damage to the system before it gets detected
given the current physical state and the physics governing the system’s behaviour;
and (ii) the Prozimity of the system to a predefined unsafe operating region (e.g.
exceeding temperature limits). We then use reachability analysis to aggregate
these indicators into the suspicion metric. Based on this metric, warnings of (at
least) two degrees of criticality — high and low — can be raised. A low criticality
warning suggests that if the system is subjected to a stealthy attack, then there
is a low likelihood of damage happening before the attack gets detected, and
that operators have sufficient time to collect more data. We then consider such
a warning to be a suitable trigger for proactive data collection. A high criticality
warning suggests that if the system is subjected to a stealthy attack, then the
likelihood of damage happening within a relatively short period of time is high.
This implies the need for more immediate measures, such as switching to backup
controllers or activating an existing fail-safe, which we do not tackle in this work.

To compute the suspicion metric, providing measures for feasibility and prox-
imity as defined previously requires the use of reachability analysis tools that are

specific to the type of system at hand. Since different types of control systems and
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associated modelling formalisms (e.g. continuous-time, hybrid, discrete) exist, we
described our framework for physics-based EWS independently from the specific
modelling formalism. Instead, we provided Soundness Principles to guide the
instantiation of the framework given a certain system and stealthy attack model.
These principles seek to ensure that the suspicion metric is a sound measure of
the proposed grounds of suspicion, and provides meaningful warning thresholds
that may guide proactive data collection.

To demonstrate the applicability of the proposed framework, we applied it to
a popular class of systems — Linear Time-Invariant (LTT) systems. We adapted
existing results in reachability analysis under a practical class of stealthy attacks
(Murguia and Ruths (2018)) to design a sound suspicion metric. We proposed
a predictive online safety monitoring algorithm for LTI systems under stealthy
attacks. The algorithm can provide real-time safety checks of whether the current
state of the system can be driven into an unsafe set of states through an attack
that can evade the existing anomaly detector. We used the size of the intersec-
tion (if non-empty) of the reachable set as a measure of feasibility, while the time
taken to reach this intersection as a measure of proximity. We then combined
these measures to provide a sound suspicion metric with clearly defined thresh-
olds. We applied existing results in ellipsoid calculus (Dai and Pelckmans (2012);
Kurzhanski and Varaiya (2000)) to enable efficient real-time computation of these
measures.
Objective 2. To identify relevant ICS data, which we define in our context as
data that is at risk of being lost, we propose a technique based on the safe Pro-
cess Plant Layout (PPL) principles (Quiroz-Pérez et al. (2021)). PPL is a well
established method to design the geographical layout of large-scale ICS where
equipment are divided into different areas such that damage in one area has a
low likelihood of spreading to others. Since such layout plans with associated
safety constraints are available in a large-scale ICS by design, applying PPL to
identify relevant data is a sound approach that requires little effort to set up.
By mapping the safety constraints that we would predict to be violated to the
specific concerned areas, we determine data sources (control devices and network
connections) and specific data that may be lost to damage. To reduce the con-

trol performance overhead that would result from real-time data collection, we
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propose a framework to select which subset of the relevant data is “worth” col-
lecting. In this framework, we use the suspicion metric to compute the expected
reduction in an ICS’ revenue should damage from a stealthy attack take place.
We then only collect data whose collection cost is below this expected reduction
in revenue. The result is a subset of relevant data to collect leading to a reduced

control performance overhead that may result from real-time collection.

1.3.2 Evaluation

To evaluate our approach, we built a virtual testbed based on the benchmark
Tennessee-Eastman Process (TEP). The TEP is a benchmark process proposed
by Downs and Vogel (1993) and is based on a real-life process system. The TEP
has been used extensively to study problems in the process control field, and
more recently in the context of ICS security (Cérdenas et al. (2011); Geng et al.
(2019); Genge and Siaterlis (2014); Krotofil and Cérdenas (2013); McEvoy and
Wolthusen (20110)). We implemented in MATLAB/Simulink a modified version
of the simulation proposed by Bathelt et al. (2015) which is based on the control
architecture proposed by Ricker Ricker (1996). The modifications included the
addition of an anomaly detector, a high-level simulation of network behaviour,
and nodes to simulate attacks, as well as the implementation of the proposed
approach itself.

First, to evaluate the accuracy of the proposed physics-based EWS for LTI
systems, we performed a large number of simulations under attacks conforming
to the threat model that we consider. In each of these simulations, we checked
whether the attack managed to cause damage to the system before being de-
tected by the anomaly detector. Then, we checked whether the proposed algo-
rithm raised a warning before the damage happened. Depending on whether the
algorithm’s predictions matched the result of the simulated attack, we computed
the rates of false/true positives/negatives. We also used numerical simulations
to compare our approach with similar existing work, specifically work that relies
on pure proximity measures that use raw sensor measurements (Carcano et al.
(2011); Castellanos and Zhou (2019); Coletta (2018); Etigowni et al. (2018)).

We showed through different scenarios that the system can be made to appear



1. INTRODUCTION

as though it is moving away from unsafe operating regions, thus tricking exist-
ing proximity-based techniques. However, the proposed approach can still raise
warning in these scenarios as it relies on reachable sets under stealthy attacks.
Additionally, we used attack scenarios to evaluate our suspicion metric. In par-
ticular, we showed that warnings are issued by the metric well before any harm
can take place. Furthermore, the scenarios illustrated how the criticality of the
warnings (i.e. low and high) are consistent with how “fast” an attacker can cause
damage. This result also showed that our choice of a low criticality warning as a
trigger for proactive data collection is appropriate.

Second, we evaluated the real-time performance of the proposed algorithm
by considering two aspects: the scalability of its execution time with respect to
different parameters and its effect on communication delays between important
control components. Using extensive simulations, we particularly assessed how
the execution time scales with respect to the complexity of the set of unsafe
states by introducing additional hypothetical safety constraints. We also assessed
scalability of the execution time with respect to the predictive component of
the suggested algorithm. To evaluate real-time performance, we augmented the
TEP with a simulation of networked behaviour of different components using the
MATLAB/Simulink Truetime library (Cervin et al. (2003)). This implementation
has allowed us to measure the effect of introducing our scheme on the time delay
in communication between critical parts of the TEP.

Finally, we considered in our evaluation the components associated with the
identification and collection of relevant data. Namely, we evaluated the relevance
of the collected data, the reduction in the control performance overhead caused
by real-time data collection, and the applicability of our data collection approach
in terms of supporting live forensic investigations. Our evaluation again relied on
simulations of attacks conforming to the threat model that we considered for our
physics-based EWS. In these simulations, we particularly inspected whether our
approach missed collecting any relevant data. We also compared the resulting
overhead on the control performance to the case where an “agnostic” collection
of all data at all times is enabled. Furthermore, we demonstrated a use case of

this approach where we showed its potential in improving the efficiency of log-
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based live Programmable Logic Controller (PLC) forensics analysis approaches
(Yau and Chow (2015)).

1.4 Research Contributions

The primary research contribution of the present work is a general approach
to engineering forensic readiness in ICS faced with the threat of stealthy attacks
seeking to cause physical damage. The novelty of the work lies in the combination

of the following:

1. A framework for physics-based Early Warning Systems (EWS) for ICS un-
der potential stealthy attacks affecting the physical behaviour of the system.
The framework is described in a fashion independent of the modelling for-
malism employed to represent the concerned system. A set of soundness
principles is proposed to guide the instantiation of the framework to a par-

ticular system.

The following contributions are related to this first component of our ap-

proach:

(a) An efficient, polynomial-time online monitoring algorithm for systems
that can be approximated using an LTT model. This algorithm partic-
ularly assesses whether the current state of the system can be taken
to an unsafe state via an attack that satisfies a practical and widely
studied model of stealthy attacks. The efficiency and real-time per-
formance of the algorithm is guaranteed by incorporating results from
ellipsoidal calculus. Extensive simulations have shown that the algo-
rithm can correctly predict, in 90.8% of the time, that if the system
is subjected to a stealthy attack, then the latter will be able to cause
damage. Furthermore, the algorithm can perform these safety checks
with an acceptable real-time performance, i.e. within a time period
well below the system’s sampling time. This execution time scales lin-
early with the number of safety constraints considered and the length

of the prediction horizon. In contrast to existing work, the proposed
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algorithm can warn about damage from a potential stealthy attack
even if the latter forces the system to appear as moving away from

unsafe operating modes.

An online security metric for LTI systems that reflects the probability
that a potential stealthy attack may be able to cause damage, which
we call the suspicion metric. The metric combines two components: a
measure of feasibility of a stealthy attack defined as its ability to cause
physical damage before getting detected and based on the size of the
reachable set’s intersection with the set of unsafe states; and a time-to-
unsafe-states (proximity) measure that approximates the shortest time
a potential stealthy attack would need to cause damage. Warnings
based on this metric are raised well before a potential attack is able to
cause damage, and in a manner that can soundly guide the selection

of post-warning measures, including proactive data collection.

2. An approach to proactively identify and collect a subset of relevant data

that can constitute potential evidence of a stealthy attack on an ICS. This

component of our overall approach to FR can be broken down into two

separate contributions:

(a)

An automated safety-driven technique that leverages the safe Process
Plant Layout (PPL) to identify data that is likely to be lost (i.e.
relevant data) to damage by a stealthy attack on a geographically-
distributed ICS. Using the PPL available by design, we map the safety
constraints predicted to be violated by a stealthy attack to specific
areas of the plant that may be damaged as a result. We then identify
data originating from devices and network connections in these areas
as relevant. Our empirical evaluation has shown that the proposed

technique misses such data in only 5.8% of cases.

A framework to select a subset of relevant data to be proactively col-
lected based on a trade-off between the potential impact of a stealthy
attack and the cost of performing data collection. Using the computed

suspicion metric, we compute the expected loss in revenue resulting
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from a potential stealthy attack. We then use this loss to determine
the value of collecting more data that may reveal a potential intrusion,
and we only collect relevant data with a collection cost below this value.
Empirical evaluation of this component on the TEP has demonstrated
a 35% improvement in controller performance when compared to the
case where an “all-data” collection approach is used. Furthermore,
we assess the applicability of our approach in the case where one em-
ploys a class of live forensics methods consisting of checking whether a
PLC’s code is maliciously modified. Our approach to data collection

can reduce the code checking execution time by an order of magnitude.

1.5 Thesis Outline

The remainder of thesis is organised along the following chapters:

o Chapter 2 - Background and Literature Review: we provide a narrative re-
view of existing literature, highlighting the identified gaps and the resulting

research questions which guided the work in this thesis.

e Chapter 3 - Forensic Readiness of Industrial Control Systems under Stealthy
Attacks: we present an overview of the work performed in this thesis, and
we motivate it with an example. We also describe our general framework
for physics-based EWS in ICS faced with stealthy attacks.

e Chapter 4 - Online Safety Monitoring and FEarly Warnings for Stealthy
Attacks: we propose an online safety monitoring algorithm for ICS under
stealthy attacks; particularly for systems that can be represented using an
LTI model. We design this algorithm according to the framework proposed
in the previous chapter, and we propose a suspicion metric reflecting the
probability of damage taking place if the system is subjected to a potential
stealthy attack.

e Chapter 5 - Safety-Driven Collection of Potential Evidence of Stealthy At-
tacks: we propose our approach for proactive collection of data that can

constitute evidence in ICS presented with the threat of stealthy attacks.
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We extend our EWS framework with an automated technique to identify
data relevant to forensic investigations in our context (i.e. data at risk
of being lost to damage). We also present a framework to select a subset
of data in a manner that reduces the overhead on control performance by

trading-off collection cost and expected attack impact.

e Chapter 6 - Evaluation: we discuss the evaluation of the research con-
tributions presented in this thesis. We employ a virtual testbed — the
Tennessee-Eastman Process (TEP) — to evaluate different aspects of our
work, such as accuracy and real-time performance of the online safety mon-

itoring algorithm, and the relevance of the proactively collected data.

o Chapter 7 - Conclusions and Future Directions: we summarise and con-
clude the thesis and suggest ideas for future work based on the present

contributions.

1.6 Publications

Most of the work described in this thesis was published or accepted with minor
revisions, and we are working towards publishing the final part: the approach
to proactively identify relevant data and decide on a subset of such data to col-
lect through a trade-off between attack impact and data collection cost. The

publications are as follows:

e M. Azzam, L. Pasquale, G. Provan and B. Nuseibeh, “Grounds for Sus-
picion: Physics-based Early Warnings for Stealthy Attacks on Industrial
Control Systems”, in IFEE Transactions on Dependable and Secure Com-
puting, doi: 10.1109/TDSC.2021.3113989.

This paper describes our framework for physics-based EWS in ICS faced
with the threat of stealthy attacks along with an instantiation of the frame-
work for LTT systems. In addition, we design a suspicion metric for LTI
systems that measures the probability that a stealthy attack could cause

damage.

14



1.6 Publications

e M. Azzam, L. Pasquale, G. Provan and B. Nuseibeh, “Efficient Predictive
Monitoring of Linear Time-Invariant Systems Under Stealthy Attacks”, ac-
cepted with minor revision in IEEE Transactions on Control Systems Tech-

nology.

This paper describes in detail our design for the predictive online safety

monitoring algorithm for ICS faced with stealthy attacks.

e M. Azzam, L. Pasquale, G. Provan and B. Nuseibeh, “Forensic Readiness

of Industrial Control Systems Under Stealthy Attacks”, under submission.

This paper extends our physics-based EWS with components that can au-
tomatically identify relevant data, and select a subset of such data to collect

by trading-off attack impact and collection cost.

The author of this thesis dissertation is the main author of all three publica-
tions. In all cases, this thesis should be regarded as the definitive version of the

work.
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Chapter 2

Background and Literature

Review

In this chapter, we perform a narrative review of the research areas where we
identified gaps that have shaped the main research questions and objectives of
the current work. We begin the chapter with an overview of the main related
areas and their intersections, along with a description of the positioning of the
present work, before moving to a more detailed review of related work in each

area.

2.1 Introduction

The work described in this thesis lies at the intersection of three main research
areas: (1) Digital Forensics (DF), (2) Cyber-Physical /Industrial Control Systems
(CPS/ICS), and (3) IT security. The DF area is concerned with the primary aim
of this thesis, which is the engineering of Forensic Readiness (FR) in ICS. The
CPS/ICS area is mainly concerned with our ICS application domain and the tools
that we use to achieve our objectives. The IT security area is related to our first
main objective, particularly in what concerns providing early warnings against
attacks on ICS. Figure 2.1 shows a diagram of the main related areas which are
the focus of the present review, along with their different intersections and the

research questions that we formulated within.
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CPS/ICS IT Security Fcl,)rf:;:;s

Safety Early Engineering
verification CPS/ICS Warning Forensic
and security Systems Readiness
monitoring (EWS) (FR)
Safety ICS Forensics
monitoring N aft\;\lcskio(:n N ~and — | Present Work
under physics- CPS/ICS En.gmeermg FR
based attacks in CPS/ICS
RQ5 RQ4 RQ1, RQ2,RQ3

Figure 2.1: Research areas and sub-areas reviewed in this chapter, along with
their different intersections of interest. An arrow from area/sub-area A — to
area/sub-area B means that B is a sub-area of A. If A — B and C — B then B C
ANnC.

Within each of these main areas, we identified the main sub-areas and inter-

sections that formed the focus of our review:

e Within DF, the main sub-area of concern is the Engineering of FR, as it
relates directly to our main aim.

e Within CPS/ICS, two sub-areas are of concern: the first is CPS/ICS secu-
rity, which shares some work related to the main area of IT security, and is
related to the main motivation behind this work: stealthy attacks affecting
physical processes in CPS/ICS. The second sub-area of concern is safety
verification and monitoring, which relates to the technique that we employ
in achieving the first main objective of this thesis.

e As for the area of IT security, in addition to works shared with CPS/ICS

security, our review was mainly concerned with the sub-area of Early Warn-
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ing Systems (EWS). We explored existing techniques used to provide early
warnings against attacks on IT infrastructure that are mainly characterised
with a resourceful adversary, and a “low-and-slow” approach to achieve ad-
versarial goals without getting detected. As the stealthy attacks that we are
concerned with in ICS feature similar characteristics, a review of existing
approaches to EWS in the context of the more mature field of I'T security
is important in order to approach the relatively new application domain of
CPS/ICS.

Our review has identified gaps and formulated research questions within the
intersections of these areas.

(DF N CPS/ICS). At the intersection of DF and CPS/ICS, we reviewed
existing work on ICS forensics and on engineering forensic-ready ICS. Namely,
we investigated the features that set ICS forensics apart from the more traditional
IT applications of DF. We also discussed the small body of work on supporting
FR in ICS. Through this review, we highlighted the main gap in the literature
that motivated the work in this thesis, which is the limited work on engineering
FR in ICS, particularly the lack of stealthy attacks considerations. We formulated
three research questions based on our review of this area:

e [RQ1] When should we trigger proactive data collection activities in ICS
given that anomaly detectors may not raise an alarm about a stealthy attack
in a sufficient period of time (i.e. well before the attack is able to cause
damage)?

e [RQ2] How can we identify data that is relevant to a potential investigation
of a stealthy attack in ICS?

e [RQ3] How can we select a subset of relevant data such that the control
performance overhead resulting from real-time data collection is reduced?

(CPS/ICS N IT security). To better understand how stealthy attacks
affect the FR of ICS, and to explore techniques that may help us in answering
[RQ1], we performed a review of the literature on CPS/ICS security. This area
also includes work related to IT security, and therefore can be considered to lie at
the intersection of the two main areas of CPS/ICS and IT security. We reviewed
existing I'T security and physics-based techniques to secure CPS/ICS. This review
has clarified the limitations to stealthy attack detection in ICS, and particularly
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highlighted the lack of techniques that can detect such attacks well before they can
cause damage. Second, we reviewed the limited number of existing approaches to
EWS in CPS/ICS (CPS/ICS security N EWS) to understand current progress
in this area and the limitations of EWS applications for CPS/ICS security. Based
on the review of this area, we formulated the following research question:

e [RQ4] How can we warn about stealthy attacks on ICS well before they are

able to cause any harm?

(CPS/ICS security N safety verification). At the intersection of the sub
areas of safety verification/monitoring and CPS/ICS security, we discussed the
limited body of work on monitoring the safety of ICS under attacks affecting
physical behaviour. This body of work is related to the technique that we employ
to achieve our first main objective. We highlight a lack of efficient and scalable
online safety monitoring approaches for ICS faced with stealthy attacks. This
review resulted in the following research question:

e [RQ5] How can we perform efficient and scalable online safety monitoring

under the threat of stealthy attacks in ICS?

The rest of this chapter is organised as follows: Section 2.2 provides a brief
background on CPS/ICS, specifically the features that sets them apart from tra-
ditional IT systems, and the implications of these features on security in ICS. In
Section 2.3, we review work within the area of DF and FR. Section 2.4 reviews
work on CPS/ICS security, in addition to the area of EWS, where we highlight
the features that distinguish them from traditional Intrusion Detection Systems
(IDS). We review existing techniques to monitor the safety of ICS under attacks
in Section 2.5. We finally conclude and summarise the discussions of this chapter

in Section 2.6.

2.2 Cyber-Physical and Industrial Control Sys-
tems (CPS/ICS) Preliminaries

Before reviewing the areas of CPS/ICS forensics and security, we provide in this
section a brief background on CPS/ICS. To understand the need for security

and forensics approaches tailored for CPS/ICS,; it is necessary to understand the
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Preliminaries

differences between these systems and traditional I'T systems. We describe these
differences in this section, and we highlight the implications of these differences
on how problems related to security and forensics are treated in CPS/ICS.

CPS can be generally defined as systems where software controls and mon-
itors a certain physical process (Alur (2015)). With the expansion of the com-
putational capabilities of computers in the past two decades, CPS has become a
new computing paradigm with a variety of applications: smart manufacturing,
medical devices, wearables, autonomous vehicles, smart grids, etc. (Alguliyev
et al. (2018)). Industrial Control Systems (ICS) can be considered a subclass of
CPS, with applications mainly in the industry, and with physical processes that
are often safety-critical and that form part of a nation’s critical infrastructure
(Kaouk et al. (2019); Zhu et al. (2011)). Examples include chemical process-
ing systems, manufacturing, power generation and distribution, transportation
systems — among others.

Figure 2.2 shows a diagram of the most common network architecture of a
typical ICS, the Supervisory Control and Data Acquisition (SCADA) standard.
In this typical architecture, networked components can be grouped along dif-
ferent levels (Cardenas et al. (2008); Kaouk et al. (2019)). At the lowest level
(Level 0) lie the physical processes being controlled and the devices used to in-
terface with these processes, such as sensors and actuators. These devices enable
the exchange of data between the physical processes and regulatory controllers.
Control algorithms are typically installed on proprietary Programmable Logic
Controllers (PLC’s), with Remote Terminal Units (RTU’s) acting as an interface
with these devices (Level 1). Operator workstations reside at the next level (Level
2) where supervisory control is performed, which consists mainly of varying the
set-points for physical quantities of interest. At Level 3, high-level management
of different manufacturing operation is performed, such as scheduling different
activities, logging physical process data in historians, and optimising different
aspects of production. The ICS is then connected to the corporate enterprise
system (Level 4) where, similarly to traditional IT systems, high-level decisions
about business-related activities are undertaken.

ICS feature several characteristics that differentiate them from traditional I'T

systems (Table 2.1). The most important of which lies in the main design ob-
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Figure 2.2: Standard Supervisory Control And Data Acquisition (SCADA) ar-
chitecture for an Industrial Control System (ICS) (PLC = Programmable Logic
Controller, RTU = Remote Terminal Unit).

jective. Due to ICS operations potentially affecting the physical world, these
systems primarily focus on the safety of individuals and equipment while satis-
fying some liveness requirements (Zhu et al. (2011)). However, IT systems are
mainly designed for information storage and protection from misuse. Due to the
safety criticality of ICS, hard real-time requirements are generally imposed on dif-
ferent control operations. In contrast, I'T systems can generally tolerate latency
(Kaouk et al. (2019); Zhu and Basar (2011)). ICS are also designed to operate
continuously for long periods of time, hence, they are less amenable to periodic
software updates and system reboots (Cardenas et al. (2008)). Additionally, due
to hard real-time requirements, software patching in ICS could involve a lengthy

and costly operation, and consequently it may not be economically viable. Tra-
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Preliminaries

Table 2.1: Main differences between Industrial Control Systems (ICS) and tradi-

tional IT systems.

Traditional IT
ICS
Systems

Main Design Safe operation of Security; information
Objective physical processes storage and protection
Real-time Hard real-time Latency generally
Performance requirements tolerated
Lifetime > 10 years < 5 years
Software Infrequent, requires Periodic updates and
Updates significant planning patches

ditional IT systems on the other hand have significantly shorter lifespans where
updates and software maintenance activities are conducted regularly.

The peculiarities of ICS have significant consequences on the approaches used
to secure these systems. At a fundamental level, their distinctive main design
objective imposes a reordering in terms of priority of the commonly desirable
security properties (Conti et al. (2021); Zhu et al. (2011)). Traditionally, security
in IT systems has revolved around the “C-I-A” triad: Confidentiality referring
to the restriction of access for unauthorised individuals; Integrity referring to the
prevention of unauthorised modifications of data; and Awvailability referring to
the requirement that data should be accessible to authorised users when needed
(Anderson (2020)). In ICS, the ordering of these properties is reversed, with
Availability and Integrity being prioritised over Confidentiality due to the safety-
criticality of the physical processes. Controllers in an ICS need to access sensor
measurements within hard-real-time requirements, and computational resources
need to be constantly available to execute control algorithms. Controllers also
need to access accurate and unmodified measurements in order to execute safe

and correct feedback control to maintain a certain set-point (Cardenas et al.
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Figure 2.3: Research areas reviewed in Section 2.3.

(2008); Kaouk et al. (2019); Zhu and Basar (2011)).

In addition to the reversal of security priorities, security approaches to ICS
systems must accommodate for the difficulty of performing software patching to
ICS components. Moreover, these approaches must also account for the hard-
real-time requirements implying the need to minimise interference with different
regulatory control operations. This reduces the feasibility of solutions such as
encryption as they may cause intolerable latency in control communications. Fi-
nally, within the control network (Levels 0-3, Figure 2.2), proprietary industrial
communication protocols such as Modbus, Profibus, OPC, DNP3 — among oth-
ers, are designed without any meaningful security consideration (Kaouk et al.

(2019)).

2.3 Digital Forensics and Forensic Readiness

In the previous section, we provided some background on CPS/ICS, particularly

regarding the features that distinguish them from traditional I'T systems, and we
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highlighted the implications of these differences on how security is approached in
these systems. In this section, we discuss how the field of ICS forensics is also
affected by these differences. We begin with a brief overview of the general field
of Digital Forensics (DF) and approaches to engineer Forensic Readiness (FR)
in traditional IT systems. We then review the relatively small body of existing
work applied to CPS/ICS (Figure 2.3).

2.3.1 Traditional IT/Software Systems

DF refers to the processes employed to collect, preserve and interpret digital
evidence to reconstruct how an incident occurred (Rowlingson et al. (2004)).
These processes have gained attention over the past few decades with the increase
in the number and complexity of cases that investigators struggle to handle. This
is due first to the increase in the number and variety of digital devices connected to
the internet. Second, the complexity of the systems that need to be investigated
has increased as well. The advent of CPS and Internet of Things (IoT) devices
for example has lead investigators to consider cyber-physical interactions that
haven’t been observed before in traditional IT /software systems (Alrimawi et al.
(2017)).

In the majority of existing work on digital forensic processes, little attention
is given to the factors that influence the object of investigation and the associated
evidence prior to the digital investigation process (Rowlingson et al. (2004)). A
large portion of important evidence stored in digital devices however tends to be
volatile, e.g. data stored on RAM, and may be vulnerable to tampering by an
offender (Pasquale et al. (2018)). The ability of investigators to reconstruct how
a certain incident happened is greatly dependent on the quality of the evidence
and the ability of digital devices to preserve data related to the incident. Con-
sequently, there is a need for software systems to be forensic-ready, i.e. capable
of identifying, collecting, and preserving, in advance, data that may be used as
evidence to investigate potential, known incidents — should they occur (Alrajeh
et al. (2017)).

Pasquale et al. (2018, 2013) have argued for a software engineering approach

to support forensic readiness by eliciting requirements for the proactive collection
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of data that may constitute evidence of a potential, known incident. For example,
ensuring the minimality and relevance of the proactively collected data represents
two of the main goals of Forensic Readiness (FR). The two goals imply a tradeoff
in the engineering of forensic-ready systems, as minimality, on the one hand, aims
to minimise the amount of preserved (potential) evidence in order to account for
performance issues and reduce the cognitive load on investigators. On the other
hand, the preserved evidence must be relevant; i.e. able to support or refute
potential incident hypotheses (Alrajeh et al. (2017); Pasquale et al. (2018)).

However, work on supporting FR is limited. The majority of work in this
area proposes high-level, organisational guidelines and frameworks that aim to
facilitate potential forensic investigations and ensure the integrity of potential
evidence. For example, Rowlingson et al. (2004) proposed a list of activities that
organisations can engage in to support FR; such as defining relevant business
scenarios, identifying potential sources of evidence and increasing the awareness of
staff using training programmes. Alenezi et al. (2017) proposed a framework that
combines technical, organisational, and legal factors to support cloud-based FR;
while Elyas et al. (2015) employed focus groups of experts to discuss challenges
faced by practitioners to achieve FR.

A few exceptions to this line of work on FR exist. For example, Shields et al.
(2011) proposed a continuous logging system of all potential evidence. However,
it is not clear how this proposal scales with the size of the environment as the
logging of all potential evidence may not be practical and may severely compli-
cate later analysis and investigations. A more selective approach was proposed
by Pasquale et al. (2016) where evidence collection activities are configured to tar-
get potential attack scenarios. Alrajeh et al. (2017) proposed a formal and explicit
representation of proactive evidence preservation requirements, and designed an
approach to synthesise specifications for systems to meet these requirements. The
approach was designed specifically to ensure the relevance and minimality of col-

lected evidence in the context of potential incident hypotheses.
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2.3.2 Industrial Control Systems

The differences between traditional IT /Software systems and CPS/ICS (Table 2.1)
have had implications on how DF are tackled in an ICS or a CPS in general. Al-
rimawi et al. (2017) have highlighted a fundamental challenge in investigating
general CPS: the interplay between the cyber and physical aspects of a CPS
leads to novel attack surfaces that have not been explored before in the practice
of DF. In the authors’ example, an offender takes advantage of the topology of
a smart building and the connectivity of different devices to launch an attack on
the Heating Ventilation and Air Conditioning (HVAC) system, causing the server
room to overheat and damaging the stored data. This extended attack surface in
a CPS/ICS requires digital investigations to be aware of potential cyber-physical
interactions. Existing software tools for digital forensics do not support the col-
lection of evidence related to attacks that exploit these interactions.

For ICS in particular, several other practical challenges to DF' in these systems
are encountered (Awad et al. (2018); Eden et al. (2016); Mohamed et al. (2020);
van der Knijff (2014); van Vliet et al. (2015)):

e The safety criticality of industrial processes and the difficulty of shutting
them down for investigations limits the ability of forensic tools to interfere
in their operation;

e The proprietary nature of most ICS devices and the resulting lack of docu-
mentation can complicate data acquisition tasks and may lead to a loss of
data;

e Low-level control devices, i.e. those that exist in the vicinity of physical
processes (levels 0-1 in Figure 2.2), typically feature low computational and
storage resources, which limits the applicability of software forensic tools.

In a large-scale ICS, shutting down a certain safety-critical physical process is
often expensive, complex, and time-consuming. It is an operation that requires
a significant amount of planning and is usually performed at a frequency in the
scale of several years, as illustrated by Wang et al. (2014) with the case study
of an ethylene chemical plant. As existing forensic tools may not preserve the
state of different hardware and software as they are running (Taveras (2013)),

there has been some attention given to tools that can perform live forensics in
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an ICS, i.e. while the system is running (Chan et al. (2010)). In an ICS however,
an important challenge facing live forensics is the preservation of the real-time
performance requirements essential for the safe operation of physical processes
(Ahmed et al. (2012); Taveras (2013)). Janicke et al. (2015) proposed a real-
time forensic monitoring framework that provides assurances of behavioural ICS
requirements expressed in interval temporal logic, while Al-Sharif et al. (2018)
developed a technique to collect digital evidence from the RAM of a computer
in an ICS network possibly targeted by an attack. This work however focuses
on devices that exist at a high-level in an ICS network (Figure 2.2). Hence, the
proposed approach may not directly interfere in the safety-critical operation of
devices present at a lower level in the network.

The challenges to ICS forensics caused by the proprietary nature of low-level
control devices and their low computational and storage resources are highlighted
in a case study performed by van Vliet et al. (2015). The study describes the pro-
cess of extracting data from a PLC that was damaged following a fire in a wind
turbine in the Netherlands in October 2013. With a lack of specialised forensic
tools, the data extraction process required a significant effort and close coopera-
tion between the investigative body and the manufacturer to ensure that potential
evidence is not lost. Another major difficulty in performing this data acquisition
lied in the fact that powering the device would overwrite existing log entries as
the PLC is configured to clear space due to low storage capacity. More recently,
there has been a growing body of work on developing specialised tools to analyse
and acquire evidence from specific ICS devices. For example, Chan et al. (2018);
Qasim et al. (2020); Yau et al. (2018) have proposed different logging mechanisms
to extract memory variables and configurations of PLC’s; while Hadziosmanovi¢
et al. (2012); Myers et al. (2017) have focused on acquiring and analysing logs
from engineering workstations.

Other work in ICS forensics has proposed frameworks inspired by work on tra-
ditional IT/Software systems forensics (Altschaffel et al. (2019); Elhoseny et al.
(2017); Kilpatrick et al. (2006); Mishra (2019); Wu et al. (2013)). For exam-
ple, Mishra (2019) has proposed an investigation framework that relies on models
of the epidemics of malware propagation in an ICS network, while Elhoseny et al.

(2017) and Kilpatrick et al. (2006) proposed forensic investigation frameworks
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based on a multi-agent distributed architecture to acquire data from different
parts of an ICS.

Most of the aforementioned existing work on ICS forensics has focused on
forensic investigations undertaken after an incident has occurred. Exceptions
to this line of work, i.e. live forensics methods, rely on the detection of some
anomalous behaviour to trigger data collection activities, while architectures and
framework for digital forensics in an ICS are designed for post-mortem investiga-
tions. Work on supporting FR in ICS is limited to design-time considerations and
generic high-level guidelines. For example, van der Knijff (2014) and Eden et al.
(2016) provided a list of forensically relevant sources of data in an ICS and pro-
posed some guidelines to plan incident response measures. Grispos et al. (2017)
and Ab Rahman et al. (2016) proposed general design considerations for medical
and cloud-based CPS, respectively, in order to incorporate FR requirements. Alri-
mawi et al. (2019) proposed a technique to extract patterns of incidents that have
previously occurred in a given CPS and instantiate these patterns to other CPS
in order to understand how the same incident may reoccur. While this technique
is promising in terms of supporting the FR of CPS facing reoccurring threats,
the work does not provide details on how to support the proactive collection of
data that may be relevant to a certain incident.

With attacks that target the physical process in an ICS, the resulting physical
damage will lead to a loss of potential evidence stored on low-level control devices.
This problem was also highlighted in the case study by van Vliet et al. (2015)
where the authors that noted that all electronic devices in the vicinity of the
turbine that caught fire were damaged beyond the possibility of extracting data
from them. Most existing work on ICS forensics relies on the occurrence of
a certain incident in order to trigger data collection or investigation activities
(Eden et al. (2016); Mohamed et al. (2020); van der Knijff (2014)). In the case of
work on live forensics (Al-Sharif et al. (2018); Taveras (2013)), data collection and
investigation activities are assumed to be triggered when an anomaly is detected.
However, the reliability of such a trigger depends highly on the ability to detect
anomalies resulting from attacks. For example, a class of attacks targeting the
physical process, called Stealthy Attacks, can evade existing anomaly detectors
and still cause physical damage (Bai et al. (2015); Pasqualetti et al. (2013)).
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Existing anomaly detectors designed for attacks targeting physical processes may
not be able to raise an alarm about such attacks within a sufficient period of time,
i.e. before they are able to cause physical damage and subsequently the loss of
important data (Giraldo et al. (2017)). Therefore, proactive collection of data
in ICS cannot rely solely on alerts from existing Intrusion/Anomaly Detection
Systems (IDS/ADS), and must take into consideration the physical effects of
attacks. To the best of our knowledge, no work has yet considered these factors
in the design of techniques to engineer FR in ICS. As a result, we formulate the
following research question:
RQ1. When should we trigger proactive data collection activities in ICS given
that anomaly detectors may not raise an alarm about a stealthy attack in a suffi-
cient period of time (i.e. well before the attack is able to cause damage)?
Another aspect to consider in proactive data collection is the large amount
of data typically generated by an ICS (Kiss et al. (2014)). Collecting all of this
data at all times may not be feasible, and may render forensic investigations in-
tractable. In addition, this “agnostic” collection of data may negatively affect
the performance of controllers, which is essential to guarantee safe operation and
maintenance of real-time requirements. Thus, to support the FR of a given 1CS,
it is important to identify data that is relevant to a forensic investigation, and
to systematically restrict data collection to a subset of this data to reduce po-
tential control performance overhead (Pasquale et al. (2018)). To the best of
our knowledge, there is no work that considers these aspects for the engineer-
ing of forensic-ready ICS. Consequently, we formulate the following two research
questions:
RQ2. How can we identify data that is relevant to a potential investigation of a
stealthy attack in ICS?
RQ3. How can we select a subset of relevant data such that the control perfor-

mance overhead resulting from real-time data collection is reduced?

2.4 CPS and ICS Security

In the previous section, we reviewed work on CPS/ICS forensics, and we high-

lighted a lack of methods to support the FR of ICS. In particular, we discussed
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the volatility of evidence in ICS as a result of the ability of attacks to cause
physical damage in these systems. An important challenge to the FR of ICS is
the fact that Stealthy Attacks can evade anomaly detectors and cause damage
without getting detected. As the vast majority of live forensics methods in ICS
rely on the detection of an anomaly to trigger data collection, there is a need
for an alternative trigger given the threat of stealthy attacks. In this section, we
provide some background on the security issues of CPS/ICS, particularly attacks
targeting physical processes, and we explain the difficulty of detecting stealthy
attacks in particular (Figure 2.4). We then review existing work on providing
Early Warnings about cyberattacks, a topic that is primarily tackled within the
traditional IT literature, with scarce applications in CPS/ICS security.

CPS/ICS IT Security Digital
Forensics
Safety Early Engineering
verification CPS/ICS Warning Forensic
and security Systems Readiness
monitoring (EWS) (FR)
e s (P
Present Work
under physics- m attacks on m Engineering FR -

CPS/ICS

based attacks in CPS/ICS

Figure 2.4: Research areas reviewed in Sections 2.4.1 and 2.4.2.

2.4.1 1IT-based Approaches

In the past decade, the opening of the traditionally isolated control network to

the enterprise network (Level 4, Figure 2.2) has exposed several vulnerabilities
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within ICS. As a result, there has been a significant research effort to secure
ICS. Typically, control networks exhibit a simpler behaviour than the one found
in traditional I'T systems, with a mostly fixed topology, relatively regular com-
munication patterns, rare changes in users, and a reduced number of different
protocols (Cardenas et al. (2008)). As a result, the implementation of network-
based Intrusion Detection Systems (IDS’) tends to be easier than in traditional
IT systems (Cheung et al. (2007)).

Several network-based IDS inspired from techniques found in traditional IT
systems have been proposed. Mitchell and Chen (2014) have grouped these tech-
niques into two main categories: (1) knowledge-based and (2) behaviour-based
intrusion detection. Knowledge-based techniques rely on a known threat model
and look for features in the network traffic that are consistent with the prede-
fined model. Examples include the works by Genge et al. (2014) and Cheminod
et al. (2017). Behaviour-based intrusion detection relies in contrast on a model
of the network itself, and attempts to capture deviations from this model due
to potential intrusions. Models of ICS networks can be constructed using for-
mal specifications, such as in the work of Mercaldo et al. (2019), Bernieri et al.
(2019), McEvoy and Wolthusen (2010) — among others. Learning-based tech-
niques have also been trained on ICS network datasets and used as models of
normal network operations (Liu et al. (2018); Niu et al. (2019); Sayegh et al.
(2014)). Other IT-based approaches to ICS security have considered network de-
sign for security (Genge and Siaterlis (2014); McEvoy and Wolthusen (2011a));
for example, McEvoy and Wolthusen (2011a) have suggested an efficient network
protocol that seeks to verify the authenticity of network packets circulating in an
ICS network.

IDS techniques relying purely on network behaviour are however insufficient
to properly detect attacks and secure ICS networks. Hadziosmanovi¢ et al. (2012)
has shown that both categories of network-based IDS face several limitations in
ICS. First, knowledge-based techniques are ineffective against attacks that ex-
ploit zero-day vulnerabilities, for which no known threat model is available, with
Stuxnet (Albright et al. (2011)) being the most relevant example of this limita-

tion. Second, the authors have empirically demonstrated that behaviour-based

32



2.4 CPS and ICS Security

techniques that lack knowledge of the specific semantics of the process are ineffec-
tive against attacks that cause little variability in network behaviour. Attackers
may use valid commands within normal communication channels to disrupt the
operation of an ICS. For example, a PLC can be made to forcefully close a valve
mounted on a pipe transporting hot steam, thus potentially causing the pipe to
burst. Normal network behaviour could be maintained during this attack, thus
evading anomaly-based IDS, and without any knowledge of the physical behaviour

of the system (i.e. the semantics), attackers would still manage to cause damage.

2.4.2 Physics-based Approaches

In light of the limitations of traditional I'T-based techniques to secure ICS, physics-
based approaches, drawing particularly on results within the control theory com-
munity, have received increased attention in the past few years (Conti et al.
(2021); Giraldo et al. (2018); Lun et al. (2019); Mahmoud et al. (2019); Rashidine-
jad et al. (2019); Sdnchez et al. (2019)). We begin this section with a brief back-
ground on attacks that target physical processes in a CPS/ICS before reviewing
physics-based approaches to such attacks.

2.4.2.1 Background

The works reviewed in this section consider mainly data obtained from low-level
control devices and the physical process itself (Levels 0-1 in Figure 2.2). At
this level, control systems feature a feedback loop as shown in Figure 2.5-a. A
feedback control system consists mainly of four components: (1) the physical
process itself; (2) sensors that report some physical quantities of interest, often
grouped in a vector y(k) with k as the sampling time instant; (3) a controller that
regulates the process based on some control law; and (4) actuators that influence
the process upon receiving a signal u(k) from the controller.

The attacks considered within works adopting a physics-based approach to
ICS security consist of disrupting the flow of data between the devices that form
the control loop, and are often considered to be Man-in-the-Middle (MitM) at-
tacks. When discussing such attacks, a fundamental assumption is often made

that the offenders have managed to gain access to communication channels and
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Figure 2.5: (a) General feedback control architecture, with y(k) denoting sen-
sor measurements and u(k) denoting actuator signals (control inputs) at a time k,
respectively. (b) General deception attack consisting of modifying sensor measure-
ments and/or control inputs with a signal §(k). (c) General DoS attack consisting
of preventing sensor measurements and/or control inputs from respectively reach-

ing the controller and the physical process.

control devices and have bypassed existing cyber firewalls or network-based IDS.
Access to control devices can also be assumed to have taken via physical means,
such as an attacker physically accessing the relevant devices and modifying cer-
tain parameters. In both cases, the study of attacks on ICS within physics-based
approaches is often focused on the manner by which control data is modified /in-
tercepted, and is decoupled from the manner by which such devices or communica-
tion channels have been accessed. Thus, “attacks” in the context of physics-based
methods in ICS often refer to the disruption of the flow of data between control
devices.

Attacks inside the control loop can fall within two main categories (Mousavine-
jad et al. (2019)): (1) Deception attacks that compromise its integrity (Figure 2.5-
b); and (2) Denial-of-Service (DoS) attacks which compromise the availability of
the control data (Figure 2.5-¢). DoS attacks are similar to the ones found within

traditional IT systems, and consist of either preventing sensor measurements
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from reaching the controller or preventing the controller from sending control in-
puts. This could easily disrupt the stability of the system as real-time response
to potential disturbances is severely hindered (Teixeira, Shames, Sandberg and
Johansson (2015)).

Deception attacks consist mainly of corrupting control data with false mea-
surements that don’t reflect the true value of the physical quantities of interest,
or false control signals that don’t reflect the controller’s control law. Deception
attacks can be further broken down into two main types depending on the kind
of malicious modification performed to the signals exchanged between control
devices. (i) Replay attacks are ones where the attacker records sensor measure-
ments for a certain period of time, then replays these measurements while they
perform some other illicit actions to the system (Teixeira, Shames, Sandberg and
Johansson (2015)). This is similar to when a security camera in a building is
made to replay a video of normal activity while offenders execute their own illicit
actions (Mo and Sinopoli (2009)). (ii) False Data Injection Attacks (FDIA’s)
consist of directly modifying sensor measurements or control signals in real-time.
A MitM offender could for example add a bias to certain measurements received
by the controller so that the latter is tricked into executing an inadequate control

response.

2.4.2.2 Attack Detection

Physics-based attack detection in ICS refers to a variety of detection methods
where knowledge of the physical dynamics of the system is at the centre of the
detection procedure, and indicators of attacks and/or anomalies are based on
real-time measurements of the physical process (Giraldo et al. (2018)). The fun-
damental idea behind this approach, which is derived from the traditional Fault
Detection and Identification (FDI) field (Hwang et al. (2009)), is that physical
processes in ICS behave according to immutable natural laws, and any devia-
tion from this behaviour could indicate the presence of an anomaly or an attack
(Giraldo et al. (2018); Urbina et al. (2016)).

Several works in the past decade have considered this approach to attack

detection in CPS/ICS. These works only consider the actions of the attacker
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at the control loop (Figure 2.5), with an underlying assumption that they have
already managed to gain access to different communication channels between
low-level control devices, and have been able to evade existing firewalls and/or
network-based IDS; or even have physical access to the victim components. The
vast majority of works falling into this line of research consider deception attacks
as a main concern. DoS attacks are easier to detect at the physical level, as the
anomaly detector would immediately sense the absence of sensor measurements
at a given time instant, and digital controllers are inherently designed to use
the last received sensor measurement in the absence of further real-time inputs.
The non-trivial part of securing control systems against DoS attacks lies in either
making controllers more resilient to the absence of sensor measurements, or in
distinguishing between an actual DoS attack and a fault in the network (Teixeira,
Shames, Sandberg and Johansson (2015)). The first aspect is a concern for the
Networked Control Systems (NCS) research field, while the second is mostly a
concern of network-based IDS. We therefore focus in this section on works dealing
with the detection of deception attacks.

The most popular category of physics-based detection methods employs a sta-
tistical change detection technique to keep track of significant deviations from nor-
mal operations. This class of detectors consists of a residual metric that computes
the difference between measurements received by the controller and measurements
estimated based on a model of the system. A statistical change detection test is
then applied to check whether the residual conforms to a nominal statistical dis-
tribution, where this nominal distribution is dependent on the noise inherent to
the system. In particular, the Chi-squared and Cumulative-Sum (CUSUM) tests
(Mo et al. (2014); Murguia and Ruths (2016)) for statistical change detection have
been extensively used and studied in this area of the literature. Other such tests
include the Sequential Probability Ratio Test (SPRT) (Cardenas et al. (2011)),
the Exponential Weighted Moving Average (EWMA) (Umsonst and Sandberg
(2018)), the Kullback-Leibler divergence (Bai et al. (2015)), and the Wassertein
metric (Li and Martinez (2020)).

One of the earliest works to apply these ideas to attack detection is found in
the papers by Amin et al. (2012a,b) which constructed a detailed physical model
of a SCADA water distribution system and designed an attack detection strategy
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based on an ensemble of observers that compute residuals for different sensors in
the system. Palleti et al. (2018) and Qadeer et al. (2017) used a CUSUM-based
anomaly detector to detect a variety of attacks on a water treatment system. A
large body of work considered this approach to attack detection in power systems
(Lakshminarayana et al. (2019); Pan et al. (2019); Sargolzaei et al. (2019); Urbina
et al. (2016); Zhu and Bagar (2011)).

The main limitation behind this class of detectors is the possibility for a
resourceful attacker, i.e. an offender with sufficient knowledge of system param-
eters, to bypass these detectors by exploiting noise and/or control theoretical
properties. The term Stealthy Attack encompasses a variety of attacks in the
feedback control loop that can achieve their goal, which is typically assumed to
be the damaging of the system, without getting detected by the existing physics-
based anomaly detector.

A large body of work over the past decade has demonstrated both empiri-
cally and theoretically that stealthy attacks can be designed to evade existing
anomaly detectors. Cérdenas et al. (2011) constructed models of false data in-
jection attacks that can bypass CUSUM anomaly detectors with knowledge of
these detectors’ tuning parameters by making sure that the false data injected
by the attacker does not cause the residual to exceed the detection threshold.
The attacker was assumed to possess knowledge of the detection threshold of
the CUSUM test. While in general, detection thresholds can be made arbitrar-
ily small to limit the impact of a stealthy attack, this would come at the cost
of a high false alarm rate. This relationship was investigated further by Urbina
et al. (2016) where an adversary model capable of adapting to changing detection
thresholds to remain stealthy was studied.

Several works in the literature have also leveraged results from control the-
ory to prove the possibility of more sophisticated attacks that can bypass ex-
isting anomaly detectors (Ayas and Djouadi (2016); Li and Yang (2019); Liu
et al. (2011); Park et al. (2019); Smith (2015); Teixeira, Sandberg and Johansson
(2015)). Pasqualetti et al. (2015, 2013) provided theoretical proofs that the ex-
istence of invariant zeroes in a given control system guarantees the existence of
undetectable FDIA on sensors and actuators, regardless of the existing residual-

based anomaly detector. Bai et al. (2015) provided theoretical guarantees on the
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stealthiness of an attacker seeking to deteriorate state estimation in a Kalman
filter with a stochastic control system. Murguia and Ruths (2018); Murguia et al.
(2018, 2017) have described attack models where stealthiness is achieved by mim-
icking or only slightly changing the false alarm rate of the existing residual-based
anomaly detector.

In light of the limitations of residual-based anomaly detectors, some work
has considered active monitoring as an effective way of detecting sophisticated
stealthy attacks. Active monitoring refers to a class of attack detection methods
that rely on modifying the inputs to the system in such a way that the mod-
ification would have some known effect on the system’s outputs. These effects
are then searched for within received sensor measurements where their absence
may the suggest the presence of some kind of anomaly. Keller and Sauter (2013)
has suggested inducing purposeful communication data losses to reveal potential
stealthy MitM attacks. Marquis et al. (2018); Mo et al. (2014, 2015); Satchidanan-
dan and Kumar (2017); Weerakkody et al. (2014) have proposed watermarking of
sensor outputs using a known component of the input (actuator) signal. Moving
target defence (Fang et al. (2019); Griffioen, Weerakkody and Sinopoli (2019);
Tian et al. (2019); Weerakkody et al. (2017); Weerakkody and Sinopoli (2015)),
which introduces time-varying parameters that modify the mathematical model
of the system, has also been suggested as a way to detect stealthy attacks in
the feedback control loop as it hinders the attacker’s knowledge of the system.
Teixeira et al. (2012) and Hoehn and Zhang (2016) proposed the modification
of the structure of the system itself, by introducing additional measurements or
modulating input signals in order to remove the possibility of the undetectable
attacks described by Pasqualetti et al. (2015, 2013).

The main limitation with active monitoring techniques lies in their potential
to compromise the safety and the performance of a control system in practice
(Griffioen, Weerakkody, Sinopoli, Ozel and Mo (2019)). Unlike traditional IT
systems, ICS operate under hard real-time requirements to ensure safety of op-
erators and equipment. Introducing communication losses in the control loop
may have a negative effect on the satisfaction of these requirements. Modifying
feedback control inputs may compromise the performance of the system in terms

of remaining at a given set-point and may introduce economic losses. While some
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theoretical guarantees on the performance degradation in the presence of water-
marking and signal modulation were presented in the respective works, it is not
clear whether these guarantees would hold in practice. Finally, modifications of
a control system’s structure could be very expensive if at all feasible in realistic
situations.

Within the majority of work on attack detection in CPS/ICS, the issue of
detection delay is rarely addressed (Bonakdarpour et al. (2018); Giraldo et al.
(2018)). This delay refers specifically to the time elapsed between the start of a
given attack and the time instant an alarm is raised. Detection delay is especially
important in safety-critical systems where a sufficient period of time is required
to implement defensive measures that can prevent potential damage from taking
place. With physics-based detectors, there is a trade-off between detection delay
and false alarm rate (Giraldo et al. (2018); Urbina et al. (2016)). However, to
the best of our knowledge, work addressing this issue is scarce. Akowuah and
Kong (2021) have proposed an adaptive approach whereby the parameters of a
CUSUM detector are tuned in real-time to either favour a low false alarm rate or
a low detection delay depending on the current state of the system. While the
approach has been shown to perform well with simple deception attacks (fixed
biases on sensor values), it is not clear how it performs under stealthy attacks
where knowledge of the existing anomaly detector is used to evade it. The detec-
tion delay is also considered as a performance metric in the work by Park et al.
(2017). However, the authors’ results show that under a knowledgeable stealthy
attack, the detection delay can be too high to guarantee timely detection, i.e.

well before damage can happen.

2.4.2.3 Other Physics-based Approaches

Ideas from the domains of networked, robust, fault-tolerant, and optimal con-
trol have also been applied to increase the resilience of control systems when
faced with attacks in the control loop. Several works have considered resilience
in the presence of DoS attacks (Amin et al. (2009); Gupta et al. (2010); Hammad
et al. (2015); Li et al. (2019); Mousavinejad et al. (2019); Sun and Yang (2019))

and adapted results in networked control systems which deals with the design of
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control systems under various communication limitations. Other work has con-
sidered resilience under deception attacks (Chen and Sankaranarayanan (2017);
Fawzi et al. (2014); Zhu and Martinez (2014); Zhu and Bagar (2011)). However,
the majority of these works propose resilient control strategies that are depen-
dent on some technique to first detect attacks, similar to those reviewed in the
previous section. Thus several of these works face the same previously described
limitations under stealthy attacks.

The use of statistical modelling and machine learning in order to model the
physical dynamics of a given system and perform anomaly detection can be also
observed in the literature (Amin et al. (2019); Junejo and Goh (2016); Kravchik
and Shabtai (2019); Mashima and Cardenas (2012); Sargolzaei et al. (2019)).
While these techniques may reduce or even remove the effort required to model
the system using first principles, and may also be more effective against “low-
and-slow” stealthy attacks, they also face several drawbacks. The first of which
lies in their need for proper datasets for training and testing. The majority of
public datasets in cybersecurity research include data concerning network be-
haviour and are geared towards traditional I'T-based approaches to security. In
addition, building datasets of anomalous behaviour by gathering data from real-
world systems may be infeasible in practice, as simulating attacks that can cause
physical damage can be costly and hazardous. Therefore, works like the one by
Aoudi et al. (2018) focus on constructing datasets based on normal behaviour
and training machine learning models to detect deviations from this behaviour.
However, the work by Erba and Tippenhauer (2020) has shown empirically that
several of the physics-agnostics techniques proposed in the literature can miss
sophisticated attacks that take advantage of some dynamical properties of the
system as these properties are not normally captured by the statistical modelling
technique during the training phase.

Finally, we mention some works on offline risk assessment based on the quan-
tification of the potential impact of stealthy attacks using physical models. Es-
fahani et al. (2010); Hashemi et al. (2018); Liu et al. (2021); Milosevi¢ et al.
(2018); Murguia et al. (2017) have proposed reachability analysis techniques to
quantify the impact of potential attacks using the size of the reachable set, which

can then be used as a component of some risk measure. Other works such as the
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ones by Hendrickx et al. (2014); Milosevic et al. (2018); Sandberg et al. (2010);
Teixeira et al. (2013); Teixeira, Sou, Sandberg and Johansson (2015) propose a
so-called security index which characterises the minimum number of components
where the allocation of security measures such as encryption would be needed in
order to prevent stealthy attacks. Existing risk management-based approaches
are mostly focused on offline risk assessment and do not consider transient op-
eration of some realistic ICS, which may then introduce variations to the initial
system state before an attack occurs, and subsequently to the potential impact
of the attack. Techniques to allocate security measures using the security index
have not yet considered realistic considerations of real-time requirements when
implementing measures such as encryption. For example, real-time requirements
may dictate that the number of sensors that can tolerate latency due to security
measures is less than the minimum required to prevent stealthy attacks. In such
case, an expensive redesign of the control architecture may be needed to achieve

the desired results.

2.4.3 Early Warning Systems (EWS)

In the previous sections, we introduced the area of CPS/ICS security and provided
some background on security issues facing safety-critical ICS. We also discussed
work on the detection of stealthy attacks targeting physical processes, and we
focused on the difficulty of detecting such attacks and the limitations of existing
techniques. In particular, we observed that most work in this area focuses on per-
forming attack detection up to a certain performance limit, but rarely addresses
the issue of detecting or warning against the attack well before harm takes place.
In this section, we discuss work on Farly Warning Systems (EWS). EWS can be
considered as a proactive approach to deal with potential harm in a variety of
scenarios, and their design has the aim of supporting the selection of proactive
measures. In the context of security, EWS have found applications primarily
within traditional I'T systems. We begin this section with some background on
these systems and the features that differentiate them from traditional attack de-
tection approaches, before providing an overview of work in this area, including
the limited work applied to CPS/ICS security (Figure 2.6).
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Figure 2.6: Research areas reviewed in Section 2.4.3.

2.4.3.1 EWS and Traditional Attack Detection

EWS are well established in the context of disasters that threaten infrastructure
and individuals. For example, early warnings about natural disasters can help
public authorities take measures in order to reduce material and human losses;
such as reducing water levels in reservoirs, reinforcing structures, and increasing
the capacity of healthcare services (Zhou et al. (2018)). EWS are also studied
in different domains of healthcare; for example, an early warning score based on
different physiological parameters is considered by Subbe et al. (2001) to prevent
catastrophic deterioration in intensive care unit patients. Regardless of the ap-
plication domain, an EWS often features two main characteristics: (1) a tool to
process data from various sources and to predict — up to a degree of uncertainty
— potential harm; and (2) a mechanism to guide the selection of measures that
mitigate harm.

In recent years, with the increased complexity of I'T systems and cyber-threats,

the study of EWS against cyberattacks has received some attention. In the con-
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text of I'T security, EWS combine preventive measures, such as risk and vulnera-
bility assessment, with IDS, to provide a clearer “picture” of the security situation
and send warnings about potential network intrusions (Apel et al. (2009)). They
are regarded as a complementary solution to existing IDS and Anomaly Detection
Systems (ADS), where their main benefit lies in providing predictions of potential
harm in unfamiliar situations, typically with zero-day attacks (Ramaki and Atani
(2016)).

Traditionally, IDS/ADS exist as a reactive security solution where alarms are
generally based on either a clear deviation from normality or a strong evidence
of misuse. However, intelligently crafted attacks that take advantage of unknown
(zero-day) vulnerabilities may be able to successfully achieve their goals without
getting detected. Dealing with the threat of zero-day attacks requires a more
proactive approach. Differently from IDS/ADS, EWS proactively collect, accu-
mulate, and combine events that don’t necessarily form part of a known attack
signature or a clear anomaly in order to construct a better picture of the secu-
rity situation (Ramaki and Atani (2016)). This serves to inform operators about
potential threats to their network in their early stages, and advise on necessary
measures that prevent the violation of security properties. Thus, in contrast to
an alert raised by an IDS or an ADS, an “early warning” does not necessarily
imply that an attack is present, it is rather an uncertain prediction of potential
future harm based on a variety of indicators.

The collection and aggregation of data (often considered to be of “low qual-
ity” (Kalutarage, Lee, Shaikh and Sung (2015))) from heterogeneous sources is a
prominent feature of EWS proposed in the literature. For example, Chivers et al.
(2009) considered events such as failed connections, failed logins, and anomalous
phone calls to be weak indicators of malicious insider activity. Such events by
themselves may not be considered by an IDS/ADS. These indicators are then
aggregated and accumulated using a Bayesian score that reflects the probability
of a node being subverted. Kalutarage, Lee, Shaikh and Sung (2015); Kalutarage
et al. (2013) considered a similar Bayesian approach to tackle “low-and-slow”
network attacks in their reconnaissance phase. Grobauer et al. (2006) and Apel
et al. (2009, 2010) both proposed EWS that rely on intelligence sharing between

different organisations and stakeholders in order to counter advanced coordinated
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cyber threats in their early stages. The main challenge with this class of EWS
is to ensure the privacy and confidentiality requirements when data is moved
between different stakeholders.

EWS go beyond IDS/ADS by incorporating a mechanism to predict potential
harm to the system. This is performed using, for instance, statistical modelling
as in the work of Abbaszadeh et al. (2018) or unsupervised learning as described
by Brignoli et al. (2020). The EWS proposed by Apel et al. (2010) allows pre-
dictions of cyber threats by automatically deriving new attack signatures and
reporting novel malware threats. While EWS by themselves may not necessarily
detect attacks, they can guide the selection of actions that may in turn reveal a po-
tential intrusion. For example, the framework proposed by Brignoli et al. (2020)
allows the evaluation of the potential impact and subsequently the selection of
active countermeasures in IoT networks. The approach proposed by Kalutarage
et al. (2012) combines Bayesian reasoning and statistical normality testing for the
attribution of malicious or suspicious activity in the context of cyber conflicts.
Finally, it is worth mentioning that a variety of commercial EWS exist (Ramaki
and Atani (2016)). Examples of these systems include the Symantec DeepSight
system (Symantec (2014)) that gathers threat intelligence from a large number of
sensors deployed globally, and similar country-level EWS such as Herold (Theil-
mann (2010)) deployed in Germany.

2.4.3.2 CPS and ICS Applications

To the best of our knowledge, work on EWS in ICS and specifically in the con-
text of attacks targeting the physical process is scarce and limited. One excep-
tion is the work by Abbaszadeh et al. (2018), which generates early warnings
based on potential anomalies predicted by learning time series behaviour. Other
work which can be considered close to implementing EWS in ICS due to incor-
porating some form of prediction of unsafe states falls under the line of online
safety monitoring (Carcano et al. (2011); Castellanos and Zhou (2019); Coletta
(2018); Etigowni et al. (2018)) discussed in Section 2.5.2. For example, the work
by Etigowni et al. (2018) incorporates a prediction of future system behaviour us-

ing an approximated model of the system and the monitoring of controller states.
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However, none of these works consider attacks that take advantage of system and

control-theoretic properties, such as measurement noise, to evade detection.

2.4.4 Summary of CPS/ICS Security Review

In Section 2.4, we presented an overview of relevant work in CPS/ICS security.
We highlighted the main theoretical and practical limitations of securing ICS
under the threat of stealthy attacks. Our survey of this area has revealed that
most of the existing work dealing with stealthy attacks has focused on the reactive
detection of attacks based on the resulting (physical) anomalies — up to a certain
performance bound. This essentially implies that zero-day stealthy attacks that
can cause significant damage (before resulting anomalies can be detected) may
always be possible. In addition, practical limitations to approaches such as active
monitoring and security measure allocation are not considered in the majority of
the surveyed works.

Given the fundamental practical and theoretical limitations underpinning the
detection of stealthy attacks, there is a need for a more proactive approach that
can provide early warnings about stealthy attacks, particularly well before any
harm can take place. However, in our review of the area of EWS, we noted a lack
of techniques developed specifically for attacks on ICS. The limited work in this
area assumes that raw data obtained from sensors and actuators can be trusted,
and does not consider stealthy attacks. Consequently, we formulate the following
research question:

RQ4. How can we warn about stealthy attacks on ICS well before they are able

to cause any harm?

2.5 Monitoring for Safety in I1CS

In the previous section, we provided some background in CPS/ICS security, and
reviewed some related work within. We identified a gap in this area consisting of
a lack of work on EWS that can warn well in advance of potential stealthy attacks
in an ICS. In this section, we briefly introduce the area of safety verification and

monitoring of control systems. Our work partly falls within this area as we would
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Figure 2.7: Research areas reviewed in Section 2.5.

like to monitor the effect of potential stealthy attacks on the physical process
in an ICS, in order to warn against potential safety violations. Consequently,
we review the relatively small body of work within the area of safety monitoring

under attacks targeting the physical process (Figure 2.7).

2.5.1 Safety Verification and Monitoring

The process of verifying a control system aims to check whether its behaviour
satisfies a given property (Alur (2015)). With safety verification of control sys-
tems, we aim to check in particular whether the system behaves in a way that
guarantees the satisfaction of some predefined safety constraints. For a dynamical
system, reachability analysis can be used to perform safety verification, where the
problem is often formalised as asking whether a predefined set of unsafe states is
reachable from a given initial state or from a set of initial states, at a given time
during the system’s execution (Le Guernic (2009)).

Computing the exact reachable set of a dynamical system, except in a lim-
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ited number of cases, is an undecidable problem. Thus, the vast majority of
work in this area focuses on approximating the reachable sets with geometric
set representations and attempts to design computationally efficient algorithms
to perform these approximations. Examples of such geometric approximations
include boxes, zonotopes, ellipsoids — among others. Efficient and scalable al-
gorithms for reachability analysis of different classes of dynamical systems have
been extensively studied in the literature, with examples including algorithms em-
ploying support functions to guide reachability (Le Guernic and Girard (2009)),
or results in ellipsoidal calculus (Kurzhanski and Varaiya (2000)).

The problem of monitoring the safety of a control system is similar in its
objective to the more traditional verification problem in the sense that they both
look for potential violations of safety constraints. However, monitoring is per-
formed in real-time, and in the context of control systems, it specifically asks
whether given the current state of the system, there exists a control input or
a potential disturbance that can take the system outside its predefined set of
safe states within a bounded period of time in the future (Chen and Sankara-
narayanan (2017); Li et al. (2013)). In practice, the approach is more difficult to
implement as real-time requirements impose that such monitoring techniques be
fast and efficient. As reachability analysis is generally computationally expensive,
performing it in real-time using existing techniques for safety verification may not
be feasible.

However, with the advent of black-box control algorithms that are not amenable
to the formal reasoning required to derive safety guarantees, the problem of real-
time safety monitoring has gained increased attention in recent years. Exam-
ples of such black-box control laws include Model Predictive Control (MPC) and
machine learning-based algorithms (Chen and Sankaranarayanan (2017)). The
problem of real-time safety monitoring has also been motivated with the increased
complexity of some systems whereby offline models that are relied upon to per-
form safety verification may not accurately represent the behaviour of the system
at runtime. This is especially true in the area of medical device CPS where
the large number of parameters and the complexity of biological systems have
motivated the design of online model checking (Li et al. (2013)).
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Several works in this area have attempted to adapt existing reachability anal-
ysis results in order to make them computationally feasible in real-time (Allen
et al. (2014); Althoff et al. (2015); Bu et al. (2019); Chen and Sankaranarayanan
(2017); Chou et al. (2020); Johnson et al. (2016); Li et al. (2013); Tran et al.
(2019)). Althoff et al. (2015) and Chen and Sankaranarayanan (2017) proposed
an approach to online safety monitoring whereby an approximation of reachable
sets using symbolic representations is performed offline, and then instantiated
online given concrete estimates of the current state of the system. This approach
is promising in terms of real-time performance as it restricts the most compu-
tationally expensive steps to an offline, design-time activity. Allen et al. (2014)
have adopted a similar approach with the difference being that the offline activ-
ity consisted of solving multiple two-point boundary value problems which were
then used as a training dataset to construct linear regression and support vector
machine models. At runtime, these models were used in query-based algorithms
for an approximate real-time solution to the reachability problem.

Other works such as the one by Tran et al. (2019) took advantage of reacha-
bility tools designed to be efficient for short-time reachability analysis to perform
it in real-time. This is feasible since real-time reachability analysis essentially
attempts to compute the reachable set from one sampling time instant to the
other, which is a short interval of time relative to the entire runtime duration
of the system. Aside from using reachability analysis, the prediction of future
system states using an identified model of the system was used to perform safe
planning; such as in the work of Zhu and Bagar (2011) focused on the manage-
ment of high-speed train operations, and in that of Chou et al. (2020) where
Bayesian inference was used to predict potential collisions between Unmanned
Aerial Vehicles (UAV’s).

2.5.2 Safety Monitoring Under Physics-based Attacks on
CPS/ICS

Attacks targeting the physical process in an ICS as shown in Figure 2.5 can
be considered to be exogenous inputs to the system. Safety monitoring under

such attacks asks whether they can take the system from its current state to
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one that violates one or more safety constraints. In the more traditional case of
safety monitoring or verification without attacks, the problem often assumes that
disturbances or control inputs are restricted to some set of admissible inputs. In
the case of attacks, especially deception attacks, it may not possible to know in
advance the set of potential attacks. However, the assumption that such attacks
may attempt to evade the anomaly detector can be used to restrict the space of
possible attacks.

As described in Section 2.4.2.3, there exists some work on the safety verifica-
tion of control systems under stealthy deception attacks (Esfahani et al. (2010);
Hashemi et al. (2018); Liu et al. (2021); Milosevié¢ et al. (2018); Murguia and
Ruths (2018); Murguia et al. (2018, 2017); Zhang et al. (2020)). However, these
works use reachability analysis to quantify the potential impact of a stealthy de-
ception attack rather than perform online monitoring. Although this is useful
when a risk assessment activity is needed to identify certain vulnerable sensors or
actuators; during execution, the system may experience transients where online
monitoring is necessary to identify potential initial states of trajectories induced
by attacks and leading the system outside its safe operating region.

To the best of our knowledge, a small body of work falls under the cate-
gory of online safety monitoring under attacks. The work by Kwon and Hwang
(2016a,b, 2018); Kwon et al. (2013), suggests a reachability analysis-based safety
monitoring approach that relies on a recursive computation of a matrix structure
describing the reachable set. While the algorithm performs well in real-time, it is
not clear how it scales with the number of states as the tests focused on UAV’s
with up to four states describing the geographical position and orientation of the
vehicle. In ICS, hundreds of state variables may be involved, which necessitates
a deeper investigation into scalability and real-time performance. Furthermore,
safety checking was tailored for UAV applications where safe sets are time-varying
and can be interpreted as ellipsoids centred on the current state of the system.
In ICS, unsafe states are usually time-invariant and consist of fixed bounds on
certain operating variables which leads to a different geometric interpretation of
safe/unsafe sets.

Another class of approaches for safety monitoring under attacks (Carcano
et al. (2011); Castellanos and Zhou (2019); Coletta (2018); Etigowni et al. (2018))
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relies on a notion of proximity to a predefined set of unsafe/critical states. This
line of work does not consider formal safety guarantees; instead, it uses metrics
reflecting the proximity of the system to unsafe states as a way to either determine
the level of safety or to detect potential anomalies. For example, Carcano et al.
(2011); Coletta (2018), considered the minimum Euclidean distance from current
states to the unsafe operating region as a measure of proximity. Castellanos and
Zhou (2019) extended this notion further by computing an approximate “time-to-
critical-states” metric. However, these approaches rely only on raw sensor values
and do not consider the effect of stealthy attacks. For example, intelligently
crafted sensor attacks introduce “low-and-slow” modifications to sensor values,
which may eventually not reflect the real state of the system. In such scenarios,
employing reachability analysis tools becomes essential to identify the space of
potentially altered system states. Based on this review of the literature on safety
monitoring under attacks, we formulate the following research question:

RQ5. How can we perform online safety monitoring to predict potential damage
from a stealthy attack in large-scale ICS, with an acceptable real-time perfor-

mance?

2.6 Summary

Our work lies at the intersection of three domains: Digital Forensics (DF); Cyber-
Physical /Industrial Control Systems CPS/ICS; and IT security. Within these
three domains, the work is specifically related to the areas of ICS forensics and
Forensic Readiness (FR); Early Warning Systems (EWS) for attacks on CPS/ICS;
and safety monitoring of CPS/ICS under physics-based attacks. Our review of
these areas has identified three main gaps with associated research questions as

follows:

e Within the area of ICS Forensics and FR, we identified a lack of work aimed
at supporting the FR of ICS, and specifically, the proactive collection of po-
tential evidence under the threat of stealthy attacks that can cause physical

damage. Consequently, we formulated the following research questions:
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— [RQ1] When should we trigger proactive data collection activities in
I1CS given that anomaly detectors may not raise an alarm about a
stealthy attack in a sufficient period of time (i.e. well before the attack
is able to cause damage)?

— [RQ2] How can we identify data that is relevant to a potential inves-
tigation of a stealthy attack in ICS?

— [RQ3] How can we select a subset of relevant data such that the con-
trol performance overhead resulting from real-time data collection is

reduced?

e Within the body of work on the security of CPS/ICS, and specifically within
the area of EWS, we identified a lack of approaches that provide timely
warnings about a potential attack on an ICS (i.e. well before they can
cause damage), and the limited body of existing work does not consider
stealthy attacks. This led to the following research question: [RQ4] How
can we warn about stealthy attacks on ICS well before they are able to cause

any harm?

e Within the area of safety monitoring of CPS/ICS under attacks, we ob-
served a lack of techniques to perform efficient and scalable online safety
monitoring for large-scale ICS faced with the threat of stealthy attacks.
This observation resulted in the following research question: [RQ5] How
can we perform online safety monitoring to predict potential damage from a

stealthy attack in large-scale ICS, with an acceptable real-time performance?

We attempt to provide answers to these research questions in the remainder
of this thesis. In the next chapter, we provide an overview of our approach and

motivate it with an example of a stealthy attack on a safety-critical ICS.
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Chapter 3

Forensic Readiness of Industrial
Control Systems under Stealthy
Attacks

In the previous chapter, we discussed related work within the three main fields
that include the work in this thesis. In particular, we reviewed work on ICS
forensics and Forensic Readiness (FR), CPS/ICS security, Early Warning Sys-
tems (EWS), and on the monitoring for safety under attacks that target physical
processes.

Our review of related work has identified three main gaps we aim to address,
and consisting of a lack of: (1) approaches to support the FR of ICS, specifically
in terms of proactive data collection before a potential stealthy attack is able to
cause damage; (2) work on EWS that can warn about a stealthy attack affecting
the physical process in an ICS well before potential damage happens; and (3)
online safety monitoring techniques for ICS that can predict, with an acceptable
real-time performance in a large-scale ICS, potential safety violations by a stealthy

attack. We then formulated the following research questions:

e Within the first gap:

— [RQ1] When should we trigger proactive data collection activities in

ICS given that anomaly detectors may not raise an alarm about a
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stealthy attack in a sufficient period of time (i.e. well before the attack
is able to cause damage)?

— [RQ2] How can we identify data that is relevant to a potential inves-
tigation of a stealthy attack in ICS?

— [RQ3] How can we select a subset of relevant data such that the con-
trol performance overhead resulting from real-time data collection is

reduced?

e Within the second gap:
— [RQ4] How can we warn about stealthy attacks on ICS well before they

are able to cause any harm?

e Within the third gap:

— [RQ5] How can we perform online safety monitoring to predict poten-
tial damage from a stealthy attack in large-scale 1CS, with an acceptable

real-time performance?

In this thesis, we address these research gaps and research questions by propos-
ing an approach to engineer the FR of ICS presented with the threat of stealthy
attacks targeting safety-critical physical processes. We aim specifically to sup-
port the proactive collection of data that can constitute potential evidence of a
stealthy attack. To achieve this aim, and given the gaps and research questions
that we highlighted previously, we expand our main objectives (Section 1.2) as

follows:

e [OBJ1] Provide an alternative trigger for proactive data collection. Achiev-
ing this objective helps in answering [RQ1]. To provide such a trigger, we
need to warn about stealthy attacks in ICS well before they can cause any
harm. However, due to literature Gap (2), we need to address the following
objective as well:

e [OBJ2] Provide an approach that can warn about safety violations from
potential stealthy attacks on ICS well before any damage can happen. This
objective helps in answering [RQ4], and is concerned with our framework
for physics-based EWS for stealthy attacks on ICS. This framework defines
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preliminary indicators that compose a likelihood of damage if a stealthy
attack takes place. Measures of these indicators can be computed through
online safety monitoring under stealthy attacks. However, due to Gap (3),
we need to address the following objective:

e [OBJ3] Design an online safety monitoring algorithm for ICS faced with
a stealthy attack that can perform well in real-time for large-scale systems.
This objective addresses [RQ5], and is concerned with our instantiation of
the physics-based EWS to a widely used class of dynamical systems, Linear
Time-Invariant (LTI) systems.

e [OBJ4] Design a technique to identify ICS data that is relevant to potential
forensic investigations, i.e. data that is at risk of being lost due to damage
by an attack. This objective is concerned with our automated technique
that can identify a subset of data generated by an ICS that may be lost due
to physical damage. Achieving this objective provides an answer to [RQ2].

e [OBJ5] Design an approach that can select a subset of relevant data to
collect, by achieving a trade-off between potential attack impact and the
cost of data collection. This objective is concerned with our framework for
the selection of a subset of relevant data to collect by achieving a trade-
off between a measure of collection cost and a measure of attack impact.

Achieving this objective provides an answer to [RQ3].

In this chapter, in addition to presenting our overall approach to support the
FR of ICS faced with stealthy attacks, we describe our framework for physics-
based EWS in ICS which forms the core of this approach. The design of this
framework primarily addresses [RQ4] and [OBJ2].

We begin the rest of this chapter with a clarification of the different facets of
the problem and an overview of the approach proposed in this thesis in Section 3.1.
We then illustrate the problem we tackle in this thesis through a motivating
example in Section 3.2. We then describe our framework for physics-based EWS

in Section 3.3, before concluding this chapter with a brief summary in Section 3.4.
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3.1 Problem Statement and Overview

In this section, we clearly state the problems we tackle in this thesis, and provide
an overview of our approach aimed at supporting Forensic Readiness (FR) in ICS

presented with stealthy attacks.

3.1.1 Problem Statement

In this thesis, we aim to provide an approach to engineer FR in ICS by proactively
collecting data that can explain how a stealthy attack occurred. In particular,
we aim to collect this potential evidence before any suspected attack is able to
cause damage and data loss. In Section 1.1, we highlighted two main facets of the
problem: (i) determining a timely trigger for data collection (well before an attack
can cause damage), and (ii) specifying which data to collect. In this section, we
provide a more detailed statement of the problem which requires dividing the
second part in two: identification of relevant data and the consideration of control
performance overhead. This manner of stating the problem seeks to clarify the
mapping of its different facets to the components of our approach. As a result,

our problem can be restated as follows:

e First (P1), since stealthy attacks can avoid detection, it is not possible
to rely on the alarms generated by anomaly detectors to trigger proactive
data collection or live forensics as in the work of Taveras (2013). Thus, it

is necessary to identify an alternative trigger for proactive data collection.

e Second (P2), not all data generated by an ICS may be required to be
collected proactively, since only a subset of such data may be at risk of
being lost due to damage. Consequently, there is a need for a technique to

identify what data is faced with such a risk.

e Third (P3), ICS generally operate under strict real-time performance re-
quirements and are expected to generate a profit; thus data collection ac-

tivities can negatively affect the performance of the plant. To reduce the
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overhead introduced by data collection, this activity should only be per-
formed when the cost of collection does not exceed the potential damage

that the attack can cause to the plant.

3.1.2 Overview of the Approach

Our approach to engineer FR in ICS presented with stealthy attacks consists of
three main components that respectively address the problems (P1-P3) described

previously:

1. [COMP1] — Physics-based Early Warning System (EWS): To trig-
ger data collection (P1), we rely on predictive safety checks of whether a
potential stealthy attack can indeed take the system into an unsafe state
and potentially cause the loss of data. We perform these safety checks in
the context of a framework that we propose for physics-based EWS for
stealthy attacks on ICS. This framework defines preliminary indicators, or
grounds for suspicion, of a potential stealthy attack that can cause damage
without getting detected by the existing anomaly detector. EWS instanti-
ated according to this framework do not seek to replace existing ADS/IDS,
but rather to complement them with (uncertain) predictions of whether a
stealthy attack can evade them given the physics underlying the system.
Therefore, our EWS does not necessarily reveal attacks, but can be used
as a trigger for certain measures, particularly proactive data collection.
We describe this framework in Section 3.3, and we instantiate it to Linear
Time-Invariant (LTT) systems (a popular modelling framework for physical

processes in ICS) in Chapter 4.

2. [COMP2] — Relevant Data Identifier: This component identifies what
data is at risk of being lost due to a potentially damaging stealthy attack,
i.e. relevant data (P2). We employ the safe Process Plant Layout (PPL)
(Quiroz-Pérez et al. (2021)), provided by design, to identify areas of the
plant that may be affected by the suspected breach. Within these areas, we
identify devices and data originating from these devices that can represent

potential evidence and that are at risk of being damaged.
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no trigger [COMP3]

no trigger

Figure 3.1: Overview of the proposed approach to engineering Forensic Readiness
(FR) in Industrial Control Systems (ICS).

3. [COMP3] — Relevant Data Selector: Among the set of data that may
potentially be lost, this component selects the ones that are worth collecting
(P3) by existing data acquisition tools. To achieve this aim, we propose a
framework that decides to collect a given piece of relevant data only if the
expected impact of the attack, in terms of its potential effect on the system’s
performance, does not exceed potential data collection cost. As a result,
we collect only a subset of relevant data (Pasquale et al. (2018)), resulting
in a limited overhead on the system’s real-time performance and a trade-off

with potential attack impact.
We describe both [COMP2] and [COMP3] in Chapter 5.

Figure 3.1 shows the three components of our approach in the form of an au-
tomaton reflecting its real-time deployment. Our main assumption in this work
is that data acquisition tools, such as the one suggested by Yau et al. (2018), are
available to be activated whenever data should be collected from a device or a
network section of an ICS. In other words, our relevant data selector ((COMP3))
can activate the necessary data acquisition tools whenever it selects which rel-
evant data is worth collecting. In addition, we assume that a secure server is

available to store the collected data.
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3.2 Motivating Example

We motivate the work in this thesis with an example based on the benchmark
Tennessee-Eastman Process (TEP). We begin this section with a description of

the TEP setup, before describing the attack scenario.

3.2.1 Tennessee-Eastman Process Setup

The TEP is a benchmark chemical process suggested by Downs and Vogel (1993)
and based on a real industrial plant that produces two liquid products from four
gaseous reactants. The TEP has been recently used as a virtual testbed for various
works in ICS security as it represents a realistic chemical processing environment
(Cardenas et al. (2011); Geng et al. (2019); Genge and Siaterlis (2014); Krotofil
and Cérdenas (2013); McEvoy and Wolthusen (201154)). The process consists
mainly of five major operating units: a reactor vessel, a product condenser, a
vapour-liquid separator, a recycle compressor, and a product stripper. For the
purposes of our work, we assume that the system layout is as shown in Figure 3.2.
Each main operating unit in the TEP is housed in its own control room, which
contains - aside from the process equipment - low-level control devices such as
sensors/actuators, Programmable Logic Controllers (PLC’s), Remote Terminal
Units (RTU’s) and engineering workstations. Each control room is connected over
a network to a central room that houses supervisory control servers and process
historians. In each control room, the relevant controllers’ logic is installed on the
PLC’s which are in turn connected to the engineering workstations via an RTU.
The RTU’s relay control data to the central control room, as in the case with
Supervisory Control and Data Acquisition (SCADA) architectures.
Furthermore, an anomaly detector located in the central control room moni-
tors control data, i.e. sensor measurements and actuator inputs, to detect anoma-
lies due to faults or malicious tampering. In particular, we consider a popular chi-
squared anomaly detector (Hashemi et al. (2018); Murguia and Ruths (2019)). At
each time step, the anomaly detector uses control inputs, historical sensor mea-
surements, and a model of the system to predict sensor measurements. These
predictions are then compared with the received measurements using a metric,

called residual, that essentially computes the difference between predictions and
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Figure 3.2: Layout of the Tennessee-Eastman Process (TEP).

received measurements. The residual is assumed to follow a certain statistical
distribution with a known mean and covariance matrix. Deviations from these

distribution are detected using a chi-squared test with a specified threshold.

3.2.2 Attack Scenario

We adapt a scenario inspired by the Stuxnet (Albright et al. (2011)) and the
German steel mill (Lee et al. (2014)) attacks. We consider the reactor stage of
the TEP (area A;) which features temperature, pressure, and level controllers
for the main reactor that keep these operating variables at desired levels. We
assume that each of these controllers is installed on a Siemens S7 PLC, which
is connected to sensors and actuators using a network that employs a standard
industrial Profinet ethernet. Due to control safety constraints, communications
using the TCP/IP protocol are performed in plain text without any encryption
(Ahmed et al. (2017)).

We consider a scenario involving an attacker that is seeking to damage valu-
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able equipment in the plant. The attacker gains access to the network via a
social engineering attack involving a fraudulent email that includes a malicious
attachment. Their attack is divided into two phases: (1) in the reconnaissance
phase, the attacker first identifies some details about the PLC’s where tempera-
ture, pressure, and level controllers are implemented. The attacker particularly
identifies the make, model, firmware, function codes, and addresses of the PLC’s
(Ahmed et al. (2017)). In addition, due to the lack of encryption, the attacker
sniffs the data exchanged between the PLC and the physical system and uses it
to extract more knowledge about the system, such as its model, noise properties,
and details about the physics-based anomaly detector in use’. (2) In the second
phase, the attacker manipulates the data exchanged between sensors and their
respective controllers to cause damage by injecting false measurements (FDIA).
We illustrate two different kinds of such manipulation. To showcase the physical
effect of each attack, we use a simulation written in MATLAB/Simulink of the
TEP (Bathelt et al. (2015); Ricker (1996)). For the purposes of this example,
we augmented the simulation with a chi-squared anomaly detector (Murguia and
Ruths (2018)). In the following, we discuss the simulation results based on two
different kinds of FDIA attacks shown in Figure 3.3.

“Brute-Force” Attack. We illustrate first a “brute-force” FDIA on the reac-
tor’s level sensor. In this scenario, the attacker simply modifies the level measure-
ment using an arbitrarily large value to force the controller into sharply increasing
the level of liquids in the reactor. However, as shown in the simulations (Fig-
ure 3.3-a), the anomaly detector is able to easily detect this sensor modification,
and raises an alarm almost immediately after the attack starts.

Stealthy Attack. In this scenario, the attacker takes advantage of the safety-
critical operating mode of the reactor and the knowledge gathered during the
reconnaissance phase (1). In particular, the attacker modifies level sensor values
such that the bias between real and received values grows slowly over time while
maintaining a residual below the anomaly detector’s threshold. This in turn tricks

the controller into slowly increasing the level of liquids in the reactor, which is

We assume that the attacker possesses a vast amount of resources at their disposal to
perform such activities. In the case of Stuxnet, it is generally agreed that the attackers had

access to such resources (Lee et al. (2014)).
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Figure 3.3: Numerical simulations corresponding to the attack scenarios described
in the motivating example (Section 3.2).

driven to the point of overflow (Figure 3.3-b). We can see from the simulation
results that the chi-squared anomaly detector fails to raise an alarm before the
reactor vessel overflows. This may have significant consequences, such as a fire,

especially if the reactor is operating at high temperature or pressure.

3.2.3 Limitations of Existing Techniques

In this example, we illustrated through a simulation the limitations of existing
anomaly detectors when faced with a knowledgeable attacker that can exploit sys-
tem properties, like noise, along with the lack of security features within ICS net-
work protocols. We note that while this particular example illustrates a physical
model-based detector, similar limitations are featured within “model-agnostic”
detectors that employ statistical modelling to reveal anomalies. Such detectors
(e.g. the ones proposed by Aoudi et al. (2018) and by Krotofil et al. (2015))

may also fail in detecting attacks like the one illustrated in this section. This
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has been shown empirically in the work by Erba and Tippenhauer (2020). Such
detectors cannot reliably learn important control-theoretical properties that a
knowledgeable adversary may exploit to remain undetected. In this work, we fo-
cus on model-based anomaly detectors, and particularly the chi-squared anomaly
detector as it is widely studied in the literature.

When it comes to online safety monitoring, most of the existing work on such
monitoring under attacks (Carcano et al. (2011); Castellanos and Zhou (2019);
Coletta (2018); Etigowni et al. (2018)) may not be able to predict potential
damage from the illustrated attack since they rely on raw sensor values to measure
a distance metric to unsafe states. In the case of the present example, the attacker
has forced the received sensor values to appear lower than their real counterparts.
Therefore, the evolution of the system towards an unsafe state will not be obvious
if the proximity measure relies on raw sensor values.

In addition, data stored on low-level control devices (e.g. Programmable Logic
Controllers” (PLC) configurations, sensor/actuator states) that could be useful
during incident response, would be lost. With the lack of any alert about the at-
tack before damage takes place, existing live ICS forensics techniques (Mohamed
et al. (2020); Taveras (2013)) will not be able to recover potential evidence in
time. As illustrated in the case study by van Vliet et al. (2015), where a wind
turbine fire was being investigated, recovering data from damaged control devices
can be extremely challenging, and some important data was lost.

It is worth noting that ICS are typically equipped with a process historian, a
proprietary server that records process data over long periods of time. However,
data recorded in process historians is generally geared towards supervising the
physical process and informing high-level process-related decisions rather than
detecting potential attacks or intrusions (Ahmed et al. (2017); Altschaffel et al.
(2019); Janicke et al. (2015)). The data collected on these servers can be used
to detect potential faults or anomalies arising in physical processes, but may not
necessarily explain how a potential attack may have taken place. Hence, pro-
cess historian data, even though it may be protected from being lost to physical
damage, may not be sufficient on its own to inform forensic investigations. For

example, in the work by Salvador et al. (2020), process historian data was used
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to design model predictive controllers for a water distribution system. The pro-
cess historian database included values and trends of different control variables.
Assuming that a similar process historian database was available for the TEP
example provided previously, and that the server was protected from physical
damage, operators may have access to reactor level measurements that were re-
ceived by the PLC implementing the level control logic (the red line in Figure 3.3).
However, this data may not be useful for detecting potential intrusions in a foren-
sic investigation, as the measurements do not reflect the real physical state of the
process. Furthermore, without any information about the configuration of the
PLC, a piece of data that may not be collected by historians, a post-incident
forensic investigation may not be able to reveal the code modifications performed

in order to cause damage to the system.

3.3 Proposed EWS Framework

In this section, we present the framework for physics-based early warnings in ICS.
We use this framework to instantiate our Physics-based EWS ([COMP1]). This
framework primarily addresses [RQ4] and [OBJ2].

The proposed framework is inspired by the tiered approach for EWS used
by Bradford et al. (2004) and Chivers et al. (2009). These approaches monitor
“cyber-based” preliminary indicators, often called weak evidence, until some mea-
sure of their evidentiary weight crosses a certain threshold and triggers a warning.
The main novelty of the present work lies in its consideration of stealthy attacks on
ICS that affect the physical process. To this end, our framework defines physics-
based preliminary indicators or weak evidence based on the monitoring of physical
processes in ICS. Our framework then proposes a manner by which physics-based
weak evidence can be accumulated and monitored in order to raise warnings and
guide potential actions. In the following, we illustrate an instantiation of this
framework before detailing the nature of physics-based “weak evidence” and the

structure of our framework.
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Figure 3.4: An instance of the proposed framework within a typical control system
and a sample interface. (y(t) = sensor measurements, u(t) = control signal, y(t) =
sensor measurements received by the controller, u(t) = control signal received by

system — respectively at time t.)

3.3.1 Framework Structure

Figure 3.4 shows an instantiation of our framework to a control system. The latter
mainly takes as input estimates of physical state variables provided by some state
estimator as well as the current state of the controller(s). These estimates are
then used to measure two proposed physics-based preliminary indicators (called
grounds for suspicion): feasibility of an attack and proximity of the system to
unsafe states. These indicators act as weak evidence of a stealthy attack, and
we consider them to be components of the likelihood of such an attack causing
damage, which we refer to as the suspicion metric. The metric triggers warnings
when crossing certain thresholds. Depending on the criticality of the crossed
threshold, different actions may follow, such as further evidence collection or
safety measures initiation. In our work we focus on the former; and we show how
our framework defines different thresholds that can guide operators on whether to
restrict their post-warning actions to data collection, or engage potentially more

expensive preemptive safety measures.
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3.3.1.1 Grounds for Suspicion

An attacker targeting the physical process and wishing to avoid detection will
manipulate the system in a way that keeps the difference between estimated
predictions and actual sensor readings sufficiently small. Our framework does not
attempt to provide means to distinguish an anomalous behaviour by comparing

the two. Instead, it defines the following grounds for suspicion:

e Feasibility of a Stealthy Attack: given the dynamics of the system and the
constraints imposed by the anomaly detector, we check whether the current
state of the system can be taken to an unsafe state (hence causing damage)

while avoiding any alarm in the process, if a stealthy attack is to take place.

e Prozimity to Unsafe States: given the current state of the system, if a
stealthy attack is actually taking place without having been detected, we
monitor how far would the system be from reaching an unsafe operating
region. The closer the system is to this region, the more likely a stealthy

attack is successful, as the attack may take less time to achieve its goal.

The feasibility of a potential stealthy attack and the proximity of the system to
an unsafe state, as defined previously, do not necessarily imply that a malicious
activity is taking place. However, they can indicate that if a stealthy attack were
to take place, it may successfully damage the system. Hence, we consider them
to be weak evidence of a potential stealthy attack, in the same manner a failed

login attempt may be suspicious but cannot be used as evidence of an intrusion

(Chivers et al. (2009)).

3.3.1.2 Suspicion Metric

The evidentiary weight of events that can trigger early warnings is typically mea-
sured using a certain metric. In traditional IT systems, existing EWS rely on
monitoring certain software and network events that may constitute weak evi-
dence of a potential attack. These events can be stored and aggregated over a
certain period time to be later examined. However, the volume of such events
renders such an approach infeasible (Kalutarage et al. (2012)). Work on EWS in

IT systems usually employs a certain score or metric that reflects the weight of
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the observed weak evidence, as a more efficient means to aggregate such evidence.
For example, Chivers et al. (2009) assign a Bayesian score to network nodes that
generate events considered as weak evidence. This Bayesian score reflects the
probability that a given node is subverted.

In the context of our model/physics-based approach, the proposed grounds
for suspicion may be less numerous than the weak evidence usually proposed in
the context of I'T systems. However, the physics-based grounds for suspicion do
not present themselves as concrete events that we can store in a given manner.
Such preliminary indicators are features of the time-dependent behaviour of the
physical process and can have model-specific measures. Consequently, we propose
a score analagous to ones used in the context of IT systems (Chivers et al. (2009);
Kalutarage, Lee, Shaikh and Sung (2015)), called Suspicion Metric. This metric
essentially measures in real-time the likelihood that a potential stealthy attack
will cause damage to the system before being detected by combining these two
grounds for suspicion. At runtime, a human operator would be provided with the
evolution of the suspicion metric over time (Figure 3.2). If the metric crosses a

certain threshold, a warning is raised.

3.3.2 Suspicion Metric Soundness Principles

The proposed suspicion metric, being a measure of indicators that present as fea-
tures of the physical process, will have a realisation that depends on the model we
choose for the concerned physical process. As several types of physical systems
can be modelled with different formalisms (e.g. continuous-state vs. discrete-
event/hybrid), we do not attempt to propose a general formula to compute a
suspicion metric. Instead, we provide soundness principles, so that irrespective
of the system where the framework is instantiated, the metric can reflect the

grounds for suspicion in a sound manner:

1. The metric must include at least one clear threshold which if crossed, a
warning is issued. We propose two thresholds (Figure 3.2): (i) one of low-
criticality, which may trigger intensive data collection to proactively check
for intrusions; and another (ii) of high-criticality typically triggering mea-

sures preventing a safety incident. The main difference between the two
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warning levels is that the first may suggest that operators still have time
before potential damage can happen; therefore, they can restrict their ac-
tions to a collection of data that may eventually reveal a certain intrusion
and in turn could be used to stop a potential attack. The second level of
warning implies a higher likelihood of damage taking place and as a result
requires more immediate measures; for example engaging backup redundant

controllers.

2. The metric should increase over a certain time interval if (a) the likelihood
of the real physical state of the system diverging from the provided estimate
and evolving into an unsafe operating region is increasing (feasibility); or
(b) if the system is evolving closer to unsafe states meaning that a potential

attack is less and less time consuming for the attacker (proximity).

The first principle ensures that the EWS can advise an operator about the cur-
rent security /safety situation, and can trigger in a sound manner different types
of proactive measures. In particular, our thresholds seek to ensure that a proper
justification is in place for potentially restricting proactive measures to the collec-
tion of more data rather than engaging preemptive measures. For example, if the
physics-based EWS predicts that if the system is breached, the attacker would
need a large amount of time to cause damage (before getting detected) with a
low probability, then simple data collection is a reasonable proactive measure
to undertake. In this scenario, engaging potentially expensive preemptive safety
measures, such as switching to backup controllers or activating a certain fail-safe,
may incur unnecessary costs given the low likelihood of damage.

The second soundness principle ensures that the metric provides a sound mea-
sure of the evidentiary weight of the grounds for suspicion and can in fact inform

operators about the likelihood of success of a potential stealthy attack.

3.3.3 Framework Configuration Requirements

The configuration of the framework involves mainly providing model-based mea-

sures of feasibility and proximity to construct a suspicion metric according to the
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soundness principles provided earlier. This can be performed by reusing exist-
ing techniques proposed in the domain of CPS/ICS security. For example, the
feasibility indicator intuitively lends to a reachability /safety monitoring problem.
Therefore, techniques to compute reachable sets under a given stealthy attack
(Kwon and Hwang (2018); Murguia and Ruths (2018)) can be used to measure
feasibility, while distance metrics such as the Euclidean or Hamming distance,
can be used to measure proximity given the real-valued nature of most physical
state variables.

Therefore, to configure the framework, we require mainly (i) a mathematical
model of the system, including its controller and the unsafe operating region; (ii)
information on the used anomaly detection method; and (iii) a model of an attack
at the level of physical process. Note that (i) is standard in control engineering
and process safety analysis, while the physics-based threat model (iii) is only
required to show the effect of a potential attack on the control loop. There exist
several works (Huang et al. (2009); Teixeira, Shames, Sandberg and Johansson

(2015)) that provide effective ways of modelling such effects.

3.4 Summary

In this chapter, we provided an overview of the approach we propose to support
the forensic readiness of ICS faced with the threat of stealthy attacks on physical
processes. Our problem consists of three main facets: (P1) a trigger for data
collection that is more reliable than anomaly detector alarms; (P2) a way to
identify relevant data or data at risk of being damaged; and (P3) a way to decide
which relevant data is worth collecting.

We described in this chapter a framework for physics-based EWS that seeks
to define a sound manner by which warnings about potential damage from a
stealthy attack could be provided well ahead of time. The framework defines
physics-based preliminary indicators (grounds for suspicion) of a stealthy attack
that incorporate some awareness of the limitations of the existing anomaly de-
tector. We propose to reason about these indicators using model-based measures
combined in a so-called suspicion metric. This metric reflects the probability

that a certain stealthy attack is able to cause damage without being detected.
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We provide soundness principles to guide the instantiation of this framework to
a particular system model. Aside from ensuring that a suspicion metric presents
a sound measure of preliminary indicators, our soundness principles also ensure
that sound triggers for different proactive measures are provided. In particular,
we propose that a low-criticality warning implying a low likelihood of damage is
used as a trigger for proactive data collection. Having a low likelihood of damage

may not justify the use of more expensive safety measures.
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Chapter 4

Online Safety Monitoring and
Early Warnings for Stealthy
Attacks

In the previous chapter, we described the general approach that we propose to
address Forensic Readiness (FR) in ICS faced with the threat of stealthy attacks.
The first part of the problem, (P1), is concerned with the need for a timely
trigger for proactive data collection, which can provide an alternative to anomaly
detection alarms. As illustrated in our motivating example (Section 3.2), anomaly
detectors may be unreliable in triggering timely collection of data when the system
is under a stealthy attack.

The Physics-based EWS ([COMP1]) component of our approach is defined
through a framework which seeks to warn about potential damage to the sys-
tem using two preliminary indicators (grounds for suspicion). These indicators
compose a suspicion metric, which measures the probability that if the system is
subjected to a stealthy attack, then the latter can cause damage before any alarm
can be raised by the existing anomaly detector. As physical processes in ICS can
be modelled in a variety of different formalisms, we described the framework in
a general manner without attempting to provide a solution that covers all model
classes. In this chapter, we focus on a particular class of control systems, the
Linear Time-Invariant (LTT) system, for which we demonstrate the applicability

of the framework. LTI systems have been widely studied in the literature (Lun
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et al. (2019)) and in most industrial settings, nonlinear systems are linearised
around a certain operating point (Polisetty et al. (2019)). In order to instantiate
the framework, we need a predictive online safety monitoring algorithm that can
check whether the system can be taken to an unsafe state through a stealthy
attack. In this chapter, we first address [OBJ3] and [RQ5] — How can we per-
form online safety monitoring to predict potential damage from a stealthy attack
in large-scale ICS, with an acceptable real-time performance?

To enable efficient and scalable monitoring in real-time, we propose an ap-
proach that consists of performing the most computationally expensive operations
offline which would result in a symbolic ellipsoid approximation of reachable sets.
We then instantiate these symbolic sets given an online physical state estimate,
and we take advantage of existing results in ellipsoid calculus to perform fast real-
time safety checks, effectively reducing them to checking the sign of a distance
measure.

In the second part of this chapter, we address [OBJ1] and [RQ1] — When
should we trigger proactive data collection activities in ICS given that anomaly
detectors may not raise an alarm about a stealthy attack in a sufficient period of
time (i.e. before damage can happen)?

We provide specific measures of feasibility and proximity based on the predic-
tive safety checks performed by the online safety monitoring algorithm. We then
combine these measures into one Suspicion Metric while accounting for Soundness
Principle 1 that we proposed within our EWS framework. Then, given Soundness
Principle 2, we propose sound thresholds that provide meaningful warnings to op-
erators, and we propose certain post-warning measures based on the criticality
of the warning. We set a threshold for a low-criticality warning which implies
that the likelihood of the system being damaged by a stealthy attack is low, and
that the system, if it is indeed under attack, would still need quite some time to
reach unsafe states. Consequently, such a warning constitutes a suitable trigger
for proactive data collection; thus addressing problem (P1).

We begin this chapter with an overview of the Physics-based EWS ([COMP1])
approach for LTI systems faced with the threat of stealthy attacks in Section 4.1.
We then proceed with a description of the system and attack model in Section 4.2,

before detailing the proposed monitoring algorithm in Section 4.3. We describe
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Figure 4.1: Proposed instantiation of the framework for Physics-based FEarly
Warning System (EWS) ([JCOMP1]) to Linear Time-Invariant (LTI) systems.
(Respectively, y(t) and y(t) denote sent and received sensor measurements; u(t)
and u(t) denote sent and received actuator signals (control inputs); &(t) denotes
estimated physical state; §(t) denotes potential attack signal; at a time t. T refers

to a certain time horizon for the prediction of future states.)

our design of the suspicion metric and its thresholds in Section 4.4. Finally, we
provide some notes on the complexity of our real-time computations and we pro-
pose some improvements to their performance in Section 4.5 before concluding
this chapter with Section 4.6.

4.1 Overview

The proposed instantiation of the Physics-based (EWS) ([COMP1]) framework
to LTI systems is outlined in Figure 4.1. We formulate the suspicion metric
computation as a reachability problem. Namely, given the real-time estimated
physical state of the system, the reachability problem asks whether a stealthy
attack can cause damage to the system without being detected. In other words,
given the current state estimate of the system Z (), we check whether there exists
an attack conforming to a predefined stealthy attack model, that can bring the

system into an unsafe set over the next 7' time instants.
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If this check returns a negative result, then operators can be reassured that
even if an intrusion is present, the alleged attacker may not be able to cause any
damage without being detected. Otherwise, the check can serve as an early warn-
ing within the context of the framework we proposed in Chapter 3. To enable
efficient reachability analysis in real-time, the proposed online safety monitor-
ing algorithm takes advantage of an offline initialisation step that eases some of
the computational burden that needs to be performed online. Accordingly, the

proposed approach, shown in Figure 4.1, is composed of two main steps:

o Offline Initialisation: this step consists of computing symbolic reachable
sets under a stealthy false data injection attack in terms of the state estimate
based on a model of the system and attack. This is possible by considering
the evolution of the state estimation error under a stealthy attack instead of
the physical state itself. As a result, we express the reachable set of errors
in terms of the actual state estimate. This allows us to perform the bulk of

the computation offline, leading to more efficient real-time safety checking.

e Online Monitoring: at runtime, the proposed monitor takes as input the
current physical state estimate and the state of the controller and predicts
the value of the state up to 7" time units into the future. We assume that
this prediction can be done using an identified physical model of the system,
with T' chosen to maintain an acceptable degradation in the confidence
level of the predicted state. We then instantiate the pre-computed symbolic
reachable set at each predicted state value, and perform an emptiness check
of its intersection with a predefined set of unsafe states. The prediction
stops when a non-empty intersection is encountered, or when 7" is exhausted.
Furthermore, we compute two security metrics when the intersection is non-
empty: the first is a measure of (i) feasibility of the stealthy attack, and the
second is a measure of (ii) prozimity of the system to unsafe state. We then
combine these metrics into a suspicion metric that reflects the probability
of a potential stealthy attack to cause damage to the system. We design
these metrics in such a way that the soundness principles proposed in our
EWS framework are satisfied.
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In this chapter, we apply this general approach to LTT systems, where we pro-
pose the use of ellipsoids as over-approximations of the symbolic reachable sets.
Ellipsoids have been extensively used for safety verification for control systems
(Hu et al. (2020); Kurzhanski and Varaiya (2000)). They feature an efficient
quadratic representation in terms of the dimension of the state of the system
(Le Guernic (2009)), which presents an advantage in real-time monitoring. Fur-
thermore, in most practical applications of process control, unsafe operating re-
gions can be represented as unions of half-spaces. With reachable sets represented
as ellipsoids, safety checking reduces to checking the sign of the distance from the
ellipsoid to each of the hyperplanes composing the unsafe set (Boyd et al. (2004);
Kurzhanski and Varaiya (2000)). As a result, real-time safety monitoring is en-
abled with minimal resource utilisation.

Based on this reachability analysis and geometric setup, our instantiation of
the feasibility metric is given in terms of the size of the ellipsoid approximation
of the reachable set’s intersection with the set of unsafe states. This computation
is made possible in real-time by taking advantage of certain results in ellipsoid
calculus (Dai and Pelckmans (2012)). For the proximity metric, we rely simply
on the approximate time to unsafe states as given by our prediction of the future

(potentially violating) state of the system.

4.1.1 Existing Monitoring Techniques

To the best of our knowledge, existing online safety monitoring techniques under
physics-based attacks, reviewed in Section 2.5.2 (Carcano et al. (2011); Castel-
lanos and Zhou (2019); Coletta (2018); Etigowni et al. (2018)), rely mainly on
a proximity metric to assess the safety of the system against attacks targeting
physical processes. In this section, we provide a comparison based on intuition
between our approach and these existing techniques which all feature the same
idea detailed in the following.

Given a set of unsafe states 8,, and the current estimated state &(t), exist-
ing online monitoring techniques (Carcano et al. (2011); Castellanos and Zhou
(2019); Coletta (2018); Etigowni et al. (2018)) compute a distance metric d,, =
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mind(z(t),8,). The most commonly used distance metric is the Euclidean dis-
tance, which is mainly suitable for continuous or hybrid systems where state
variables of interest assume real values. Given a set of thresholds 71 > 7 > 73.. .,
alarms of different levels of criticality can be raised based on the value of d,,. The
proximity metric can further account for the dynamics of the system by comput-
ing a time-to-unsafe/critical states metric, t, = d, /r; where r is the approximate
rate of change of the system state over a given time period (Castellanos and Zhou
(2019)). In the rest of the thesis, the term “traditional time-to-unsafe metric”
refers to t, computed using the aforementioned formula.

However, under a stealthy attack which slowly drives the system into unsafe
states to avoid detection, the real state of the system x(t) may diverge from the
estimated state #(t). Thus, the metrics d, and ¢, may not provide an accurate
measure of the proximity of the system to unsafe states. Instead of relying merely
on a proximity measure based on z(t), our online monitoring approach accounts
for the possibility of stealthy attacks by considering reachable sets under such
attacks. If R,(t) is the reachable set of states under a stealthy attack given
the used anomaly detector at time ¢, then x(t) € R,(t) even if z(t) # Z(t).
Otherwise, by definition of the reachable set R, (¢), the attack would be detected
by the anomaly detector. If over the next T time period, R,(t') N8, # 0 for
some t' € [t;t + T, then it is possible for an attacker to drive the system into
the unsafe operating region within at least ¢’ — ¢ time units. Hence, our safety
monitoring approach relies on emptiness checking of this intersection, instead of
a mere proximity measure. Furthermore, we consider a version of the term t' — ¢
as a measure of proximity and a component of the suspicion metric as defined in
our EWS framework.

Note that in this problem setup, we assume that sensors may only be subjected
to a stealthy attack satisfying a given model. In particular, we assume that the
sensors are not subjected to potential faults (Park et al. (2017)). This guarantees
that in our setup, the real system state belongs (up to a degree of uncertainty)
to the reachable set of states under attacks. Before moving into the details of the
proposed online safety monitoring algorithm, we describe in the next section the

LTT modelling framework to which the EWS framework is instantiated.
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Physical Process
(Plant)

u(k) y(k)

Actuator(s) Sensor(s)

uk) Controller(s) y (k)

State Estimation [«

Anomaly
Detection

Figure 4.2: A typical feedback control loop with a state estimator and and an

anomaly detector.

4.2 Modelling Framework

We describe in this section the layout of the system, the main elements of a Linear
Time-Invariant (LTI) model, and the stealthy attack model.

4.2.1 System Layout

Consider the control system architecture in Figure 4.2. We assume that the

physical process can be approximated using a Linear Time-Invariant (LTT) model:

{x(k +1) = Az (k) + Bu(k) + w(k) (4.1)

y(k) = Ca(k) +v(k)

Where z(k) € R" is the state vector, @(k) € R’ denotes control signals received
by the system, and y(k) € R™ is a vector of sensor measurements. w(k) € R"
and v(k) € R™ denote process and measurement noise, respectively, and are
assumed to follow a zero-mean Gaussian distribution with respective covariance

matrices ¥; and X9, k = t/A,; € N denotes discrete time instants, where A is the
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sampling period and ¢ is continuous time. We adopt a discrete-time LTI model
as in practical applications, differential equations that reflect the behaviour of
physical processes are discretized to allow for the design of digital controllers.
A, B, and C are real, time-invariant matrices of appropriate dimensions. The
system is assumed to be equipped with an output feedback control loop, such
that u(k) = K(y(k) — y.(k)), where u(k) € R" denotes control signals originally
sent to the process, K(.) : R™ — R! is the control law, y,.(k) denotes reference
output, and (k) denotes measurements received by the controller. To allow for
the modelling of attacks that modify the signals exchanged between the physical
process and the controllers, we distinguish between actual sensor measurements
or system output, denoted by y(k), and received sensor measurements, denoted
by g(k). Similarly, we adopt the same distinction between actual controller inputs
(actuator signals) u(k) and received controller inputs @ (k).

Furthermore, we assume that a subset of state variables, denoted as critical,
are grouped in the vector x, = C.x, . € R", C. € R"*" and are required to
remain within a certain safe set to ensure safe operation. Let 8, be the set of
unsafe states; we assume that unsafe conditions are given as a linear combination
of the critical state variables, such that the unsafe set becomes a union of half-

spaces':
Sy = {x(k:) eR" | | JCeizi(k) > bz} (4.2)
=0

Where b; € R is the i*" half-space scalar, C.,i denotes the i™ row of the matrix
C,, and z;(k) the i*" element of z(k).

At a time k, given previous sensor measurements and control actions, a
Kalman filter generates an estimate of the physical state and expected sensor

measurements as follows:

(k) = Ai(k — 1) + Bu(k — 1) + L(5(k — 1) — C(k — 1))
g(k) = Ci(k)

Where L denotes the Kalman gain, and z and y denote estimated state and

(4.3)

measurements, respectively.

IThis assumption is typical in several process control applications.
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In addition, a chi-squared anomaly detector compares received measurements
with the generated estimate through a residual r(k) := g(k) — (k). Under nomi-
nal conditions, the residual metric has a zero-mean and a covariance matrix X €
R™*™_ To check for this hypothesis, a chi-squared metric, z(k) = rT (k)X "1r(k) €
R is computed and compared with a threshold 7, such that exceeding this thresh-
old implies a possible anomaly and raises an alarm. The threshold 7 is designed
to maintain a certain false alarm rate [ such that Pr[z(k) < 8] = 1 — § under
nominal operation, and can be set as described by Murguia and Ruths (2018)

(Proposition 1).

4.2.2 Attack Model

Attacks affecting physical processes in an ICS can be classified into two main
categories (Section 2.4.2.1, Figure 2.5): (i) Deception attacks that compromise
control data integrity, and (ii) Denial-of-Service (DoS) attacks that compromise
their availability. DoS attacks are easier to detect than deception attacks since
the absence of sensor measurements or control signals can be revealed by digital
controllers. The main challenge with DoS attacks is to distinguish them from
network faults (Teixeira, Shames, Sandberg and Johansson (2015)), which falls
outside the scope of this work. Therefore, we focus in this work on deception at-
tacks — which include replay attacks and False Data Injection Attacks (FDIA’s).

We consider in this work FDIA’s on sensors which are masked by the system
noise, in order to drive the latter slowly to the unsafe set (4.2). While different
stealthy attack strategies exist in the literature, we choose to focus on one that is
feasible in practice. Hence, we provide the following justification for our particular

choice as opposed to other possible stealthy attacks:

1. We consider FDIA’s specifically on sensors as it has been shown both the-
oretically (Kwon et al. (2013)) and empirically (Urbina et al. (2016)) that
their stealthiness is easier to maintain than attacks on actuators. FDIA’s
that consist of corrupting all sensor and actuator channels, also known as
“covert” attacks (Smith (2015)), even though undetectable, require a sig-
nificant amount of resources to be executed (Teixeira, Shames, Sandberg

and Johansson (2015)). In practice, it may not be possible for an attacker
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to have simultaneous access to all sensor/actuator communication channels
or associated control devices. Each sensor/actuator may require different
kinds of software/hardware tools in order to corrupt the data they send or
receive (Akowuah and Kong (2021)).

2. Replay attacks, similarly to FDIA’s, threaten the integrity of sensor mea-
surements. Although they require less resources to remain stealthy (Teix-
eira, Shames, Sandberg and Johansson (2015)), the stealthiness of replaying
old sensor measurements relies on whether these measurements could be ad-
missible at a current time. Therefore, the system needs to be operating in a
steady state for the replayed measurements to be considered nominal by the
anomaly detector. If transients are experienced, then replaying old mea-
surements would reveal the attack since they no longer correspond to the
current control inputs. In this work, we consider process control systems
whereby long transients may be experienced, thus limiting the extent to

which stealthy replay attacks may be successful.

In our attack model, we assume that the attacker has sufficient resources
and knowledge about the system, including knowledge of the system dynamics
and anomaly detector properties. Let {ks,...,ks} denote the time period of the

attack; we model the attack as a bias imposed on sensor measurements:
y(k) =yk)+0(k)VEke{ks,....ks} (4.4)

The attack signal 0(k) remains stealthy by ensuring that the false alarm rate is
maintained throughout the attack period. We use this characterisation because
anomaly detectors do raise alarms under nominal operation. A sudden disappear-
ance of these alarms in practice may raise suspicion in operators and lead them
to uncover the attack before it can cause damage (Hashemi et al. (2018)). Under
the attack in (4.4), the residual is given by: r(k) = y(k) —9y(k) = y(k) —gk+0(k).

Hence, the chi-squared metric under attack is given by:

2(k) = (y(k) — g(k) + (k)X (y (k) — (k) + 0(k)) (4.5)

By selecting d(k) to be such that Pr[z(k) < 7] = 1 — 3, the attacker manages to

remain undetected. For example, given K time steps, the attacker may choose
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to raise alarms for SK steps so that the false alarm rate is mimicked as closely
as possible (Hashemi et al. (2018)). This is possible since we assume that the
attacker knows the detector’s parameters, i.e. X, § and 7, in addition to the
system and estimator outputs; i.e. y(k) and g(k) respectively. In practice, such
information could be obtained, for example, through reconnaissance attacks or
insider knowledge. In addition, while this attack strategy is specifically designed
for chi-squared detectors, most existing work in model-based anomaly detection
employs this statistical change detection test (Murguia and Ruths (2019)).

We note that optimal stealthy FDIA strategies that take advantage of system
noise are studied in the literature (Guo et al. (2018); Zhang and Yang (2021);
Zhang et al. (2021)). However, our choice for the previous attack model stems
from its relative simplicity and practicality. In works describing optimal stealthy
attacks, the attacker requires a deeper knowledge and understanding of the dy-
namics of the system. With the adversary model that we adopt, the attacker is
required to only know the basic parameters of the system model and its anomaly
detector, which are relatively easily obtained through a reconnaissance phase.
Furthermore, optimising the attack strategy comes at a significant computational
cost for the attacker and thus limits the attack’s real-time performance, especially
if the attacker needs to adapt to an adaptive defender. We also note that our at-
tack model requires only the attack to mimic the false alarm rate of the anomaly
detector. Consequently, it can be applied to optimised attack strategies that also

take advantage of the false alarm rate to remain stealthy:.

4.3 Proposed Monitoring Algorithm

The proposed approach relies mainly on the offline computation of the symbolic
reachable set of estimation error under the attack described in (4.4). This set is
an ellipsoidal over-approximation of the exact reachable set, parametrised by the
state estimate. In real-time, given the state estimate at time k, the symbolic set
is instantiated at the K-step predicted state. Emptiness checks of its intersection
with §, are then performed. We detail both the offline and online computations

in this section.
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4.3.1 Offline Computation of Symbolic Reachable Set

To compute the reachable set of the estimation error under the attack in (4.4),
we use the method described by Murguia and Ruths (2018). We define this error
as e(k) := x(k) — 2(k), and assume that at the start of an attack the estimation
error is always almost zero. The reachable set of the estimation error under the
attack in (4.4) is independent of the actual physical state at the start of the
attack. Hence, this set serves as a symbolic reachable set parametrised by the
state estimate.

By setting e(k) = z(k) — Z(k), and performing some algebraic manipulations
of Equation (4.3), the evolution of the estimation error under an attack is given
by:

e(k+1) = Ae(k) — L(Ce(k) +v(k) + d(k)) + w(k)
= Ae(k) — L(y(k) = (k) + 6(k)) + w(k)

Since the error is partially driven by the Gaussian noise w(k) and the attack-

(4.6)

dependent sequence §(k) = y(k) — 9(k) + 6(k), using a deterministic approach to
compute the reachable set will yield an unbounded set, as the support of w(k) and
d(k) (as characterised in (4.4) and (4.5)) is infinite. This issue can be overcome
by setting a confidence level on the energy of both of these vectors. For the
attack, the sequence d(k) is already constrained to be such that Pr[z(k) < 7] =
Pr[||=7Y26(k)||? < 7] = 1 — 3 where ||.|| denotes the Lo-norm. For the noise,
let p = Pr[|Jw(k)||? < w]; since w(k) follows a zero-mean Gaussian distribution,
the bound w on ||w(k)||* can be determined using the gamma distribution for a
desired confidence p.

By using this assumption, the resulting reachable set can be interpreted as
a level set of the distribution of the reachable error. A larger confidence level
would lead to a larger set, at the cost of being overly conservative with the safety
checking. A reasonable choice for p would be 1—f, as the false alarm f is designed
to be small. This also simplifies the computation of the reachable set, since for
p = 1— B3, we readily have Pr[||w(k)||* < w] = Pr[z(k) < 7] under the attack in
(4.4). The following is based on this choice; for a more detailed treatment of this
confidence level and a comparison of reachable sets under different choices of p,
the reader is referred to Murguia and Ruths (2018) and Hashemi et al. (2018).
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Let R? denote the reachable set of error under the attack in (4.4) and a confidence
level p =1 —f:

RP = {e(k) € R" | e(k) is s.t. (4.6), p=Pr[|wk)|* <w]=1-p}  (4.7)

While computing R? is intractable, it is possible to over-approximate the set using

an ellipsoid in R™, given by:

RP C €7 = {e(k) | T (k)ITe(k) < 1} (4.8)

e —

Where the positive definite matrix IT is the ellipsoid’s shape matrix. Letting
P = II!, the minimum volume ellipsoid containing the set R? can be obtained

by solving the following semi-definite programme (Murguia and Ruths (2018)):

P =arg min —logdet P

s.t. (4.9)
P>0;9>0
Where:
bP ATPp 0 0
PA P P —PLYY?
Q = 1-b )
0 P H—wl 0
0 -XY2LTP 0 1-b (4.10)
T+w
be (0,1)

Note that while b is an optimisation variable, it is necessary to fix it to ensure
the convexity of the programme. A grid search can then be performed over the
interval (0,1) to find the optimal shape matrix corresponding to the minimum-
volume ellipsoid.

Given the shape matrix IT = P! and replacing e(k) by its definition, we
obtain a symbolic ellipsoidal approximation €2 (k) of the reachable set RP (k) of

the actual system state x(k), parametrised by the current state estimate z(k):
RO(K) C €L (k) = {w(k) € R™ | (x(k) — 2(k)) T (w(k) — &(k)) <1} (4.11)

Algorithm 1 summarises the offline steps to obtain £2(k). Given the system

matrix A, the Kalman gain L, the residual covariance matrix Y, the anomaly
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Algorithm 1 Offline Symbolic Reachable Set Computation
INnpuTSs: (A, L, Y, 7,w,Ah); 0 < Ah < 1
OutpuUT: Reachable set shape matrix IT

b+ Ah;

SolutionList <—EmptyList();

while b < 1 do
> Solve the programme in (4.9) for the current value of b
SolveSemiDefinite Programme(A, L, %, T, w, b);
SolutionList. append (CurrentSolution);
b+ b+ Ah;

end while

BestShapeMatrix <— MinObjective Value(SolutionList);

return BestShapeMatrix;

detector’s threshold 7 and the confidence bound w, the algorithm performs a grid
search over (0, 1) by partitioning the interval into segments of length Ah. The
choice of Ah will depend on the desired tightness of the ellipsoidal approximation
given the computational resources available. Note that this step only needs to be
performed offline once, and only the matrix IT needs to be stored to instantiate

EP(k) online given a state estimate & (k).

4.3.2 Online Safety Checks

Algorithm 2 outlines the steps needed to perform online safety checks. Given
the current state estimate (k) and the state of the controller, we estimate the
state of the system for K time steps into the future using the identified model
of the plant. At each time step | € {0,..., K}, we instantiate E?(k + ) and we
check whether it intersects the set §,,. The algorithm halts and reports an unsafe
state when a non-empty intersection is encountered. If the prediction horizon
is exhausted, the algorithm reports a safe state. In the following, we detail the
procedure we use to perform the emptiness checks.

Let H; = {x € R™ | C,.;x > b;} be a half-space representing one of the safety
constraints composing the set 8, (Equation (4.2)). Checking whether E2(ks) N
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8, = 0 involves checking whether E2(kf) NH; = O for each i € {1,... ,n.}. If
the latter is true for all 4, then the former is also true, since 8, = U<, H;. To
check whether €2 (k;)NH; = 0, it suffices to compute the minimum distance from
EP(ky) to the hyperplane that delimits the half-space ;.

Let H,; = {z € R" | C.;x = b;} be such hyperplane, the minimum distance
from EP(ky) to H,; is given by Kurzhanskiy and Varaiya (2006):

by — Coix(kp)|—/z (k) Tha(k
- ( f>’:CT¢H (k) Tha(ky) o

If d;(ks) < 0, then E2(ks) N H; # (. Otherwise, if d;(ks) > 0, then the ellipsoid
EP(ky) is either contained in 3(; or does not intersect the half-space, depending
on whether its centre (k) belongs to ;. However, since the state estimate
is assumed to be within the safe region (otherwise, it would be clear that the
system is evolving to an unsafe state and Algorithm 2 in this case would become
obsolete), i.e. Z(kf) ¢ H;, then in our case, d;(kf) > 0 always implies that
& (kp) NFH; = 0.

4.4 Real-time Measures of Grounds for Suspi-
cion

In the previous section, we proposed an online safety monitoring algorithm that
takes advantage of an offline (expensive) computation of symbolic reachable sets
to reduce the online safety checking to a computation of a distance measure.
Using the ellipsoid nature of the approximated reachable sets, we derive in this
section metrics that reflect the feasibility of the attack and the proximity of the
system to unsafe states. We then combine these two metrics into what we call
a suspicion metric, which essentially reflects the likelihood of damage happening
due to a potential undetected stealthy attack; specifically the one described in
Section 4.2.2.
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Algorithm 2 Online Safety Checking
InpuTs: (K, II, 2(k), ControllerState, UnsafeSet)
OutpuUT: true if the system is safe under a potential stealthy attack; false

otherwise

z, + (k)
for alll € {0,1,...,K} do
ReachEll < Ellipsoid(z,II);
for all Hyperplane C UnsafeSet do
DistToUnsafe < dist(ReachEll,Hyperplane);
if DistToUnsafe < 0 then
return false;
end if
end for
Z, < PredictControlFlow(Z,,ControllerState);
end for

return true;

4.4.1 Feasibility of a Stealthy Attack

In our physics-based EWS framework, we defined the feasibility ground for sus-
picion as the ability of a stealthy attack to drive the system into an unsafe state
without getting detected. The proposed online safety checks provide an answer
to whether a stealthy attack is feasible according to this definition, as we for-
mally check in real-time whether the reachable set under an attack intersects the
predefined set of unsafe states. Intuitively, the “larger” this intersection is, the
more likely it is for an attacker to be able to cause damage to the system without
getting detected. Based on this intuition, we can derive a certain “measure of
feasibility” by considering the size of this intersection. Note that the total size of
reachable sets has been used before in work on risk assessment (Esfahani et al.
(2010); Murguia et al. (2018)) as a measure of impact of the concerned stealthy
attack. In our work, instead of using the entire reachable set, we consider only
the subset that is also contained within the set of unsafe states. Therefore, this

can be interpreted as a measure of how feasible it is to cause damage through
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the attack from the point of view of the attacker; which is consistent with our
definition of feasibility within the EWS framework.

Our use of ellipsoids to approximate the reachable set of states provides an
efficient geometric approach to approximate its intersection with the set of unsafe
states. Given the current estimated state Z(k), the proposed online monitoring
Algorithm 2 starts by predicting the evolution of this state for at most K time
instants into the future. For a given time instant ky € {k,k+1,...,k + K},
if EP(ks) N8, # 0, we can quantify the feasibility of a potential stealthy false
data-injection attack using the approximate size of this intersection. Having
EP(ks) N8, # 0 implies that there exists at least one half-space H; C 8, such
that 3;NEP(ks) # 0; in other words, it implies that at least one safety constraint
is predicted to become potentially violated. Let H,(kf) € 8, be the subset of
potentially violated safety constraints at a time ky € {k,k+1,... ., k+ K}:

H,(ky) = {U% | H; N ER(ky) #G)} (4.13)

For each half-space 3(; C 3, (ky), it is possible to over-approximate E? (ky)NIH;
using a minimum-volume ellipsoid &;(ky) of centre ¢;(ks) € R™ and shape matrix
IT;(ky), as follows (Boyd et al. (2004); Dai and Pelckmans (2012)):

. 1+an_
qi(ky) = &(ky) — Ig;

n+1 (4.14)

n?(1 — a?) 2(14 ayn) '

I0;(k;) = ———= IT— ! Ilee 1
() = a7 X( 4 Dl +1) )
Where we have the following:

E@' = Cci Cc ZHng 05

#/ (Ce 2 (4.15)

i = (Cosi(ky) — b;)/(CoTICT)*

We quantify the feasibility of a potential stealthy FDIA on sensors using the
volume of &;(ky). The volume of a general ellipsoid € in R™ with a shape matrix
@ is given by (Kurzhanskiy and Varaiya (2006)):

vol(&€) = vol[B,]/det Q (4.16)
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Where vol[B,,] and det () denote the volume of the unit n-ball and the determi-
nant of the matrix @), respectively. It is worthwhile to note that different system
dimensions may lead to vastly different number ranges for the volume of the inter-
section ellipsoid. Thus, in order to make the feasibility metric more meaningful,
we propose to use the ratio of the volume of the intersection ellipsoid to that of
the ellipsoid approximating the reachable set. This guarantees that the feasibil-
ity metric will fall in the range [0; 1], thus becoming more intuitive to interpret.

From (4.16), the real-time feasibility metric reduces to the following:

V/[max; det IL; (k)] / det II, if 3ky € {k,... .k + K}
FEAS(k) := s.t. €2(ky) N8y # 0 (4.17)

0, otherwise

4.4.2 Proximity/Approximate Time to Unsafe States

In the case EP(k;) N8, # O for some ky € {k,...,k+ K}, we use the time instant

k¢ as an approximate time to unsafe states metric in our approach as follows:

Tc(k)::{(kf—kmt, if Ik € {ky ... k+ K} st €2(k)) N8y #£0 (418)

-1, otherwise

Where A, is the system’s sampling period. The advantage of using k; instead
of the distance from the state estimate #(k) itself is that the former approach
accounts for the fact that if an undetected attack is present, then the actual state
may be different from the estimated one. However, even if z(kys) # &(ky), x(ky)
still lies within EP(ky) as otherwise, the attack would be detected. This metric
provides operators with an idea of the minimum time the system would need to
reach an unsafe state if it is subjected to a stealthy attack conforming to the
threat model in Section 4.2.2.

As for the prozrimity ground for suspicion, we recall that according to the
soundness principles we proposed for our EWS framework (Section 3.3), partic-
ularly principle (2), the suspicion metric should increase in value if the system

appears to evolve closer to unsafe states in order to soundly reflect proximity.
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Consequently, we propose to use the following as a measure of proximity:

/(14 ky—k), if3k;elk,....k+K}
PROX (k) := s.t. E2(k;) NS, # 0 (4.19)

0, otherwise

Similarly to the case with feasibility, this formulation of the measure of proximity
ensures that the latter falls in the same [0;1] range as the feasibility measure,
thus allowing for a more meaningful interpretation. Next, we combine the two
measures of feasibility and proximity into a suspicion metric and we describe how

it satisfies the soundness principles proposed in Section 3.3.

4.4.3 Suspicion Metric and its Soundness

We propose to combine the measures of feasibility and proximity (equations (4.17)

and (4.19)) into a suspicion metric as follows:
SUSP(k) := FEAS(k) x PROX (k) (4.20)

We note that since both terms of Equation (4.20) fall in the range [0; 1], then the
suspicion metric also falls within the same range. To show how this metric can
be used as a measure of the likelihood of damage taking place due to a stealthy
attack, and as a way to raise early warnings and guide potential preemptive
actions, we discuss its soundness in the context of the framework proposed in
Section 3.3; particularly within the suspicion metric soundness principles

Soundness Principle 1. An increase in the value of the metric can imply one
of the following: (i) the maximum volume of E2(kf) N8, is increasing, indicating
that it is becoming increasingly feasible for the actual state of the system to
diverge from the estimate and enter an unsafe operating region due to a stealthy
attack; (ii) the term ky — k in (4.19) is decreasing, indicating that the system is
in increasing proximity to unsafe operation regions. Thus, the proposed metric
serves as a measure of likelihood of the attacker being able to take the system
into unsafe states (feasibility) penalised by the number of time steps required to
damage the system (proximity).

Soundness Principle 2. To raise physics-based early warnings, we propose
two thresholds based on the value of Tc(k) (Equation 4.18). This value indicates
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the minimum time that would be needed by a potential attack to cause damage
before being detected. Let t; be the time required by the operators to perform
necessary preemptive actions after a low-criticality warning, and let ¢, be the
time necessary to perform potentially more drastic actions after a high-criticality
warning, with ¢5 < ¢;. ¢; and t5 can be set based on expert knowledge of the
system in question and the post-warning measures to be taken.

Accordingly, we set two conditions for different criticality thresholds in this

work:

1. A “low-criticality” warning is raised when t, < Ay (ky — k) < t; and
FEAS(k) > 0.5. These conditions imply that if the system is under a
potential stealthy attack, the damage will likely take place after at most t;
time units. However, t; is long enough to perform low-criticality actions,
such as collecting more data that may help explain whether an attack is
taking place.

2. A “high-criticality” warning is raised if the suspicion metric shows that the
attacker is likely to cause damage in a smaller time frame. In other words,
this type of warning can be raised when Ay(kf—Fk) < t, and FEAS(k) > 0.5
with 5 < ¢;. In this case, more urgent preemptive actions can be taken,

such as engaging a potential fail-safe.

The above discussion shows that the proposed suspicion metric satisfies the
soundness principles proposed in Section 3.3. Our distinction between low and
high criticality warnings can help operators decide on appropriate post-warning
measures. In the case of a low-criticality warning, the system is “far” from reach-
ing unsafe states, even if it may be under a stealthy attack. Hence, operators
can restrict post-warning actions to the collection of more data that can explain
whether the system is indeed under attack. As opposed to a high-criticality
warning, a low-criticality warning may not warrant more expensive actions, such
engaging a fail-safe or a backup (potentially less efficient) controller (Chen and
Sankaranarayanan (2017)). Consequently, we propose that a low-criticality warn-
ing, as defined previously, be used as a trigger for proactive data collection ((P1),
Figure 3.1).
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4.5 Algorithm Complexity

In this section, we make some remarks on the complexity of Algorithm 2. We
also mention some results in ellipsoid calculus that can render some of the com-
putations more efficient, and we propose an improved version of Algorithm 2 that
includes an efficient computation of the suspicion metric.

In Algorithm 1, the prediction of the state of the system relies on an identified
LTI model. As evident from Equation (4.1), the computation of the next state
involves mainly vector addition and matrix-vector multiplication — operations
that scale polynomially with the number of physical states. Thus, given a fixed
number of physical states, the prediction is expected to scale linearly with the
maximum number of time steps for prediction K.

Checking the emptiness of the intersection of the current reachable ellipsoid
with the set of unsafe states relies on computing the distance between the two sets
(Equation 4.12). While this computation relies on matrix-vector multiplication,
thus scaling polynomially with the number of states and safety constraints, it can
be made more efficient by considering the result by Dai and Pelckmans (2012).
For a given half-space H; = {z € R" | C.,x > b;} C 8, recall from Equation
(4.15), the variable «; := (C.;2(ks) — bi)/(Cc,iHCgi)o'5. It can be shown that if
|a;| > 1, then H;NEL(ky) = O (Dai and Pelckmans (2012), Lemma 1). As a result,
we can further reduce the intersection test to checking whether |a;| > 1 holds true
for each H; C §,. Furthermore, the constant denominator term (C’C,il—ICCTJ-)O'5 can
be pre-computed offline to increase real-time performance.

For the computation of the intersection volume &; = E2(ky) N H;, since we
only use the ratio of this volume to that of E?(k), we can also take advantage of
a result by Dai and Pelckmans (2012) to avoid the computation of the potentially
large matrix IT;(kf) and its determinant. Given an 0 < «; < 1, we can simply
compute the ratio of the two volumes as follows (Dai and Pelckmans (2012),
Lemma 2):

vol(&;) n"

Vol(@0)) ~ e~y — el —ad) (4.21)

As a result, we would only need to compute «; in order to obtain the measure of

feasibility (Equation (4.17)), with the remaining terms in Equation 4.21 involving
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mere scalar operations.
Given this discussion, Algorithm 3 summarises the steps we employ to perform
efficient online safety monitoring along with the computation of the suspicion

metric.

4.6 Summary

In this chapter, we instantiated our framework for Physics-based EWS for the
widely studied LTI systems, which forms the first component [COMP1] of our
overall approach to supporting Forensic Readiness (FR) in ICS (Figure 3.1). We
presented a predictive online safety monitoring approach for LTI systems under
potential stealthy sensor attacks. Our approach pre-computes offline symbolic
reachable sets in terms of the system’s state estimate, by considering the evolution
of the estimation error under a potential stealthy attack. Given the current state
of the system and controllers, we predict in real time the control flow of the
system for a certain umber of steps in the future. The pre-computed sets are then
instantiated at the predicted estimates. We use ellipsoidal calculus techniques to
perform emptiness checks of the intersection of the pre-computed set with a set
of unsafe states.

We then proposed concrete measures of the feasibility and proximity prelim-
inary indicators as part of our framework. For feasibility, we used the size of
the intersection with the unsafe set; and for proximity, we used the time step
at which we predict that such intersection will not be empty. We showed how
existing results in ellipsoid calculus can enable efficient real-time computation
of these measures. Finally, we combined these measures in a suspicion metric
which satisfies the soundness principles that we proposed in our framework. We
provided concrete thresholds for warnings of different criticality that can guide
certain proactive actions. In particular, and to address part (P1) of the problem
we tackle in this thesis, we specified a low-criticality threshold for the suspicion
metric. Warnings based on this threshold imply that even if the system is under
attack, the attacker has a low likelihood of causing damage before they are re-

vealed by existing anomaly detectors, due to the system being “far” from unsafe
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Algorithm 3 Online Suspicion Metric Computation

INpUTS: (K, II, 2(k), ControllerState, UnsafeSet)
OuTPUT: Suspicion metric SUSP (k)

&, < z(k)
for all € {0,1,...,K} do
ReachEll <+ Ellipsoid(z,.II);
for all Hyperplane C UnsafeSet do
a; < Equation (4.15);
if |o;| > 1 then
> If the instantiated ellipsoid intersects one of the “unsafe” hyperplanes, raise
a “non-empty” intersection flag and compute the ratio of the intersection
volume to the reachable set volume
isNonEmpty <« false
FEAS, < Equation (4.21)
else
FEAS, < 0
end if
end for
if lisNonEmpty then
> When a non-empty intersection is found, stop prediction and return suspi-
cion metric
FEAS(k) + maz;(FEAS;)
PROX(k) <+ 1/(1+1)
SUSP(k) + FEAS(k)x PROX(k)
return SUSP(k)
end if
&, < PredictControlFlow(z,,ControllerState);

end for > If the time horizon is exhausted, the suspicion metric is zero.
return O;

states. Consequently, such a warning constitutes a suitable trigger for proac-

tive data collection. While other safety measures that can stop an attack can

be taken, we propose that such (potentially more expensive) actions be taken
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following a high-criticality warning, where a suspected attacker is more likely to
cause damage.

In the next chapter, we address parts (P2) and (P3) of our problem. We
extend the algorithms that we proposed in this chapter with automated tech-
niques to identify data that is relevant to potential investigations, and to decide

on collecting a subset of this data.
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Chapter 5

Safety-Driven Collection of
Potential Evidence of Stealthy
Attacks

In the previous chapter, we described an instantiation of the framework for
Physics-based EWS ([COMP1]) to Linear Time-Invariant (LTI) systems. We
proposed an online safety monitoring algorithm to compute in real-time the prob-
ability that a potential stealthy attack is able to cause damage to the system
(suspicion metric). In addition, we designed thresholds to raise warnings of dif-
ferent criticality based on this probability of damage. In particular, we proposed
a threshold for low-criticality warnings, which imply that there is a low likelihood
that an attacker would be able to cause damage without getting detected, and
that there is sufficient time to collect more data before engaging potentially more
expensive safety measures. We considered such a warning to be suitable trigger
for proactive collection of potential evidence, hence addressing part (P1) of our
problem (Figure 3.1).

In this chapter, we turn our focus to parts (P2) and (P3) of the ICS Forensic
Readiness (FR) problem, and we describe our Relevant Data Identifier ((COMP2])
and Relevant Data Selector ((COMP3]) components (Figure 3.1) of our overall
approach.

First, we address [OBJ4] and [RQ2] — How can we identify data that is

relevant to a potential investigation of a stealthy attack in ICS?
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Attempting to collect all data generated by an ICS at all times can be in-
feasible due to the large volume (Kiss et al. (2014)) of this data. Additionally,
not all of this data may be relevant (Pasquale et al. (2018)) to potential forensic
investigations. The stealthy attack that we consider in this thesis (Section 4.2.2)
involves manipulations of data that exists at the control level of the ICS network
architecture (Figure 2.2). Consequently, the data that originates from these de-
vices, and in particular those at risk of being damaged by the considered stealthy
attack, can be considered to be relevant in our context. Although data present
at higher levels of the ICS network architecture (Figure 2.2) may also help ex-
plain how an attack may have occurred, we are primarily concerned in this work
with data that is at risk of being lost damage due to originating from low-level
devices located in close proximity to safety-critical equipment. We propose an
automated technique to identify such relevant data in this chapter. Our tech-
nique takes advantage of the fact that the layout of geographically distributed,
large-scale ICS is designed such that damage in a particular physical process has
a low chance of spreading to other areas of the system. This layout design is
known in the process industry as safe Process Plant Layout (PPL) (Quiroz-Pérez
et al. (2021)). By mapping the safety constraints that we predict to be violated
by a stealthy attack to the area(s) of the plant that may be damaged due to this
violation, we can identify a subset of data that is likely to be lost as a result
of such an attack. Using the set safety constraints and a layout of the ICS, as
determined by process engineers, we extend Algorithm 4 with a mapping of the
safety constraints that are predicted to be likely violated in the future, to a subset
of relevant data. This technique forms the Relevant Data Identifier ((COMP2])
component of our overall approach.

Second, we address [OBJ5] and [RQ3] — How can we select a subset of
relevant data such that the control performance overhead resulting from real-time
data collection is reduced?

The proactive collection of data should account for storage and computational
resources available in a given system (Pasquale et al. (2018)). This requirement
is important in ICS where real-time performance should not be compromised as
a result of data collection activities. Consequently, there is a need for a trade-off

between the potential impact of a stealthy attack and the impact of real-time data
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collection on control operations. To achieve this trade-off and reduce the amount
of data to be collected, we propose a decision-theoretic framework involving a
Value of Information (Vol) analysis that decides on a subset of data to collect.
Our framework quantifies the value of collecting more potential evidence in terms
of the (expected) attack impact measured as the expected reduction in revenue
from the ICS. We particularly assume that the collection of data could lead to
the detection of a potential intrusion and eventually the prevention of damage
from a potential attack. Thus, the “value” of collecting more data that could
reveal such an intrusion can be quantified in terms of the impact of the suspected
attack. Then, given a certain measure of data collection cost that depends on
the type of data to collect, we simply decide whether certain data is “worth”
collecting based on whether its collection cost exceeds the expected attack impact.
This framework forms the final component of our approach — the Relevant Data
Selector ([COMP3]).

We detail components [COMP2] and [COMP3] of our approach to proactive
data collection in sections 5.1 and 5.2 respectively. We conclude this chapter with

a summary in Section 5.3.

5.1 Identifying Relevant Data

In this section, we detail the Relevant Data Identifier ((COMP2]) component
of our approach. Of the large volume of data generated by an ICS, we would
like to only collect data that is likely to be lost due to damage caused by a
potential stealthy attack. This data is likely to constitute potential evidence of
such an attack, and thus is relevant (Pasquale et al. (2018)) to our proactive data
collection activities.

In this thesis, since we are concerned with a stealthy attack (Section 4.2.2)
that affects the physical process, we only focus on data originating from con-
trol devices that are at the lowest level of the ICS network architecture (Fig-
ure 2.2) (Eden et al. (2016); van der Knijff (2014)). In particular, we focus on
Programmable Logic Controllers (PLC’s) and on sensor measurements. We de-
note by O = {oy,...,0,} the set of the system’s output variables (e.g. reactor

temperature and pressure for the Tennessee-Eastman Process (TEP)) and by
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PLC = {PLC\,...,PLC, ,} the set of PLC’s in the system. Table 5.1 sum-
marises the kind of data we can collect from these devices. For each PLC;, we
don’t restrict our data collection to mere values of inputs or outputs, but we
rather assume that data acquisition tools (e.g. as proposed by Janicke et al.
(2015) and Yau and Chow (2015); Yau et al. (2018)) can also extract memory
values and the ladder logic configuration installed on the PLC. We refer to this
kind of data in an aggregate manner as the “configuration” of a PLC and we
denote by Config[PLC;] the configuration that we can collect from PLC;.

Note that the data that we propose to collect in real-time (Table 5.1) is
different from the diagnostic data typically found in process historians, which
may not be always useful in detecting potential intrusions or understanding how
they occurred (Ahmed et al. (2017); Janicke et al. (2015)). We illustrated this
difference in our Tennessee-Eastman Process (TEP) example in Section 3.2. The
data that we consider is acquired using forensics tools that include information
that may help a forensic investigator uncover potential intrusions. For example,
the sensor measurements that we propose to collect may be already collected by
a process historian. However, in our case, specific sensor measurements would be
collected through network forensic tools that include information, for instance,
about source and target IP addresses. Unlike the data that would be stored
in process historians, this information may be helpful in understanding how a
potential attack occurred — e.g. tracing IP addresses to an infected host machine.
Similarly, for PLC data, raw values of control variables may be already collected
by historians, but the forensic data acquisition tools would further include, for
example, the ladder logic configuration currently installed. While raw values of
control variables may help diagnose potential faults or anomalies arising from
attacks, ladder logic configurations may help investigators understand whether

and/or how a malicious code modification was performed.

5.1.1 Using the Geographical Layout of the ICS

Given that the Physics-based EWS ([COMP1]) component of our approach
(Chapter 4) has identified the safety constraints that may be violated if the sys-
tem is subjected to a stealthy attack, the Relevant Data Identifier ((COMP2])
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Table 5.1: Potentially relevant data (in the context of the stealthy attack that
we consider) at the control level of the Industrial Control System (ICS) network

architecture and ways to collect it in real-time Eden et al. (2016); van der Knijff
(2014).

Source Data Ways to Collect in Real-time
Network Sensor measurements of operating Network taps and widely available
etwor
variables in O = {o01,...,0mm} tools like Wireshark and TCPdump
Memory values, states, ladder logic, The proprietary software of the
PLCY inputs/outputs (we aggregate this PLC Janicke et al. (2015) and PLC
S
data and denote it as Config[PLC}] data acquisition tools (e.g. Yau and
for a given PLC}) Chow (2015))

identifies the subset of data that may be lost to the resulting damage — in other
words, the data that we consider to be relevant in our context.

In a geographically distributed ICS, the layout of process equipment is de-
signed with safety considerations in mind. Safety-critical process equipment, such
as reactors, have an associated explosion energy, a measure of the energy that
would be released should a safety failure take place within the equipment. This
measure determines safe distances that separate different process equipment such
that physical damage in one piece of equipment has a low probability of affecting
another safety-critical physical process. These energy measures and associated
distances are then used to design the layout of the process control system. The
result is a partition of the land area available for the plant into different sub-areas
where safety-critical equipment should be placed, in a similar fashion as shown
in Figure 3.2 (Quiroz-Pérez et al. (2021)). This design-time activity is referred to
in the process industry as safe Process Plant Layout (PPL) (Quiroz-Pérez et al.
(2021)). To reduce the chance of damage spreading from one area into another,
protection devices can be installed for that purpose (Penteado and Ciric (1996)).
Note that such layout design does not only account for damage that could result
from an explosion, but can also involve protection devices to prevent damages

from incidents like chemical spills and fires.
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In the TEP example (Figure 3.2), we assume that the equipment running
the safety-critical processes is geographically distributed according to a safe PPL
design. In this case, if damage occurs in the reactor for instance, then we assume
that the damage will be restricted to the control devices located in the vicinity
of the reactor (e.g. a PLC implementing the reactor’s temperature control), and
will not extend to devices elsewhere. For example, in the attack illustrated in
Section 3.2 where a chemical overflow is induced in the reactor, a barrier wall
around the area containing the reactor can lower the chance that potentially
corrosive chemicals would reach devices in adjacent areas. Consequently, consider
for instance the case where our physics-based EWS predicts that if the system
is to be subjected to a stealthy attack conforming to the model described in
Section 4.2.2, then there is a chance that the reactor level will exceed its safety
limit. In this case, we would only consider data originating from devices in the
vicinity of the reactor, as these are the only devices that are likely to be damaged.

To model the identification of relevant data in this sense, we can define the
set of process sub-areas as a partition of the set of control devices PLC. Let!
A = {A,A;,...,A,,} C 2PLC be the set of the ICS sub-areas, then A; #
0, AinA; =0, J,A =PLC; Vi,j € {1,2,... ,na}, i # j.

In such ICS, safety constraints are usually expressed as linear combinations of
output variables (e.g. Equation (4.2)). Let ¢ := X" a,0;{b be a safety constraint,
with a;,b € R, { € {>,<}, and 0; € O, and let ® be the set of safety constraints
in a given system. Damage in a sub-area A; can happen due to a violated safety
constraint ¢; € ®. We denote by safe(¢;) € A the plant area or the subset
of control devices that will be affected by the violation of the safety constraint
¢;, and by var(¢;) the subset of output variables associated with ¢;. This is
normally determined by process engineers at the PPL phase (Quiroz-Pérez et al.
(2021)). Table 5.2 lists the main safety constraints of the TEP and associates
each constraint with the plant area (Figure 3.2) where the corresponding safety-
critical process is located. For example, constraint ¢3 sets an upper limit on
the level of reactants inside the reactor. Since the reactor is located in area Ay,
a violation of this constraint could lead to damaging the equipment in A;; i.e.
safe(pz) = Aj.

1Given a set A, 24 denotes its power set.
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Table 5.2: Safety constraints considered for the Tennessee-Eastman Process
(TEP) with corresponding affected plant area(s) (Downs and Vogel (1993)).

Affected
Constraint Output Variable(s) ] ecte
Label var(61)] Constraint Formula Plant Area
' [safe(¢;)]
1 eactor Pressure,oq 01 < a 1
10) R P < 2895k P A
2 eactor Temperature oy 09 < 1
10) R Temp 150°C A
b3 Reactor Level o5 03 < 21.3m? A
4 eactor Level o3 o3 > 11.8m 1
10) R Level > 11.8 m3 A
4 roduct Separator Level oy 04 <9.0m 3
Prod S Level 9.0 m3 A
b5 Product Separator Level og4 04 >9.0m3 Az
6 tripper Base Level o5 05 < 6.6m 4
Stri Base Level < 6.6m3 A
o7 Stripper Base Level o 05 > 3.5m3 Ay

Recall that the proposed data collection activity is initiated by a low-criticality
warning at a time instant k from the Physics-based EWS ([COMP1], Figure 3.1)
that return a subset ®,(k) C ® of safety constraints that may be violated in the
future (Equation (4.13)). Consequently, given this subset of safety constraints,
we can use Table 5.2 to determine a set of relevant device and network data

(Table 5.1) at time k, respectively, as follows:
Config[PLC)q(k) = {Config[PLC;] | PLC; € safe(¢)V ¢ € ®,(k)}  (5.1)
Orer(k) = {0 € var(¢) V ¢ € O, (k) } (5.2)

Hence, the set of relevant data that we are in a position to collect at a time k is
Dyei(k) = Con fig[PLC]ei(k) U Oy (k).

5.1.2 Example

To illustrate this setup, consider again the case where the Physics-based EWS
([COMP1]) predicts, with a low-criticality warning at a time instant k, that if
the TEP is subjected to a stealthy attack, then constraint ¢3, i.e. the upper limit

on reactor level, may be violated.

101



5. SAFETY-DRIVEN COLLECTION OF POTENTIAL EVIDENCE
OF STEALTHY ATTACKS

Consider that area A; = safe(¢s) (Table 5.2) contains the reactor, three PLC’s
implementing the pressure, temperature, and level control for the reactor — de-
note them by PLC,, PLC, and PLCj5 respectively. Therefore, safe(¢s) = A; =
{PLC;, PLCy, PLCs}.

Applying Equation (5.1), the relevant PLC configurations given a potential
violation of ¢3 would be Config[PLC|,(k) = {Config[PLC}],Config[PLCs],
Config[PLC3)}. Additionally, the output variables associated with ¢3 are var(¢s)
= {03} (Table 5.2). Applying Equation (5.2), O, (k) = {o3}. Finally, the re-
sulting set of relevant data that we are in a position to collect at a time in-

stant k£ given a low-criticality warning that ¢s may be violated is D, (k) =

Config|[PLC)re(k) U O, (k) = {ConfiglPLC,], Config[PLCy), Config|PLCs],
03}.

5.2 Selecting Relevant Data to Collect

Real-time data collection activities, especially the forensically-relevant data that
we consider, can be associated with a certain cost. For example, PLC logging tools
may influence the PLC performance, and sending such data to a secure server can
consume network bandwidth that may be otherwise used to communicate control
variables. Additionally, our original predictive safety checks are uncertain as
they return a probability of damage, as given by the suspicion metric at a time
instant k, which we denote in this chapter by s(k). From this observation, it
is necessary to decide whether to collect each data in D, (k) based on a trade-
off between the expected impact of the attack and the collection cost associated
with each data in D, (k). Accordingly, we seek to collect a subset of relevant
data, Dy (k) € D, (k). To achieve this trade-off, we propose a decision-theoretic
framework involving a Value of Information (Vol) analysis. Our main assumption
in the development of this framework is that each of the data identified in D,..;(k)
is equally likely to constitute potential evidence. For example, if D,..;(k) consists
of a pressure sensor measurement and a configuration of the PLC implementing
the pressure controller, then we assume that it is equally likely that the attacker
performed their attack by either changing the code of the PLC (Section 3.2) or

intercepting and modifying the pressure sensor measurement. Thus, the only
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trade-off we are concerned with is the one between the expected impact of the
attack and the cost of data collection. In the following, we detail this framework
which forms the Relevant Data Selector ([COMP3]) of our approach.

5.2.1 Value of Information (Vol) Representation

We assume that the ICS, represented as II(), operates in nominal conditions
under a certain performance measured by a revenue W (6) that depends on some
system parameters grouped in #. For example, the TEP’s performance is usually
measured by the revenue resulting from the amount of chemical product produced
(Downs and Vogel (1993); Ricker (1996)). The operational cost of I1(6) is denoted
by C(#), and can be estimated based on a variety of parameters; such as the
amount of reactants consumed in the TEP case. In this thesis, we restrict this
cost to the cost of data collection, i.e., collecting the data in the set D, (k).

Under a given parameter setting 6, the value (profit) of I1() is given by
V(0) = W(0) — C(0). However, due to uncertainties associated with parameters
0, we must use an expected parameter estimate to compute V' (#). Consequently,
we consider the expected value (profit), denoted by E[V(#)], under expected
parameters E[6].

Suppose that we predict that a potential stealthy attack, may bring the system
into a new operating mode with E[V (A)] < E[V(6)], by causing damage to one
or more of the plant areas A; (e.g. we are presented with the low-criticality
warning). Then we can ask whether it is worthwhile to collect certain relevant
data (as identified in D, (k)) that may allow us to reveal a breach like the one
illustrated in Section 3.2. Namely, we may want to collect a given 6; € D, (k)
only if its collection cost does not exceed the potential reduction in the value
or the revenue of the system’s operation (i.e. attack impact) if the suspected

stealthy attack is successful. The change in this expected value is given by:

Av(0,0) = E[V(0)]

)] —E[V(9)]
= E[W(0)

g (5.3)
C(0)] ~ EW(0) - C(0)

As a simplifying assumption, we can take the cost of data collection under nominal

conditions C[f] as 0. On the one hand, if we choose not to collect any data and
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subsequently not attempt to prevent the damage from the breach, then C[0] =0
and in this case |Ay(6,0)| = [E[W () — W(0)]] = E[[Aw]]. On the other hand,
if we choose to collect data that can help us identify the location of the breach
and prevent damage from happening, then we can assume that W (6) = W ()
and |Ay(0,0)] = E[C(6)]. In other words, the collection of data that may reveal
a suspected breach is worthwhile only if the expected cost of collection does not
exceed the expected reduction in the operating revenue (performance), E[|Ay|],

i.e. the expected impact of the attack.

5.2.2 Example

Consider the TEP system generating a value of 0.8 under nominal operation. Our
online safety monitor predicts at a time instant k that a potential breach may be
able to cause damage to two out of the five plant areas in A with a probability
(given by the suspicion metric) of s(k) = P(damage) = 0.4. If this happens, then
the new revenue of operation is 0.48. As a result, the new expected revenue of

operation is given by:

E[W] = P(damage)(W|damage) + P(~damage)(W|—~damage)
— 0.4 % 0.48 + 0.6 x 0.8 (5.4)
=0.612

Hence, the expected reduction in revenue of operation (i.e. attack impact) is
E[|Aw|] = 0.8 — 0.612 = 0.188. This is the maximum we will “pay” to identify
the location of the suspected breach, i.e. collect each of the data in D, (k).

5.2.3 Cost of Data Collection

In the set D,q(k) that we identified in Section 5.1, the collection of each of
the data §; € D,q(k) is associated with a certain cost C'(9;). This measure of
collection cost can be estimated, for example, based on the capabilities of the
existing data acquisition tools. If the collected data is to be stored in some
secure server, one could set a limit on the total size of data that we can collect
at a given time instant k. Then, we can define a collection cost C(d;) as the

ratio of the space occupied by ¢; to the size limit for data collection at a time
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Algorithm 4 Proactive Real-time Collection of Relevant Data

INPUTS: A subset of potentially violated constraints ®,(k); the suspicion metric s(k) =
P(damage)
PARAMETERS: collection cost of potential data types C(¢;), ICS operating value under
nominal conditions (W|—-damage)
OUTPUTS: Dcoi(k) (a set of data to collect)
for all ¢ € ®,(k) do

ConfiglPLClve(k) « ConfiglPLC) e (k) U {Config[PLC;] | PLC; € safe(¢)}

O(k)rer < Oper(k) Uvar(e)
end for
Dyci(k) <= Oper(k) U Con fig[PLC e
E[W] « s(k)(W|damage) + (1 — s(k))
MaxCollectionCost < (W|-B) — E[W
for all 6,¢; € D, (k) do

if C(6,e1) < MaxCollectionCost then

Dcol(k) A Dcol(k) U {6rel}
end if

end for

k)
(W|-~damage)
]

k. Regardless of the exact definition of C'(;), we propose that this measure be a
dimensionless number in the same range as the measure of revenue of operation
(W(0)), so that we can soundly perform the trade-off between the two measures.

Going back to the previous numerical example, assume that the identified
relevant data consists of the set in the example presented in Section 5.1.2. Since
a single sensor measurement may occupy significantly less space that a PL.C ladder
logic configuration, we assume that the cost of collecting o3 is C'(03) = 0.02 and
that of Config[PLC] is C[Config[PLC,]| = 0.2. Since the maximum we will
pay to identify the location of the suspected breach is 0.188, then we can conclude
that o3 is worth collecting while Con fig[PLC4] is not.

5.2.4 Real-Time Proactive Data Collection

We implement the steps of our approach proposed to identify ([COMP2]) and
select ([COMP3]) relevant data to collect in Algorithm 4. The execution of
Algorithm 4 at a time instant k is triggered by a low-criticality warning from
the Physics-based EWS ([COMP1]) component (Chapter 4, Algorithm 3) which

returns the suspicion metric s(k), i.e. probability of damage taking place, in
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addition to the subset of safety constraints ®,(k) that may be violated in the
future. We first use the safe PPL and Table 5.2 to identify data that is more likely
to be lost due to the predicted damage ([COMP2]). We then perform the Vol
analysis to select a subset of the identified relevant data in D, (k) ([COMP3]).
First, we estimate the expected reduction in revenue (impact) from the predicted
attack, as illustrated in the previous example. Then, we use this computed impact
as the maximum we will pay to collect a certain §,¢ € D, (k). We finally make
our collection decision given an associated C(d,;).

Note that the estimation of the revenue if damage happens, (W |damage), can
be performed using the number of areas A; that are predicted to be damaged by
the online safety monitor. In our numerical example, the online safety monitoring
algorithm predicted that two out of five areas in A may be damaged. Hence,
we can estimate a 2/5 = 40% reduction in the original revenue under nominal
operation. Note that a more accurate estimate can be obtained by incorporating
some process engineering knowledge about the contribution of each plant area to
the revenue (Peters et al. (2003)); however, such considerations are beyond the

scope of the present work.

5.3 Summary

In this chapter, we turned our focus to parts (P2) and (P3) of the ICS FR problem,
and we described the Relevant Data Identifier ((COMP2]) and Relevant Data
Selector ([COMP3]) components of our approach.

First, for our Relevant Data Identifier, we proposed an automated technique
that can specify data that is relevant to potential investigations of a stealthy at-
tack on ICS following the threat model described in Section 4.2.2. In particular,
we considered in our context that data originating from components at risk of
being damaged is relevant. To identify this data, we mapped the potentially vio-
lated safety constraints given by our Physics-based EWS ([COMP1]), to specific
areas of the plant where damage can happen due to such violations. We made
use of the safe PPL to identify these areas.

Second, for our Relevant Data Selector, we proposed a decision-theoretic

framework that can select a subset of relevant to collect, by achieving a trade-off
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between the expected attack impact and the potential cost of collecting more
data. We characterised the impact of a suspected attack as a reduction in the
revenue generated by an ICS. This reduction in revenue sets a limit on how much
we are willing to “pay” for more data that may otherwise reveal an intrusion.
By having a measure of data collection cost at hand, which is dependent on the
type of data and the capabilities of data acquisition tools, we can decide for each
relevant data whether it is “worth” collecting. Namely, we select data whose
collection cost does not exceed the potential attack impact.

Having addressed parts (P1, P2, P3) of our problem, we perform in the next

chapter a thorough evaluation of the three components of our work.
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Chapter 6

Evaluation

In this chapter, we evaluate different aspects of the approach described in this the-
sis using a virtual testbed consisting of a simulation of the benchmark Tennessee-
Eastman Process (TEP). Initially, we focus on the Physics-based EWS ([COMP1])
component of our approach (Figure 3.1). We first evaluate the accuracy of our
online safety monitoring algorithm for LTI systems. We check whether the pro-
posed algorithm can indeed predict potential safety violations if the system is
under a stealthy attack. We perform these assessments through extensive Monte
Carlo simulations under stealthy attacks, where we either vary the number of
sensors being attacked simultaneously, or we vary the length of the prediction
horizon.

Second, we compare our reachability-based approach to safety monitoring to
existing work in this area. In particular, we show that the use of reachability
tools instead of relying on mere proximity metrics that are based on raw sensor
measurements is well justified when the system is under a stealthy attack. We
perform these comparisons through a set of attack scenarios.

Third, we evaluate whether our setup of the suspicion metric, with the sug-
gested thresholds, can provide meaningful warnings to operators. Using attack
scenarios, we illustrate how the criticality (i.e. low and high) of the fired warnings
reflects how fast the system is steered into an unsafe state by a stealthy attacker.
We particularly show that the low-criticality warning is a suitable trigger for

proactive data collection.
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Fourth, we assess the real-time performance of the proposed Physics-based
EWS. Through extensive Monte Carlo simulations, where we either vary the
number of safety constraints or the length of the prediction horizon, we evaluate
the execution time of the algorithm and we assess how it scales with each of
these parameters. In addition, by simulating network behaviour, we also assess
the effect of the algorithm on communication delays between controllers, sensors,
and actuators.

Finally, we evaluate the relevance of the data identified by the Relevant Data
Identifier ((COMP2]) and the effect of the Relevant Data Selector ([COMP3])
on the control performance overhead resulting from real-time data collection.
We show that [COMP2] rarely misses any relevant data (i.e. data that is at
risk of being lost to damage). We also compare [COMP3]| with an agnostic
“all-data” collection approach and demonstrate the reduction in performance
overhead on the system’s controllers as a result of our approach. We evaluate
these aspects through additional Monte Carlo simulations of the TEP under a
stealthy attack. Additionally, we demonstrate a use case for our proactive data
collection approach where we show that it can improve the efficiency of PLC
log-based live forensics tools. We demonstrate this use case by simulating a
live forensics activity in TEP under a Stuxnet-inspired attack scenario similar to
the one illustrated in Section 3.2. We compare the case where this simulation
includes an implementation of our approach with the case where all data in an
ICS is collected at all times.

All activities conducted to support the evaluation were performed on a ma-
chine with an Intel i7-9750H CPU clocked at 2.6 GHz with 16GB of RAM mem-
ory. The rest of this chapter is organised as follows: we begin with a detailed de-
scription of the virtual testbed that we employ for our evaluation in Section 6.1.
We then evaluate the accuracy of the online safety monitoring algorithm and
compare it with existing techniques in Section 6.2. We evaluate the ability of
the suspicion metric to warn well in advance of potential damage and to guide
post-warning actions in Section 6.3. We evaluate the real-time performance of
the Physics-based EWS ([COMP1]) in Section 6.4. We finally evaluate the rel-
evance of the data identified by the Relevant Data Identifier ((COMP2]), the

reduction in control performance overhead resulting from Relevant Data Selector
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([COMP3|), and we present a use case for our approach in Section 6.5. We
conclude this chapter with Section 6.6.

6.1 Virtual Testbed Description

To evaluate the work in this thesis, we rely on a simulation of the Tennessee-
Eastman Process (TEP) (Downs and Vogel (1993)). This is a benchmark chemical
process that has been used extensively to study problems in the process control
field and is widely regarded as one that reflects to a high degree of accuracy a
real-life chemical process (Ricker (1993)). The process involves an exothermic
reactor and units to separate and purify chemical products. Several control loops
maintain critical operating variables, such as reactor temperature and pressure,
at their desired set-points (Table 5.2), (Ricker (1996)). In the context of ICS
security, the complexity of this process has allowed the realistic simulation of
physical processes under attack and to test model-based approaches to ICS se-
curity (Cardenas et al. (2011); Geng et al. (2019); Genge and Siaterlis (2014);
Krotofil and Cardenas (2013); McEvoy and Wolthusen (20110)). In addition,
the simulation-based TEP allows for a low-cost and safe testing of the effect of
potentially damaging attacks on physical operation.

We modified the MATLAB/Simulink simulation of the TEP built by Bathelt
et al. (2015) by adding blocks to simulate the real-time behaviour of the con-
trol network, sensors, actuators, and controllers. We also implemented a Kalman
filter-based anomaly detector to estimate process measurements and detect anoma-
lies. We derived the Kalman filter for the TEP process using MATLAB’s built-in
kalman Simulink block. A diagram showing the structure of our vritual testbed
is shown in Figure 6.1.

The network is divided into four segments connected by a “gateway” router
to emulate the distributed nature of modern ICS environments. In the control
rooms, where different stages of the chemical process reside, sensors send mea-
surements over the first network segment to the gateway, which forwards them
to the appropriate node on the controllers’ network. The controllers employ a
similar procedure to send control signals to the appropriate actuator nodes. The

gateway forwards sensor measurements and controller states to the supervisory
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Figure 6.1: Networked Tennessee-Eastman Process (TEP) testbed diagram.

control room where the anomaly detector and the proposed instantiated frame-
work (indicated as EWS in Figure 6.1) reside. The gateway then emulates Remote
Terminal Units (RTU’s) which are used to provide an interface between control
devices and servers in control rooms.

To simulate the real-time behaviour of sensors, controllers, anomaly detec-
tor, and the network, we use the MATLAB/Simulink-based TrueTime library
(Cervin et al. (2003)). This library is a collection of MATLAB/C++ func-
tions and Simulink blocks designed to simulate real-time control networks. It
has been primarily adopted to study the performance of networked control sys-
tems (Brahimi et al. (2006); Kalaivani and Kalaiarasi (2019)), and also in the
context of ICS security (Farooqui et al. (2014)). The TrueTime library provides
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Simulink blocks to simulate medium access and packet transmission for different
industrial network models, such as CAN, Round-Robin, PROFINET, etc. It also
provides “kernel blocks” for which custom MATLAB or C++ code can be imple-
mented to simulate different nodes (e.g. actuators, sensors, controllers etc.) with
specified scheduling policies. The TrueTime library simulates medium-access and
packet-level network protocols, which is a sufficient simulation level to study the
overhead incurred by the different components of our approach.

We compiled the physical behaviour of the TEP implemented in C by Bathelt
et al. (2015) into a MATLAB “mex S-function” to be incorporated in the Simulink-
based simulation. We implemented sensor, actuator, and controller codes as True-
Time Kernels, representing the real-time behaviour of control devices with a fixed-
priority scheduling policy. While the controllers are implemented as Simulink
blocks, the physical process itself is simulated in continuous-time and incorpo-
rated into Simulink using MATLAB’s S-function blocks. In our implementation
of sensor and actuator nodes using the Truetime library, we simulated the pe-
riodic discrete-time sampling of sensor measurements and actuator signals; in a
fashion that mimics real-life situations in process control systems.

The Truetime-simulated control network employs a Carrier Sense Multiple Ac-
cess with Arbitration on Message Priority (CSMA/AMP) model, which is widely
used in industrial Controller Area Network (CAN) bus applications (Gupta and
Chow (2009)). The TrueTime library assumes that higher-level network protocols

process messages into packets.

6.2 Online Safety Monitoring Algorithm

In this section, we focus on evaluating the accuracy of our proposed online safety
monitoring algorithm for stealthy attacks on ICS that can be modelled as Linear
Time-Invariant (LTT) systems (Algorithm 2). As this algorithm forms the core
of the Physics-based EWS ([COMP1]) component, we focus on the evaluation
of its accuracy in this section. We implemented Algorithms 1 and 2 in MAT-
LAB, with the ellipsoidal techniques based on the Ellipsoidal Toolbox written
by Kurzhanskiy and Varaiya (2006). We approximated the TEP process as an
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Table 6.1: Safety constraints considered for the Tennessee-Eastman Process
(TEP) (Downs and Vogel (1993)).

Output Low Limit | High Limit
Reactor Pressure none 2895 kPa
Reactor Temperature none 150 °C'
Reactor Level 11.8 m? 21.3 m?
Product Separator Level 3.3 m? 9.0 m?
Stripper Base Level 3.5 m? 6.6 m?

LTI system with 50 state variables using MATLAB’s ndsid algorithm. We con-
sidered the safety constraints discussed by Downs and Vogel (1993), shown here in
Table 6.1. To initialise the online monitoring tool, we used the Kalman filter and
chi-squared anomaly detector parameters to run Algorithm 1 and determine the
reachable ellipsoid’s shape matrix. We performed the grid search for parameter
b by dividing the interval into segments of length 0.01.

Our evaluation of the online safety monitoring algorithm for LTI systems un-
der stealthy attacks consists of three main parts. First, we validated our approach
by assessing the accuracy of the safety checks using extensive Monte Carlo sim-
ulations. Second, we compared our approach with existing online monitoring
approaches. Finally, we assessed the real-time performance of the algorithm. We
deferred this part of the evaluation however to Section 6.4 following our discussion
of the suspicion metric, as we would like our performance evaluation to account
for the computation of this metric as well. Therefore, this section only presents
the results of our accuracy tests and the comparison of Algorithm 2 with existing

techniques.

6.2.1 Accuracy

The objective of Algorithm 2 is not to detect attacks, but rather to perform safety
checking under potential stealthy attacks that seek to cause damage. Algorithm 2
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checks whether the current state of the system can be taken to an unsafe state
by a stealthy attack within the next K time instants and cause damage before
the anomaly detector detects the attack. Thus, to evaluate our approach, we
ran several simulations of the TEP only considering different stealthy attacks on
the sensors that report values of safety critical parameters shown in Table 6.1.
We avoided using the true/false positive/negative rate performance metrics as
traditionally defined in the attack detection literature. Instead, we considered
a notion of true/false positives/negatives similar to the one adopted in previous
work involving reachability analysis for safety verification, specifically by Chou
et al. (2020):

e A true positive occurs when Algorithm 2 predicts a potential safety violation
within K time instants before damage occurs due to an attack, and the

system reaches an unsafe state before the anomaly detector raises an alarm.

e A true negative occurs when Algorithm 2 does not predict any potential
safety violation within K time instants before damage occurs, but the attack

is detected by the anomaly detector before it causes damage.

e A false positive occurs when Algorithm 2 predicts a potential safety viola-
tion within K time instants before damage occurs, but the anomaly detector

manages to detect the attack before the system is damaged.

o A false negative occurs when Algorithm 2 does not predict any potential
safety violation within K time instants before damage occurs, even though
the stealthy attack manages to cause damage, and the anomaly detector

fails to raise any alarm before such damage occurs.

To evaluate the true/false positive/negative rates for Algorithm 2, as defined
previously, our Monte Carlo simulations considered varying two parameters: (i)
the length of the prediction horizon K, and (ii) the number of safety-critical
sensors attacked at the same time. For the length of the prediction horizon K,
the results are presented in Figure 6.2. For each value of K that we tested, we
ran 500 simulations where we picked the attacked sensors at random (uniform
distribution), and we simulated the attack as a slowly growing bias on sensor

measurements.
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Figure 6.2: True/false positive/negative rates for Algorithm 2 as a function of

the length of prediction horizon K.

We can see from Figure 6.2 that for a small prediction horizon length, Algo-
rithm 2, returns mostly negative checks, with true and false negatives accounting
for the vast majority of predictions for K < 500. As K grows, the number of
true and false positives increases, with the false positive rate increasing in a much
slower manner. For K > 1500, although the rate of true positives is high, Algo-
rithm 2 returns a high number of false positives as well. This behaviour is the
result of the design of Algorithm 2. First, for small K, the algorithm will likely
not be exploring a sufficient number of states where a stealthy attack would cause
a violation of safety constraints. Thus, it is expected to observe a high rate of
both false and true negatives, with true and false positive rates remaining very
low. As K increases, the algorithm is allowed to explore more states, therefore

increasing the number of true positives. The slow parallel increase in false posi-
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Figure 6.3: Receiver Operating Characteristic (ROC) curve for Algorithm 2 with
the length of prediction horizon K as the third dimension.

tives shows that Algorithm 2 exhibits high accuracy for intermediate values of K.
However, at high values of K, the accuracy of the predicted states is expected to
decrease, which explains the high false positive rates.

These simulations show that there exists a trade-off between how early we
would like to raise warnings about potential safety violations due to a stealthy
attack and the accuracy of Algorithm 2. These experiments can also serve as a
method to tune the choice of K. To showcase these ideas, we have plotted in
Figure 6.3 the Receiver Operating Curve (ROC) for Algorithm 2, with the length
of prediction horizon K as the third dimension. We note that there exists a
“cut-off” point at K = 500 time steps where we obtain acceptable values for the

true/false positive rates (90.8% for true positives, 4.05% for false positives). This
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Table 6.2: True/false positive rates vs. the number of sensors attacked at the

same time for Algorithm 2

Number of Attacked Sensors 1 2 3 4 5
True Positive Rate 0.908 | 0.905 | 0.91 | 0.905 | 0.92
False Positive Rate 0.0405 | 0.041 | 0.04 | 0.0408 | 0.04

is equivalent to about 15 minutes ahead-of-time prediction, which is a reasonable
choice in practice for K.

For K = 500, we tested the accuracy of Algorithm 2 under different numbers
of sensors being attacked at the same time. We ran 500 simulations for each differ-
ent number of sensors being attacked. In each simulation, we picked the attacked
sensors at random (uniform distribution), and we ran Algorithm 2 while consider-
ing the safety constraints associated with the sensor(s) under attack (Table 6.1).
The results in Table 6.2 show high true positive and low false positive rates in
each case. These experiments demonstrate the accuracy of Algorithm 2 with re-
spect to all safety-critical sensors. Given the large number of random simulations
we ran, we can conclude that Algorithm 2 can report potential safety violations
due to a stealthy attack with respect to all the safety constraints imposed on the

system.

6.2.2 Comparison with Existing Monitoring Approaches

In this section, we empirically showcase the advantage of using Algorithm 2 for
online monitoring compared to the approach adopted in the works discussed in
Section 4.1.1. We specifically show that relying on a mere proximity metric based
on raw sensor measurements is ineffective against stealthy attacks that can make
the system appear to be moving away from unsafe states. However, our approach,
which considers reachable sets under attacks, can effectively warn about potential
safety violations even in such scenarios.

Our comparison with existing techniques does not extend to work focused on
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attack detection, as our algorithm is designed for safety monitoring and not for
attack detection; as evident from our previous definitions of accuracy metrics. To
this end, we implemented an online monitoring tool measuring the time-to-unsafe
states metric based on a simple euclidean distance from the current state estimate
to the set of unsafe states. To obtain this traditional measure of time-to-unsafe
states, we divide the euclidean distance by the average rate of change of the
estimated system state. We avoided a comparison based on the accuracy metrics
depicted in the previous section. This is due to the fact that the traditional
time-to-unsafe states metric relies on the selection of different thresholds to raise
alarms of different criticality. With the lack of precise methods to select these
thresholds, it is hard to perform a meaningful quantitative comparison between
the metric proposed in this paper and the traditional one. Therefore, we used a
set of attack scenarios involving safety-critical sensors to empirically demonstrate
the advantage of our approach to online safety monitoring.

We chose three attack scenarios. Scenarios 1 and 2 depict individual attacks
targeting the level and pressure sensors, respectively, of the main reactor in the
TEP. Scenario 3 depicts an attack performed simultaneously on the level, pres-
sure, and temperature sensors of the reactor. We chose Scenarios 1 and 2 to
illustrate the typical kind of attacks targeting safety-critical sensors individually.
We can obtain similar results for individual attacks on other safety-critical sen-
sors. Scenario 3 illustrates a more dangerous coordinated attack where all main
reactor sensors in the TEP are manipulated at the same time. Again, similar re-
sults can be obtained for other combination of sensors for safety-critical variables
listed in Table 6.1. Figures 6.4, 6.5 and 6.6 present the results obtained for each
scenario. In each of these plots, we show the feasibility metric (Equation (4.17))
and the time-to-unsafe metric (Equation (4.18)). We show the former to indicate
when Algorithm 2 returned with an unsafe check (i.e. non-zero feasibility met-
ric, safe check otherwise) and the latter in order to compare our approach with
techniques that employ a traditional time-to-unsafe states.

Scenario 1. In this scenario, we simulate an attack on the reactor’s level
sensor, where a growing bias on level measurements is introduced to trick the
controller into overflowing the reactor. This simulation is shown in Figure 6.4

where we can see that the anomaly detector raises an alarm almost at the moment
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Figure 6.4: Results from simulation Scenario 1.

the overflow takes place. Our feasibility metric increases significantly over the
period preceding the physical damage to the reactor, and our time-to-unsafe
states metric shows that the plant is dangerously close to damage. Conversely,
the traditional time-to-unsafe states computed based on the estimated state alone
shows a slight increase, indicating that the plant appears to be moving away from
the unsafe operating region.

Scenario 2. In this scenario, we perform an attack on the reactor’s pressure
sensor. The attack is a slowly growing bias on pressure measurements seeking
to trick the pressure controller into increasing the pressure inside the reactor
while it appears lower than its set-point. We can see from Figure 6.5 that the
anomaly detector fails to raise any alarm before excessive pressure builds up in
the reactor. However, our online monitoring algorithm correctly predicts the

damage from the stealthy attack as shown by a non-zero feasibility metric. This
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Figure 6.5: Results from simulation Scenario 2.

metric shows an increase over the few hours between the start of the attack and
the damage taking place. Instead, the traditional time-to-unsafe states metric
shows the plant moving away from unsafe states.

Scenario 3. In this scenario, we simulate simultaneous attacks on the main
reactor’s pressure, temperature, and level sensors. All three attacks are slowly
growing biases. Figure 6.6 shows that damage occurs faster in this scenario than
in the previous two, with the anomaly detector again failing to raise any alarms.
Our monitoring algorithm however correctly predicts again potential damage from
a stealthy attack (non-zero feasibility metric). Instead, the traditional time-to-
unsafe states metric depicts the plant moving away from the unsafe operating
region.

These scenarios demonstrate the usefulness of our approach in the presence
of stealthy attacks when compared to simple time-to-unsafe metrics. Relying on

the traditional time-to-unsafe metric may relay an inaccurate idea of the current
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security or safety conditions. This was especially highlighted in Scenarios 2 and
3. While the plant appears to drift away from the unsafe operating region, our
monitoring approach can still warn operators that an attacker is able to damage
the system without being detected.

Figure 6.7 shows a comparison between the time-to-unsafe metric computed
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using our algorithm and the same metric computed based on the raw estimated
state. We plot the difference (error) between the metric in each case and the
time-to-unsafe states computed based on the real state of the system. In each
scenario, we observe that the metric based on the raw estimated state is relatively
accurate before the attack starts (the error is close to zero). However, the error
starts to grow as the stealthy attack progresses and the real state diverges from
its estimate. Conversely, as the stealthy attack progresses, this error decreases
for the time-to-unsafe states metric computed according to our algorithm and
reaches almost zero towards the end of the attack.

This demonstrates the usefulness of our algorithm in the worst case, where
the actual state of the system significantly diverges from the real estimate under
a stealthy attack. While this may be overly conservative when the system is not
under attack, the safety criticality of the systems we consider justifies the need
to employ a monitoring that can generate early warnings in case a dangerous
stealthy attack is taking place. Hence, the task of pre-computing reachable sets
under attacks and using them for online monitoring is well justified. Additionally,
the results that we described previously show that our proposed algorithm for
online monitoring can be used as part of the instantiation of our EWS framework

for LTI systems.

6.3 Suspicion Metric

In this section, we focus on the suspicion metric component of our Physics-based
EWS and its ability to raise warnings that can guide different post-warning mea-
sures. As the suspicion metric does not necessarily reveal attacks, we do not
consider previous work on attack detection (such as the work surveyed by Gi-
raldo et al. (2018)) a suitable baseline to compare our work against. Rather, our
evaluation of the suspicion metric is focused on the timeliness of the generated
warnings, in other words, whether they are generated well before damage hap-
pens. We also demonstrate the usefulness of having different types of warnings in
terms of guiding different types of proactive measures. We illustrate such mea-
sures, and we show that in particular, the low-criticality warning is a suitable

trigger for the proactive collection of potential evidence (i.e. (P1) in Figure 3.1).
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As we already quantitatively evaluated the accuracy of the online monitoring al-
gorithm in the previous section, we qualitatively demonstrate the suitability of
the low criticality warning as a trigger for data collection through attack sce-
narios. This approach is in line with previous work on EWS (Abbaszadeh et al.
(2018); Apel et al. (2009, 2010); Husak et al. (2018); Kalutarage, Lee, Shaikh and
Sung (2015); Kalutarage et al. (2012)) whereby the evaluation of an EWS focuses
on its ability to guide certain proactive measures. For instance, Brignoli et al.
(2020) evaluate their EWS for network attacks in IoT networks by illustrating
how it can be used to evaluate the impact of active countermeasures.

As described in Section 4.4, the criticality of our warnings depends on a com-
parison of the time-to-unsafe states to the time that would be sufficient to perform
different proactive measures, as determined by expert knowledge of the system.
For the sake of our current experiments, where we use a K = 500 as the length of
prediction time horizon (as determined by our previous experiments), we assume
that a time period of t; = A;K /2 ~ 8 mins would be needed to perform data col-
lection; and t5 = 1 min to perform “more critical” actions, such as switching to a
secure backup controller (Chen and Sankaranarayanan (2017)). We implemented
these warning levels (within Algorithm 3) accordingly.

The results obtained for the attack scenarios are shown in Figure 6.8. For
each scenario, we plot the value of the reactor level or pressure, residual, suspicion

metric, and warning level over time. Our results can be interpreted as follows:

1. In Scenario (i) (Figure 6.8-a), we use similar operating conditions and at-
tack as the ones described in the motivating example (Section 3.2). The
attack on the reactor starts at ¢ = 30h, and the liquids level increases until
damage takes place approximately 37 hours later. A high-criticality warn-
ing is however issued at around ¢ = 48h, 19 hours before damage takes

place.

Before the attack starts, a low-criticality warning level is maintained most
of the time. A high-criticality warning is raised for a brief moment after
the attack starts, but well before any damage can happen (20 hours). As
the attack takes a long time to cause damage, actions associated with a

low-criticality level warning are suitable. The operators can for example
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6. EVALUATION

collect more data from different devices to check whether the plant is under
a certain breach. Although a low-criticality warning is raised constantly for
a long period of time, this does not imply that proactive actions should be
taken each time a warning is raised. Indeed, operators can initially collect
more data from the concerned area of the system to confirm or refute the
hypothesis that an intrusion is present. This data can include network traffic
from the concerned area of the system, logs from engineering workstations,
PLC configurations - among others (e.g. Table 5.1). If the hypothesis is
refuted yet a low-criticality warning level is maintained, then data collection
can either stop or take place periodically in order to make sure that no
intrusion is present. This task can be automated using existing dedicated
tools (Eden et al. (2016)). Moreover, we expect the warnings generated by
our framework to be correlated with other alerts (e.g. cyber intelligence,
insider activity) generated by the EWS. This will provide a more accurate
picture of the security situation. For example, these warnings can feed into
a Bayesian score similar to the one proposed by Kalutarage, Lee, Shaikh
and Sung (2015); Kalutarage et al. (2013) to monitor potential network

intrusions.

2. In Scenario (ii), we consider transient operating conditions (Figure 6.8-b)
where the reactor’s pressure is steadily brought to lower levels over a long
period of time. The attack on the reactor’s pressure starts at t = 70h, and
excessive pressure starts building up in the reactor until damage takes place
approximately 18 hours later. A high-criticality warning is however issued
at around t = 75h, 13 hours before damage takes place. This warning level
is consistent with the significantly shorter time taken by this attack when

compared with the previous scenario.

The scenarios above show that our proposed Physics-based EWS ([COMP1])
can warn well in advance of potential harm and can guide the selection of post-
warning actions. We have considered attacks on two sensors — reactor level and
pressure — which measure safety-critical process variables related to the most
important stage of the TEP — its reactor. Scenario (i) shows a case where

only a low-criticality warning is needed as the attack takes a long time to cause
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damage. This illustrates how our choice for a low-criticality warning as a trigger
for proactive data collection is sound. Scenario (ii) illustrates a situation where a
high-criticality warning with more drastic actions are needed to prevent potential

damage to the system.

6.4 Real-Time Performance of the EWS and Dis-

cussion

In this section, we present our evaluation of the real-time performance of our
proposed Physics-based EWS ([COMP1]) instantiated for LTI systems. In par-
ticular, we evaluate the performance of Algorithm 3 which includes both the
safety checking and the computation of the suspicion metric. In light of the per-
formance evaluation results and the results from the previous two sections, we
discuss some aspects related to the implementation and the deployment of the

algorithms in industrial settings.

6.4.1 Scalability and Network Overhead

Scalability. We assessed how the execution time of Algorithm 3 scales with re-
spect to (i) the number of safety constraints, and (ii) the length of the prediction
horizon K set by operators. For both cases, we averaged the execution time over
a 100-hour simulation of the networked TEP, equivalent to 2 x 10° executions
of the algorithm given the sampling time A; = 5 x 10~ hours = 1.8 seconds.
In addition, for the purposes of performance testing, we modified Algorithm 3
to simulate the worst-case execution scenario where emptiness checks are per-
formed at every predicted state. To test for scalability against the number of
safety constraints, we generated random half-spaces representing potential safety
constraints. We also fixed the length of the prediction horizon at K = 500,
equivalent to about 15 mins into the future. For scalability with the length of
the prediction horizon, we used the safety constraints in Table 6.1. Results are
shown in Figures 6.9 and 6.10.

The worst-case execution time of the algorithm scales linearly with respect to

both the number of safety constraints and the length of the prediction horizon.
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Figure 6.9: Average execution time of Algorithm 3 vs. the number of safety

constraints.

These results prove the ability of the proposed algorithm to scale in safety-critical
scenarios, where a larger number of safety constraints are imposed. Furthermore,
at K = 1000 time steps, equivalent to about 30 min ahead-of-time prediction,
the worst-case execution time = 1.3 sec is less than the sampling period, 1.8
sec, which guarantees a satisfactory real-time response. Note that real-time re-
sponse can be further improved by performing checks only when the estimated
physical and controller states of the system (i.e. the main real-time inputs to
Algorithm 3) are undergoing significant changes, i.e. during transient operation.
Finally, the algorithm’s worst-case execution time can be improved significantly
by considering an implementation in a compiled language such as C rather than
an interpreted language like MATLAB.

Network Overhead. To assess the effect of the proposed algorithm on the
performance of the network, we measured end-to-end time delays at two critical

locations in the network: (i) between each sensor and its corresponding controller;
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Figure 6.10: Average execution time of Algorithm 3 vs. the length of prediction

horizon K.

(ii) between each controller and its corresponding actuator. For each location, we
averaged these measurements over a 100-hour simulation. The values in Table 6.3
shows the average, standard deviation, maximum, and minimum time delays
considering all sensors, controllers, and actuators on the network. The proposed
algorithm incurs little additional delays on the network. This result is expected
since the installation of the proposed scheme requires that only sensor values and
controller states are uploaded to the supervisory control room area (Figure 6.1).
These values are already uploaded to perform anomaly detection in the absence
of the proposed framework. It is worth noting that these values are usually
uploaded also to process historians for various process control and diagnostics-
related logging activities. Therefore, the proposed Physics-based EWS'is expected

to incur little overhead on the network.
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Table 6.3: End-to-End transmission time delays in ms between various compo-
nents of the Tennessee-Eastmane Process (TEP) in the presence of the proposed
Physics-based Early Warning System (EWS) - [COMP1] component, (without
it).

Sensors to Controllers to

Controllers Actuators
Average 6.017 (6.013) 22.90 (19.05)
Standard Deviation 2.78 (2.77) 9.17 (8.41)
Maximum 9.65 (9.64) 35.66 (33.91)
Minimum 1.52 (1.52) 10.19 (1.15)

6.4.2 Discussion

In this secion, we make some final remarks regarding the proposed approach
to raise physics-based warnings about stealthy attacks in ICS ([COMP1]). In
particular, we discuss some practical implementation challenges and potential

limitations.

6.4.2.1 Implementation Challenges

Our evaluation has shown that the proposed monitoring approach exhibits high
accuracy and real-time performance. Our comparison of our reachability-based
algorithm with existing monitoring techniques has shown that our approach is
better suited for monitoring under stealthy attacks. Additionally, we demon-
strated through attack scenarios that our use of a low-criticality warning as a
trigger for proactive collection (P1) is a sound choice.

When it comes to its implementation in practice, we note that our monitoring
algorithm relies on a model of the system and its anomaly detector, which is nor-
mally available during the control design phase. The stealthy attack model that
we focus on encompasses several optimised stealthy attack strategies proposed

in previous work. This is also evident by the ability of Algorithm 2 to exhibit
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high accuracy with respect to a large number of randomised attacks in our ac-
curacy tests (Section 6.2). Finally, the attack model’s relative practicality with
respect to the attacker makes it a reliable heuristic threat model to consider for
a practical design of monitoring algorithms.

In our approach, we require some design parameters to be set. For Algorithm
1, a choice for the size of the partitioning interval A, (Murguia and Ruths (2018))
must be made to guide the grid search. This parameter depends entirely on the
desired tightness of the reachable set approximation. As this is a design-time
activity, the computational cost of choosing an arbitrarily small Aj, could be neg-
ligible when considering the increased tightness of the resulting approximation.
Our experiments have shown that even with a choice of A, = 0.01, we can achieve
a high accuracy in terms of safety checks. For Algorithms 2 and 3, the design
choice is to set a proper length for the prediction horizon K. We showed that
extensive randomised simulations performed in Section 6.2 can help in choosing a
value for K that achieves an acceptable trade-off between how “early” we would

like to raise warnings vs. the accuracy of Algorithm 2 (Figures 6.2-6.3).

6.4.2.2 Limitations

In our instantiation of the physics-based EWS framework to LTT systems, we
relied on adapting existing reachability analysis tools to perform real-time safety
monitoring. To alleviate the computational cost incurred by reachability analysis,
we relied on the ellipsoidal nature of the approximated reachable sets and applied
results in ellipsoid calculus that allowed our approach to be deployed in real-
time. We realise nonetheless that such tools are specific to systems that can be
approximated using an LTI model. To increase generalisability of our results, in
future work we will explore adoption of a different set of tools to instantiate our
framework to different types of systems. Finally, from a security perspective, to
reduce the risk of a potential adversary subverting the EWS, one possible solution
is to implement it on a Shadow Security Unit (SSU) as proposed by Graveto et al.
(2019). Such devices are computers designed specifically to remain hidden from
potential offenders. Encryption mechanisms can also be added as an extra layer of
security, to favour more secure communications at the cost of potentially reduced

performance.
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6.5 Identification and Selection of Relevant Data

In this section, we evaluate the relevance of the data identified by the Rel-
evant Data Identifier ([COMP2]), the reduction in the control performance
overhead caused by real-time data collection due to the Relevant Data Selector
([COMP3|) component, and the applicability of our data collection approach in
terms of supporting live forensic investigations.

We first evaluate whether [COMP2] misses any relevant data, i.e. data that
could be lost to physical damage by a stealthy attack. Then, we compare the
case where [COMP2| and [COMP3]| are used to identify and select relevant
data for collection (Algorithm 4) with the case where all data generated by an
ICS is collected at all times. We highlight the improvement in terms of control
overhead as a result of our decision-theoretic framework that achieves a trade-off
between data collection cost and expected attack impact. Finally, we show a use
case of our approach to proactive data collection in the area of live forensics. To
perform this evaluation, we simulated the process of data collection in the TEP
testbed. We begin this section with a brief description of this implementation,
followed by the evaluation of components [COMP2-3].

6.5.1 Simulation of Real-time Data Collection

To simulate the process of data collection, we augment the controllers in the TEP
simulation with logging capabilities. When Algorithm 4 identifies the set D, (k),
the corresponding controllers generate a log in a json format. In particular, we
assume that each of the controllers designed by Ricker (1996) are implemented
on a PLC. Therefore, we simulate the collection of data from these devices by
adopting a log structure that mimics the logging of PLC ladder logic configura-
tions (e.g. as in the work of Yau et al. (2018)). Namely, each log entry consists
of a timestamp, sensor measurements received, and details about the controller
configuration, in addition to the output of the controller (actuation signal). Since
each controller in the architecture proposed by Ricker (1996) is a discrete-time
Proportional-Integral (PI) controller, the controller configuration is represented
by the values of the coefficients of the proportional and integral terms in addition

to the sampling time. For sensor measurements, the corresponding sensors simply
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generate a json log entry that includes the timestamp, the value, and the name

of the sensor measurement (Table 6.1).

6.5.2 Relevance of Collected Data and Effect on Control

Performance

To assess the relevance of the data collected according to Algorithm 4 along with
the control performance overhead, we adopt a large number of randomised (Monte
Carlo) simulations. In each simulation, we randomise the operating levels of the
TEP (i.e. set-points for pressure, temperature, reactor level, etc.), and we choose
attacked sensors randomly. For relevance, we check in each simulation whether
any data that was lost during the attack was missed by the set identified by the
Relevant Data Identifier component [COMP2] (D.q(k)).

Since by design our algorithm only collects data when the collection cost does
not exceed the expected reduction in revenue, we do not evaluate this part of
our approach by comparing the revenue before and after collection. Instead, we
showcase how, as a result of the Relevant Data Selector ([COMP3]), there is
a reduced effect on the system’s performance. We compare the average execu-
tion time of controllers under forensic logging enabled by Algorithm 4, with the
case where forensic logging is enabled at all times from all controllers. We also
present the average reduction in terms of the number of log entries between the
two scenarios. Although our logging mechanism is a simplified version of data
acquisition tools, the comparison of average controller execution times between
the aforementioned scenarios serves to give an idea of the potential performance
improvement brought by our approach with actual data acquisition tools.

For each of the testing scenarios previously described, we ran a total of 500
simulations. Results are shown in Table 6.4.

Discussion. The low percentage of data missed by the proposed algorithm
as shown in Table 6.4 demonstrates the capability of our approach to identify
relevant data (P2, [COMP2]), thus limiting the loss of potential evidence due
to damage by a stealthy attack. Additionally, the use of Algorithm 4 with the
proposed decision-theoretic framework (P3, [COMP3]) results in reducing the

average controllers’ execution time by around 35%, compared with the case where
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Table 6.4: Simulation results for the Relevant Data Identifier ((COMP2]) and
Relevant Data Selector ((COMP3]) components, Algorithm 4.

Test Result

Relevance of Identified Data ([COMP2]) (percentage 5.8 %

of cases where data at risk of being damaged is missed)

[COMP3]: Average controllers’ execution time with 1.5 x 1073 secs
Algorithm 4

[COMP3]: Average controllers’ execution time without 2.3 x 1072 secs
Algorithm 4, “full” logging enabled)

[COMP3]: Average reduction in log size when using 30.8 %
Algorithm 4

logging was performed from all controllers at all times. This is consistent with
the 31% reduction in the size of logs due to Algorithm 4. These results show
that the proposed decision-theoretic framework enables the collection of data in

a way that reduces the interference with control operations.

6.5.3 Use Case: Supporting PLC Log-based Live Foren-
sics

To demonstrate the applicability of our approach to a potential use case, we
consider tools that can perform live forensics in ICS, i.e. investigating potential
attacks while the system is running. Due to the safety-criticality of ICS and the
difficulty associated with shutting them down, methods for live forensics activities
(Al-Sharif et al. (2018)) have been proposed to avoid such difficulties. One im-
portant requirement for such methods is that they need to minimise interference
with the safety-critical control operations (Eden et al. (2016)). In the previous
section, we showed how our approach reduces the number of PLC logs that need
to be collected, hence reducing the effect of logging mechanisms on the controllers’

execution time. In this section, we further show how our approach can be used to
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improve the performance of live forensics operations, due to the fact that we only
consider relevant data ([COMP2]) and we account for the system’s performance
while guiding logging activities ([COMP3]).

A class of ICS live forensics methods (Yau and Chow (2015)) consists of in-
vestigating PLC logs to check for any malicious code modifications to their code.
To showcase the increase in performance of such methods, we revisit the Stuxnet-
inspired attack scenario introduced in Section 3.2. In this section, we consider
the case where in the second phase of the attack, the attacker modifies the func-
tion codes in the PLC controlling the reactor pressure in a way that a slowly
growing bias is applied to pressure measurements received by the PLC. We run a
simulation of such an attack by introducing malicious code to the controller han-
dling the reactor pressure. We augment the implementation of the Algorithm 4
and the logging mechanism described previously with an implementation of the
technique proposed by Yau and Chow (2015) based on the log structure that we
use in our simulations. Whenever controller logs are generated, we simply com-
pare the logged control output with the one expected by the originally designed
control law (as designed by Ricker (1996)). If the two values differ substantially,
i.e. more than a pre-defined threshold, the code checking detects the presence of
a code modification (Figure 6.11).

Figure 6.11 shows a plot of the received and actual (real) pressure measure-
ments from the reactor under an integrity attack on pressure sensor, along with
the anomaly detector’s detection metric. In addition, we show a plot of the re-
sults from the code modification checks performed to the pressure controller logs
collected according to our approach. We plot the results from the code check-
ing vs. the timestamps of the collected logs. We also analyse the performance
of PLC code checking under two cases: (1) the checking is performed on logs
generated according to Algorithm 4 and (2) the checking has to consider logs
from all controllers at each time instant. The results are shown in Table 6.5 and
were averaged over a ~ 30-hour simulation, equivalent to around 60000 real-time
checks given the system’s 1.8 second sampling time.

Discussion. Figure 6.11 shows that our approach enabled the collection of
logs from the reactor’s pressure controller, where code checking was able to detect

modification of the PLC code well before any alarm was raised by the existing
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Figure 6.11: Real and received sensor measurements, anomaly detector metric,
and results from the real-time Programmable Logic Controller (PLC) code checking

applied with the proposed approach (1 = detected code modification, 0 = other-
wise).

Table 6.5: Programmable Logic Controller (PLC) code checking performance.

Test Average Real-time Execution (seconds)
With Algorithm 4 0.0013
Without Algorithm 4 0.0277

anomaly detector. While our approach only collected logs from the pressure
controller at the start of the attack, it enabled the detection of code modifications
much earlier than the existing anomaly detector. In the case where logs are

needed for the duration of attacks, Algorithm 4 can be modified such that it can
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be overridden to ensure the collection of logs as long as the code checking returns
with the result that the code is indeed modified.

The benefit of performing PLC code checking under the proposed approach
is highlighted with the results shown in Table 6.5. Under this approach, the
average real-time execution time of code checking was reduced by more than an
order of magnitude. In ICS, live forensics could be more useful than post-mortem
forensics (Eden et al. (2016)) as it eliminates the high-costs of shutting down the
process. The performance enhancement brought about by the proposed approach
has the potential of reducing the risk of interfering with the real-time performance
constraints of safety-critical ICS when live forensics is performed, especially con-
sidering that devices such as PLC’s feature low computational resources.

Finally, it is worth noting that live forensics through PLC code checking and
network forensics tools may serve as a heuristic to determine whether proactively
collected data is to be preserved or discarded. For instance, in the scenario
discussed previously, we note that our approach has triggered the collection of logs
for a significant amount of time before the attack started. As no code modification
was detected through these checks, they could be discarded in order to save

storage resources.

6.6 Summary

We presented in this chapter a thorough evaluation of our approach to engineer
Forensic Readiness (FR) in ICS faced with stealthy attacks. First, we focused
on the Physics-based EWS for stealthy attacks on Linear Time-Invariant (LTT)
ICS that forms the first component ([COMP1]) of the overall approach. We
evaluated the accuracy of our online safety monitoring algorithm and compared
it with existing work, where results justified our reliance on reachability analysis
tools. We then showcased through attack scenarios that our choice of a low-
criticality warning is a suitable trigger for proactive data collection. We ended
our evaluation of this component with an assessment of its real-time performance
where results showed its feasibility of deployment in practice within large-scale

systems. We also discussed some potential limitations, namely in terms of the
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effort required to tune the monitoring algorithm and instantiate the EWS, and
in the latter’s generalisability to systems that cannot be modelled as LTI.

Second, we evaluated the relevance of the data identified by the Relevant Data
Identifier ((COMP2]) and the reduction in the control performance overhead
caused by real-time data collection due to the Relevant Data Selector ([COMP3]).
We showed first that our proactive collection approach has a low probability of
missing data that is actually at risk of being lost to damage ([COMPZ2]), i.e.
relevant data. Then, we showed that our approach to data collection results in a
reduced overhead on the control performance ((COMP3]) when compared with
an agnostic approach to data collection (i.e. all data is collected at all times). Fi-
nally, we showcased the applicability of our approach in improving the efficiency
of live forensics tools. In particular, we presented a use case scenario where our
proactive data collection approach significantly improved the efficiency of live
PLC log analysis (Yau and Chow (2015)).
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Chapter 7

Conclusions and Future

Directions

In this thesis, we tackled the problem of engineering Forensic Readiness (FR) in
Industrial Control Systems (ICS) faced with stealthy attacks. To this end, we
divided our problem into three parts: (1) providing a timely trigger for proactive
data collection; (2) identifying what data is relevant to forensic investigations;
and (3) selecting a subset of this data to be collected such that potential control
performance overhead is reduced. To address these challenges, we proposed an
approach whose novelty stems from the combination of its three components.
The first component of the present work is a framework for Physics-based
Farly Warning Systems (EWS) to provide early warnings about damage from
potential stealthy attacks targeting physical processes in an ICS. This model-
based framework defines two preliminary indicators, or grounds for suspicion, of
a stealthy attack: (i) the feasibility of an attack, defined as its ability to drive the
system into unsafe states given the system’s dynamics and the existing anomaly
detector; and (ii) the proximity of the system to a predefined set of unsafe states.
Model-based measures of these indicators compose what we call a suspicion met-
ric, which in turn measures the probability that i¢f the system is subjected to a
stealthy attack, then the latter will cause damage without getting detected. As
such indicators are model-based, and given the variety of modelling frameworks
for control systems, we proposed soundness principles to guide the instantiation of

the EWS framework to a particular class of systems. EWS designed according to
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our framework are not meant to replace existing IDS/ADS, rather to complement
them by providing early predictions and advice.

To showcase the applicability of the EWS framework, we instantiated it to a
widely studied class of control systems — Linear Time-Invariant (LTI) systems.
We also considered a practical and widely studied stealthy attack model consisting
of modifying sensor measurements. To provide sound measures of feasibility and
proximity, we designed an efficient online safety monitoring algorithm. We fol-
lowed an approach that consists of pre-computing symbolic reachable sets offline
by considering how the estimation error would evolve under attacks (Murguia and
Ruths (2018)). In real-time, given a current state estimate, the symbolic reach-
able sets are instantiated online and emptiness checks of their intersection with
the set of unsafe states are performed. This approach and the ellipsoidal nature
of reachable set approximations have allowed us to perform the most expensive
computations offline, while reducing online safety checks to a mere checking of
the sign of a distance measure. Additionally, we derived a suspicion metric com-
posed of measures of feasibility and proximity whose efficient computation takes
advantage of existing results in ellipsoid calculus (Boyd et al. (2004); Dai and Pel-
ckmans (2012); Kurzhanskiy and Varaiya (2006)). Based on these measures, we
proposed two thresholds for warnings: the first, a low-criticality warning, implies
a low-likelihood for damage due to a stealthy attack taking place; the second, a
high-criticality warning, implies that a potential attacker could cause damage in
a small period of time. We proposed that the first type of warning is a suitable
trigger for proactive data collection, as it suggests that there is sufficient time
for such activities to take place. The second type of warning implies the need
for more immediate, potentially more expensive measures that may stop a poten-
tial intrusion. We focused on the low-critical warning and the subsequent data
collection in this thesis.

The second main component of the work in this thesis, the Relevant Data
Identifier, is an approach to identify relevant data that can support forensic
investigations. After triggering data collection activities through a low-criticality
warning, we proposed an automated technique to identify data that is likely to
be lost due to physical damage, which we consider to be relevant. We take
advantage of the safe Process Plant Layout (PPL) (Quiroz-Pérez et al. (2021)) to
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map potentially violated safety constraints (as determined by our EWS) to plant
areas that will be damaged due to this (uncertain) predicted violation. We then
set our data acquisition tools to consider data originating from control devices
located in these areas.

The third main component of the work, the Relevant Data Selector, consists
of a framework to select a subset of relevant data to collect. This selection is per-
formed such that a trade-off between attack impact and potential overhead caused
by real-time data collection is achieved. This framework essentially computes the
value of collecting more data in terms of the expected impact of the suspected
attack. Data is then collected only if its collection cost does not exceed its es-
timated value. This component results in a reduction the control performance
overhead that would be caused by real-time data collection.

We evaluated our approach by considering a case study based on the bench-
mark Tennessee-Eastman Process (TEP) (Downs and Vogel (1993)). We used
a Matlab/Simulink simulation of this realistic chemical process to test different
aspects of our work. Our initial tests were focused on the accuracy and real-
time performance of the online safety monitoring which forms the core of our
Physics-based EWS. We showed through extensive Monte Carlo simulations that
the algorithm exhibits a high degree of accuracy, performs well in real-time, and
scales well with the complexity of unsafe sets and the length of the prediction
horizon. We then showcased through certain scenarios the advantage of using
the proposed technique when compared with existing work that relies only on
raw sensor measurements to assess the system’s proximity to unsafe states. We
also showed through additional scenarios the soundness of using the proposed
low-criticality warning as a trigger for proactive data collection.

We then evaluated the relevance of the data identified by our Relevant Data
Identifier and the improvement in control performance overhead due to our Rel-
evant Data Selector. Through additional sets of Monte Carlo simulations, we
showed that our automated technique for relevant data identification rarely misses
any data that is at risk of being damaged. Furthermore, we demonstrated the
ability of our framework for relevant data selection to incur a reduced controller
performance overhead when compared to the case where “agnostic” all-data col-

lection is performed. Finally, we illustrated the applicability of our proactive
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data collection approach to a use case in ICS live forensics. We showed that
using our approach can significantly improve the performance of Programmable
Logic Controller (PLC) log-based live forensics tools (Yau and Chow (2015)) in
terms of execution time.

The work described in this thesis lays the foundations for a novel approach to
the investigation of advanced attacks that can avoid detection through knowledge
about existing Anomaly/Intrusion Detection Systems (ADS/IDS). EWS can as-
sist operators by providing early, uncertain predictions of potential harm. Such
these predictions, by themselves, do not necessarily imply that the system is sub-
jected to an attack. However, their advantage lies in their ability to guide certain
actions that may reveal potential advanced threats that could otherwise evade
existing IDS/ADS. In ICS, the framework for physics-based early warnings that
we proposed in this thesis can fit within a more comprehensive EWS that can
aggregate “weak evidence” from a variety of other sources, e.g. internet databases
and cyber intelligence (Apel et al. (2010); Theilmann (2010)), to provide better
predictions of potential harm. Given a prediction of harm returned by such an
EWS, our proposed approach for proactive data collection can decide on a subset
of relevant data to proactively collect. With attacks on ICS that can cause phys-
ical damage by manipulating data in control devices, our approach considered
data that is at risk of being lost to such damage to be relevant. Other definitions
of relevance can be formulated in different contexts. For example, the relevance
of data to investigations of insider threats (Chivers et al. (2009); Kalutarage et al.
(2012)) can be associated with specific network nodes and segments that are sus-
picious. Furthermore, our framework for relevant data selection can be used to
decide whether it is worth collecting more data based on a trade-off between po-
tential attack impact and a measure of collection cost — measures that can be
defined depending on the context.

Future Work. Our work can be extended in several different ways. First,
the applicability of our framework for physics-based EWS to other types of con-
trol systems can be investigated. In this thesis, we focused on the widely-used
LTT modelling formalism. Designing efficient and scalable online safety moni-
toring algorithms under physics-based attacks for other systems can be however

challenging. Using approaches such as offline computation of symbolic reachable
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sets with a low-cost real-time instantiation (Althoff et al. (2015); Chen et al.
(2017)), making use of efficient short-time reachability analysis tools (Tran et al.
(2019)), or employing statistical modelling tools to perform safety checks (Allen
et al. (2014); Chou et al. (2020); Zhu and Basar (2011)) can provide a potential
starting point for developing efficient real-time predictive monitoring. Statistical
modelling techniques may also help in approximating feasibility and proximity
measures when the computation of the geometric features of reachable sets is
intractable. In addition to investigating other types of control systems, the appli-
cability of our framework can be investigated for other threat models for stealthy
attacks. In our work, we considered False Data Injection Attacks (FDIA’s) on
sensors only. Other threat models could include, for example, FDIA’s where all
sensors and actuators are manipulated simultaneously. Such stealthy attacks,
referred to as covert attacks (Smith (2015)), may be difficult to implement in
practice. However, there may be certain ICS where such attacks may be possible,
thus requiring an extension of our approach to include the appropriate threat
models.

Second, our evaluation has revealed that in several instances, warnings may be
constantly raised to operators even if no attack is present. While this behaviour is
expected since warnings from an EWS do not necessarily imply that an attack is
present, a high number of warnings in a security context can cognitively overload
operators, as shown in a recent survey by Bryant and Saiedian (2020). Thus,
effort from the Human-Computer Interaction (HCI) community is needed to re-
search tools and techniques that can relay such warnings in an efficient manner
to operators. Another way to potentially reduce the number of such warnings is
to combine them with alarms or warnings from other sources — resulting in a
more accurate depiction of the current security/safety situation (Di Pietro et al.
(2015)). Such a comprehensive EWS could rely, for instance, on techniques from
sensor fusion (Cruz et al. (2016); Di Pietro et al. (2015); Zhang et al. (2019)) to
compute a better probability of harm (suspicion metric).

Third, in the development of our framework for relevant data selection, we as-
sumed that all kinds of relevant data hold the same value, i.e., are equally likely to
constitute evidence of a potential attack. Hence, our Value of Information (Vol)

analysis only focused on the cost of collection as a quantity to trade-off with

143



7. CONCLUSIONS AND FUTURE DIRECTIONS

the potential impact. In future work, this assumption could be dropped, since
different kinds of data may hold different value for forensic investigations. For
example, if it was known that there is a higher likelihood for a PLC configuration
to be modified than a certain sensor value, than it may be more worthwhile to
collect data about the PLC than to collect a network packet involved in commu-
nicating the sensor measurement — even if the latter has a lower collection cost.
In this work, we restricted our attention to PLC configurations and attacks that
involve PLC code modifications. Future work could include an assessment of the
usefulness of our approach in terms of using other types of proactively collected
data to analyse how other kinds of attacks may have occurred. For example,
instead of PLC code modifications, other kinds of attacks could include instances
where different control devices, such as engineering workstations, are subverted.
In addition, such future work would investigate how different types of proactively
collected data can be used to understand when such collection should terminate.

Finally, although we focused in this thesis on data collection as a proactive
measure, we recognise the need to consider certain preemptive actions that can
stop a potential intrusion if the early warning raised by the EWS is high enough.
Similarly to data collection, such measures can involve additional costs, possibly
exceeding the potential cost of data collection. For example, switching to a safe
and less efficient controller (Chen and Sankaranarayanan (2017)) can translate
into a reduction in performance and increase in operational costs. The framework
that we proposed for the selection of relevant data to collect can be further
extended to include the selection of different preemptive actions with associated
measures of cost and value. In the future, we seek to extend this framework with
more possibilities of preemptive actions (e.g. switching to backup controllers,
activating certain fail-safe systems), and with more precise measures of value and
cost associated with each action. We will also include a comprehensive economic
model (Peters et al. (2003)) of the ICS that can be used to compute more accurate
predictions of expected attack impacts and operational costs associated with data

collection or preemptive measures.
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