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Abstract: Increased applications of AI in healthcare has simultaneously raised concerns for privacy, security and regula-
tory compliance. Health data exchange due to its sensitive nature in context of patient privacy poses challenges
that need to be addressed. Therefore, many privacy preserving and privacy enhancing techniques have been
proposed and applied to address the various risks associated with patient privacy. these include Homomor-
phic Encryption, Trusted Execution Environments (TEEs), Differential Privacy, Federated Learning, Zero-
Knowledge Proofs, Secure Multi-Party Computation (SMPC). However, while these techniques offer strong
guarantees and mature methodologies, there exists a gap in guiding software practitioners and architects for
applying appropriate Privacy Enhancing Techniques (PET) to their specific healthcare privacy risk scenario at
a given AI workflow stage. This paper presents a structured knowledge model that maps healthcare privacy
risk scenarios to appropriate privacy enhancing technologies for AI enabled systems. We present a taxonomy
of privacy risks derived from existing literature and analyse the capabilities and limitations of available Pri-
vacy Enhancing techniques and integrate them into a structured conceptual framework. We then synthesize
these findings into a set of governance-aware architectural patterns that systematically integrate PETs into AI
pipelines to support privacy-by-design, accountability, and regulatory compliance. The proposed synthesis
bridges the gap between theoretical PET research and practical AI system design by providing reusable ar-
chitectural guidance rather than isolated technical solutions. The proposed framework enables design-stage
privacy requirement assessment for AI enabled healthcare systems. This conceptual framework aims to guide
future work on addressing privacy concerns when using AI enabled healthcare technologies.

1 INTRODUCTION

Artificial intelligence (AI) is now integral to mod-
ern healthcare, supporting advanced analytics, clin-
ical decision-making, personalized treatment, and
population-level insights. These capabilities depend
on the large-scale use of sensitive clinical and be-
havioral data that is collected, processed, and shared
across institutional and technological boundaries. As
healthcare AI systems increase in scale and complex-
ity, privacy risks no longer arise solely from data ex-
posure but emerge dynamically from interactions be-
tween data characteristics, model behavior, system
architecture, and governance practices. Mismanage-
ment can lead to re-identification, unauthorized sec-
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ondary use, inference attacks, and unfair outcomes,
while the opacity of complex models raises concerns
for clinicians, patients, and regulators.

Privacy risks in AI-enabled healthcare are there-
fore best understood as process-dependent rather than
purely data-centric. Design decisions made early in
the AI lifecycle can propagate downstream, while de-
ployment and operational choices may introduce new
vulnerabilities over time. At the same time, pri-
vacy responsibilities are distributed across multiple
organizational actors, each subject to distinct tech-
nical constraints and regulatory obligations. This
complexity necessitates viewing privacy as a contin-
uous, lifecycle-spanning concern rather than a one-
time compliance requirement.

Privacy-Enhancing Technologies (PETs) offer
mechanisms to mitigate these risks while preserving
AI utility, but their adoption remains fragmented. Ex-



isting work typically focuses on individual PETs in
isolation, providing limited guidance on how different
techniques should be selected, combined, and applied
across healthcare AI workflows. The interaction be-
tween evolving privacy risks and the context-sensitive
behavior of PETs creates a complex design space that
cannot be addressed through uniform or ad-hoc safe-
guards.

This paper addresses this gap by presenting a
structured conceptual synthesis that integrates pri-
vacy risks, PETs, and AI workflow stages into a uni-
fied design-time knowledge model. We consider six
PET families; Differential Privacy (DP), Homomor-
phic Encryption (HE), Secure Multi-Party Computa-
tion (SMPC), Federated Learning (FL), Trusted Ex-
ecution Environments (TEE), and Zero-Knowledge
Proofs (ZKP), and analyze how they contribute dif-
ferently to privacy protection, security, interpretabil-
ity, and fairness across the AI lifecycle in healthcare.

2 METHODOLOGY

We use a structured multi-layer approach to develop
our knowledge model as presented in Figure1. The
methodology follows a structured conceptual synthe-
sis approach. The goal is not exhaustive literature
coverage, but to integrate representative research, reg-
ulatory guidance, and architectural practices into a co-
herent design framework Sources are selected to rep-
resent major classes of healthcare privacy risks, PET
mechanisms, and AI workflows, prioritizing surveys,
foundational PET works, regulatory documents, and
representative healthcare deployments. The model is
organized around six high-level stages of the AI work-
flow commonly observed in healthcare systems: Data
Acquisition, Data Exchange, Data Pre-processing,
Model Training, Model Inference, and Monitoring
and Audit.

Privacy risks are identified and categorised
through a conceptual analysis of prior literature span-
ning healthcare AI, data security, and privacy engi-
neering. Each identified risk is further characterised
in terms of its typical attack or misuse scenario and
the AI workflow stage(s) it affects. This enables a
structured understanding of where and how privacy
violations may arise in healthcare AI pipelines.

Privacy-Enhancing Technologies (PETs) are char-
acterised using a common set of evaluation dimen-
sions. These include the type of privacy guarantees
they offer (for example, formal mathematical guaran-
tees versus heuristic or architectural protection), their
computational overhead, their integration complexity
within AI workflows, and the maturity of available

tools and real-world deployments. This characterisa-
tion is informed by both conceptual analysis and em-
pirical evidence reported in existing PET studies.

Building on these foundations, we construct a
structured mapping between identified privacy risks
and applicable PETs. The mapping assesses whether
a given PET can directly mitigate a specific privacy
risk when applied at a particular AI workflow stage.

We then introduce an interpretable conceptual
knowledge ontology that links privacy risks, PET ca-
pabilities and limitations, and AI workflow stages in
a unified representation. Using this conceptual on-
tology, we derive architectural patterns that serve as
practical design guidelines. These patterns support
informed decision-making when designing healthcare
AI systems that are secure, privacy-preserving, fair,
and interpretable, while remaining aligned with regu-
latory and operational constraints.

3 RESULTS

Privacy risks in AI-enabled healthcare systems can
classified into data, model, system, and governance
levels. Data-level risks include re-identification,
linkage attacks, and attribute inference, which arise
from the availability of high-dimensional and lon-
gitudinal health records that can be deanonymized
or exploited through correlated features and exter-
nal datasets. Model-level risks stem from informa-
tion encoded during training and include member-
ship inference (Liu et al., 2023; Salem et al., 2018),
model inversion (Fredrikson et al., 2015), and gradi-
ent leakage in federated or distributed learning set-
tings (Kaissis et al., 2021; Rieke et al., 2020), pos-
ing significant threats in cross-institutional collabora-
tions. System-level risks involve unauthorized sec-
ondary use, insider threats, and third-party misuse
of healthcare data, with insiders and external ser-
vice providers remaining major sources of breaches
and misuse (Lee, 2022; Dagum and Montag, 2019).
Governance-level risks arise from inadequate consent
mechanisms, regulatory non-compliance, and lack of
auditability, particularly as traditional consent models
fail to address continuous learning and inference risks
(Moore et al., 2026; Kaye et al., 2014), and cross-
border AI deployments must comply with complex
regulatory frameworks such as GDPR, HIPAA, and
the EU AI Act (Chassang, 2017; Cohen et al., 2020;
Floridi et al., 2022), while insufficient auditability un-
dermines transparency, accountability, and enforce-
ment in federated and continuously learning systems
(Amann et al., 2020; Teixeira et al., 2023; Wachter
et al., 2017).



Figure 1: Structured Methodology

3.1 PET Characterization

Differential Privacy (DP) provides formal guarantees
limiting the impact of individual patient records on
model outputs, even with auxiliary data (Ziller et al.,
2024). It is well suited for population-level analyt-
ics and model release, incurring low to medium over-
head from noise addition and privacy accounting (Al-
abbadi and Zulkernine, 2025). DP is widely deployed
through mature libraries (Google, 2019; OpenDP,
2020; TensorFlow, ), aligns with GDPR Article 25
(European Parliament and Council of the European
Union, ), but may reduce utility in small or rare-
disease cohorts (Paulson and Elvis, 2025).

Federated Learning (FL) keeps data local to insti-
tutions, offering architectural privacy but limited pro-
tection against inference attacks without complemen-
tary PETs. It has medium communication cost, high
integration complexity, and high implementation ma-
turity in multi-hospital settings.

Secure Multi-Party Computation (SMPC) pro-
vides formal cryptographic guarantees by revealing
only final outputs. Its cost scales with parties and
model complexity, integration is non-trivial, and ma-
turity remains medium with experimental healthcare
deployments (Ballhausen et al., 2024; Jean-Quartier
et al., 2024).

Homomorphic Encryption (HE) enables computa-
tion on encrypted data, preventing exposure to cloud
or third parties, but remains computationally pro-
hibitive for real-time clinical AI and is largely limited
to pilot deployments.

Trusted Execution Environments (TEEs) offer
hardware-enforced isolation with low to medium
overhead and growing adoption in secure healthcare
analytics, though side-channel risks must be consid-
ered.

Zero-Knowledge Proofs (ZKPs) enable verifiable

compliance, consent, and provenance without data
disclosure but incur high proof-generation cost and
are mainly applied at governance and audit layers
rather than core ML workflows.

Table 1: PET Characterisation

PET Guarantee Cost Complexity Maturity
DP Formal L–M M H
FL Arch. M H H
SMPC Crypto VH H M
HE Encrypted VH H M
TEE HW-isolated L–M M M–H
ZKP ZK proof H H L–M

Table 2: Risk Types Mapped to AI Workflow Stages

Risk Type DA DP MT ME MD DX
Re-Identification H M L L M H
Linkage Attacks M M L L M H
Attribute Inference L L M M H H
Membership Inference L L H M H M
Model Inversion L L H H M M
Gradient Leakage L L H M L M
Unauthorized Sec. Use H M M L H H
Insider Threats M M M M H H
Third Party Misuse M M L L H H
Consent Violation H M L L M H
Regulatory Non-compliance M M M M H H
Lack of Auditability M M M M H H

3.2 Mapping Framework and
Conceptual Knowledge Ontology

We present a risk-driven mapping of Privacy-
Enhancing Technologies (PETs) to privacy risks
across data, model, system, and governance layers
(Table 3), highlighting that each PET mitigates spe-



cific threat mechanisms rather than providing end-
to-end protection. Data- and model-level risks are
dominated by re-identification and inference threats,
necessitating PETs that minimize information leak-
age, while system-level execution and exchange in-
troduce isolation and cryptographic requirements.
Governance-layer risks center on consent, traceabil-
ity, and regulatory compliance, requiring verifiable
and auditable PETs. Extending this view, Table 2
maps evolving privacy risks across the healthcare AI
lifecycle, showing that risks are most severe during
data acquisition and preprocessing due to identifi-
able data exposure, consent violations, and secondary
use, shift toward membership inference, model inver-
sion, and gradient leakage during training and evalua-
tion, and expand to insider misuse, third-party abuse,
and output disclosure during deployment. Cross-
institutional data exchange further amplifies gover-
nance risks related to auditability and compliance.
The combined PET–risk–workflow mapping (Table
4) demonstrates that privacy-by-design must be ap-
plied early through consent-aware PETs, transition
to cryptographic and distributed PETs during col-
laborative training and exchange, and incorporate
execution-time protection and audit-focused PETs
during deployment and monitoring to ensure trace-
ability and regulatory compliance.

The resulting conceptual ontology knowledge
graph, Figure 2, represents privacy in AI-enabled
healthcare as explicit relationships between risks,
workflow stages, and PETs, enabling reasoning about
where risks arise and how they are mitigated. The
proposed ontology is conceptual rather than machine-
executable, intended to support design reasoning and
structured synthesis rather than automated inference.

3.3 Privacy-Preserving Architectures in
Healthcare AI

Privacy Aware Distributed Learning Architecture
(PADLA). PADLA adopts a federated learning–based
distributed design (Li et al., 2021; Antunes et al.,
2022) in which raw clinical data remains local to
healthcare institutions. Preprocessing is performed
inside trusted execution environments (TEEs) to re-
duce early leakage, while local training shares only
privacy-protected updates. Differential privacy mit-
igates re-identification and membership inference
risks, and encrypted updates are aggregated securely.
A federated orchestrator coordinates training with-
out accessing raw data, and a secure output layer
enforces access control and privacy-preserving infer-
ence. Limitations persist due to TEE scalability and
side-channel risks, federated learning sensitivity to

non-IID data and gradient leakage, and potential util-
ity loss from differential privacy.

Consent-Aware Governance and Access Control
Architecture (CAGACA). CAGACA integrates con-
sent capture, cryptographic verification, immutable
logging, and automated enforcement into a closed-
loop governance workflow (Figure 4). Patient consent
is encoded as a machine-interpretable policy govern-
ing AI operations, while Zero-Knowledge Proofs en-
able verification of consent compliance without ex-
posing sensitive data (Bonotis et al., 2025). Consent
states and access decisions are immutably recorded
to ensure provenance and auditability, and enforce-
ment continuously monitors data access, training, in-
ference, and secondary use. Scalability challenges
arise from high transaction volumes, blockchain
governance overhead, ZKP computation costs, and
tensions with GDPR right-to-erasure requirements
(Udechukwu et al., 2025).

Privacy-Preserving Interoperable Analytics Ar-
chitecture (PPIAA). PPIAA follows a hybrid, multi-
stage analytics pipeline (Figure 5) that applies differ-
ent PETs across the data and model lifecycle. Data
ingestion includes classification and tagging by sen-
sitivity and regulatory constraints, supported by ac-
cess control and encryption-at-rest. Sensitive prepro-
cessing occurs within TEEs, followed by collabora-
tive analytics using federated learning or secure multi-
party computation (Shukla et al., 2025; Froelicher
et al., 2021) with differential privacy mitigating in-
ference risks. Advanced cryptographic techniques,
including SMPC, homomorphic encryption (Kumar
et al., 2020), and zero-knowledge proofs (Myeong
and Ram, 2025), support verifiable cross-party com-
putation. Consent-aware access checks and ledger-
based logging ensure accountability before result re-
lease (Barbaria et al., 2025; Kasyapa and Chan-
drasekaran, 2024), while inference-time protections
limit disclosure (Commey et al., 2024). Despite
flexibility, hybrid PET pipelines introduce integra-
tion complexity, computational overhead, key man-
agement risks (Wang et al., 2017; Yang and Xing,
2024), and high infrastructure costs with limited in-
teroperability (Zounkaraneni and Gai, 2025; Fatima
et al., 2025).

4 DISCUSSION

This study presents a structured knowledge model
that links privacy risks, Privacy-Enhancing Technolo-
gies (PETs), and AI workflow stages in healthcare
AI systems. By adopting an end-to-end lifecycle per-
spective, the framework unifies fragmented risk mit-



Privacy-Enhancing
Technology (PET)

Data-Level Risks Model-Level Risks System-Level (Shar-
ing/Exchange) Risks

Governance-Level
Risks

DP ✓ ✓ - ✓

FL ✓ ✓ ✓ —

SMPC ✓ ✓ ✓ —

HE ✓ ✓ ✓ —

TEE — ✓ ✓ —

ZKP — — ✓ ✓

Table 3: Mapping Matrix for PET × Privacy Risk across Data, Model, System, and Governance Risk Categories

Stage Dominant Risk Class Representative PETs
Data Acquisition Identifiability, consent violations DP; Dynamic Consent
Pre-Processing Linkage, reversible anonymiza-

tion
DP; k/L/t-anonymity; TEE; HE

Data Exchange Unauthorized sharing, prove-
nance loss

SMPC; HE; ZKP; Blockchain

Model Training Inference & reconstruction at-
tacks

FL; DP-SGD; TEE; SMPC

Deployment Model extraction, misuse TEE; ZKP
Monitoring Accountability, audit gaps Blockchain; ZKP; Dynamic Consent

Table 4: Risk–PET Mapping Across Healthcare AI Workflow

Figure 2: Conceptual Ontology Graph

igation approaches and clarifies how privacy threats
emerge and evolve across different stages of AI sys-
tem design and deployment.

A key insight is that privacy risks are not uni-
formly distributed across the AI workflow, but vary in
nature and severity by stage. Consent violations and
unauthorized secondary use dominate data acquisi-
tion and exchange, while inference attacks and model
leakage become prominent during training and infer-
ence. This highlights the need for stage-aware privacy

analysis rather than treating privacy as a monolithic
system requirement.

The PET characterization shows that no single
technique provides comprehensive protection across
all risks and stages. Formal PETs such as differen-
tial privacy and cryptographic verification offer strong
guarantees but introduce trade-offs in utility and sys-
tem complexity, while architectural and governance-
oriented PETs provide practical safeguards that de-
pend on trust and compliance assumptions. Effective



Figure 3: Privacy Aware Distributed Learning Architecture (PADLA)

Figure 4: Consent-Aware Governance and Access Control Architecture (CAGACA)

Figure 5: Privacy-Preserving Interoperable Analytics Ar-
chitecture (PPIAA)

privacy protection therefore requires carefully com-
posed PET combinations rather than isolated tech-
niques.

The risk-to-PET mapping further demonstrates

that governance-related risks—such as consent, ac-
countability, and purpose limitation—cannot be fully
mitigated by data- or model-centric PETs alone, but
require governance-layer mechanisms supporting en-
forcement, verification, and auditability. The pro-
posed conceptual ontology makes these dependencies
explicit, supporting principled reasoning about PET
suitability across workflow stages in regulated health-
care environments.

The derived architectural patterns translate the
knowledge model into actionable design guidance,
functioning as adaptable templates rather than fixed
architectures. By grounding design decisions in ex-
plicit risk–PET–workflow mappings, these patterns
support informed trade-offs between privacy protec-
tion, system performance, and deployment feasibility.

Despite its contributions, this work has limita-
tions. The framework is based on conceptual and
literature-driven analysis and does not yet quantify
the effectiveness of PET combinations in operational
healthcare settings. It also abstracts over domain-



specific workflow and regulatory variations, moti-
vating future work on empirical validation, domain-
specific instantiations, and longitudinal evaluation of
privacy-aware AI deployments.

5 CONCLUSIONS

This work introduces a structured and interpretable
knowledge model for addressing privacy risks in AI-
enabled healthcare systems across the full AI lifecy-
cle. By decomposing healthcare AI pipelines into six
workflow stages and explicitly linking them to privacy
risks and PETs, the framework provides a principled
foundation for privacy-by-design.

A central contribution is the unified, stage-aware
characterization of privacy risks and PETs using con-
sistent evaluation dimensions. The resulting map-
pings demonstrate that robust privacy protection re-
quires composed combinations of data-, model-,
and governance-layer PETs, with governance mech-
anisms being essential for addressing consent, ac-
countability, and purpose-limitation risks.

Additionally, the architectural patterns derived
from the knowledge model translate conceptual in-
sights into practical design guidance, supporting bal-
anced trade-offs between privacy, utility, and deploy-
ment feasibility in healthcare AI systems.
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