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Counterexamples explain why a desired temporal logic ptggdails to hold. The generation of
counterexamples is considered to be one of the primary &algas of model checking as a verifi-
cation technique. Furthermore, when model checking doesesd in verifying a property, there is
typically no independently checkable witness that can leel @s evidence for the verified property.
Previously, we have shown how program transformation tiegfas can be used for the verification
of both safety and liveness properties of reactive systétasiever, no counterexamples or withesses
were generated using the described techniques. In this,papaddress this issue. In particular, we
show how the program transformation techniglisgtillation can be used to facilitate the construc-
tion of counterexamples and witnesses for temporal prigsesf reactive systems. Example systems
which are intended to model mutual exclusion are analysadjukese techniques with respect to
both safety (mutual exclusion) and liveness (non-staswtiwith counterexamples being generated
for those properties which do not hold.

1 Introduction

Model checking is a well established technique originaliweloped for the verification of temporal
properties of finite state systems [3]. In addition to tgjlthe user whether the desired temporal prop-
erty holds, it can also generatecaunterexampleexplaining the reason why this property failed. This
is considered to be one of the major advantages of model irtgeekhen compared to other verifica-
tion methods. Fold/unfold program transformation tecbieg)have more recently been proposed as
an approach to model checking. Many such techniques havedmeloped for logic programs (e.g.
[11,/154[ 1 8]). However, very few such techniques hava loleseloped for functional programs (with
the work of Lisitsa and Nemytykh [12] 2] using supercomlat|17] being a notable exception), and
these deal only with safety properties. Unfortunately,enofthese techniques generate counterexamples
when the temporal property does not hold.

In previous work[[6], we have shown how a fold/unfold progreransformation technique can be
used to facilitate the verification of both safety and liveneroperties of reactive systems which have
been specified using functional programs. These functiprajrams produce tace of states as their
output, and the temporal property specifies the constrtiatsall output traces from the program should
satisfy. However, counterexamples and witnesses wereematrgted using this approach. In this paper,
we address this shortcoming to show how our previous workbeaextended to generate a counterex-
ample trace when a temporal property does not hold, and asgtwhen it does.

The program transformation technique which we use is our dwstillation [, [7] which builds on
top of positive supercompilation [16], but is much more pdwe Distillation is used to transform the
programs defining reactive systems into a simplified fornclvimakes them much easier to analyse. We
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66 Generating Counterexamples by Transformation

then show how temporal properties for this simplified form be verified, and extend this to generate
counterexamples and witnesses. The described technigriepplied to a number of example systems
which are intended to model mutually exclusive access tadtigalrresource by two processes. When
a specified temporal property does not hold, we show how opiroagh can be applied to generate a
corresponding counterexample and when the property dddsseoshow our approach can be applied
to generate a corresponding witness.

The remainder of this paper is structured as follows. IniSec2, we introduce the functional
language over which our verification techniques are definadSection 3, we show how to specify
reactive systems in our language, and give a number of exasystems which are intended to model
mutually exclusive access to a critical resource by two @sses. In Section 4, we describe how to
specify temporal properties for reactive systems definediranguage, and specify both safety (mutual
exclusion) and liveness (non-starvation) for the examyséesns. In Section 5, we describe our technique
for verifying temporal properties of reactive systems apgdhathis technique to the example systems
to verify the previously specified temporal properties. &ttBn 6, we describe our technique for the
generation of counterexamples and witnesses, and appliettiinique to the example systems. Section
7 concludes and considers related work.

2 Language

In this section, we describe the syntax and semantics ofitfiehorder functional language which will
be used throughout this paper.

2.1 Syntax

The syntax of our language is given in Figlie 1.

en=X Variable

|cer...e& Constructor Application

| Ax.e A-Abstraction

| f Function Call

|ep e Application

| caseep of pr — €1 |-+ | pk — & Case Expression

|letx=epin e Let Expression

| e wherefy =e;...fh=¢, Local Function Definitions
pi=CX... X Pattern

Figure 1: Language Grammar

A program is an expression which can be a variable, consirwgiplication,A -abstraction, function
call, application,case let or where. Variables introduced by -abstractions|et expressions andase
patterns aréound all other variables arree. An expression which contains no free variables is said to
beclosed

Each constructor has a fixed arity; for examplié has arity 0 andConshas arity 2. In an expres-
sionc e;...e,, n must equal the arity of. The patterns ircaseexpressions may not be nested. No
variable may appear more than once within a pattern and tie sanstructor cannot appear within
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more than one pattern. We assume that the patternsccase@expression are exhaustive; we also al-
low a wildcard pattern which always matches if none of the earlier patterns matgped are defined
using algebraic data types, and it is assumed that progreengell-typed. Erroneous terms such as
case(Ax.e)ofpp — e |---| pk — & and(c ... e,) ewherecis of arity n cannot therefore occur.

2.2 Semantics

The call-by-name operational semantics of our languagéisdard: we define an evaluation relation
| between closed expressions aralues where values are expressionsnpak head normal forrfi.e.
constructor applications or-abstractions). We define a one-step reduction relaﬂo'mductively as
shown in Figuré2, where the reductionan bef (unfolding of functionf), c (elimination of constructor
¢) or 3 (B-substitution).

(Axe)e) L (fx—e})  (etx=eyine) L (er{x— e}

f=e eomr»e/o
fe (eo €1) > (€ €r)

Pi=CX...%
(case(ce...en) Of pr:€|...|pk: €)~> (&{X1 > €1,..., X > €n})

&~ €
(caseep Of py @ €1]... px: &)~ (casee, of py:eil... Pk : &)

Figure 2: One-Step Reduction Relation

We use the notatioe~ if the expressiore reducesge1) if e diverges,el if e converges andl v if e
evaluates to the value These are defined as follows, wheéfedenotes the reflexive transitive closure
of L

e~ iff 3d.e-L ¢ el, iff Ivelv

elv, iff e VA-(v~) e, iff Ve el & = €~

3 Specifying Reactive Systems

In this section, we show how to specify reactive systems mpoogramming language. While reactive
systems are usually specified uslagelled transitions systen{sTSs), our specifications can be trivially
derived from these. Reactive systems have to react to & sdeaternal eventby updating theistates
In order to facilitate this, we make use ofist datatype, which is defined as follows for the element type
a

List a::= Nil | Cons a(List a)

We use€]] as a shorthand faxil, and[sy, ..., s,| as a shorthand for a list containing the elements. ;.
We also uset- to represent list concatenation. Our programs will map &efgally infinite) input list
of external events and an initial state to a (potentiallyniitd)) output list ofobservable state§@trace),
which gives the values of a subset of state variables whageepres can be verified.
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In this paper, we wish to analyse a number of systems whiclinegeded to implement mutually
exclusive access to a critical resource for two processesll lof these systems, the external events
belong to the following datatype:

Event::= Request| Request| Take | Take | Release | Releasg

Each of the two processes can therefore request accessditited resource, and take and release this
resource. Observable states in all of our example systelosg® the following datatype:

State::= ObsState ProcState ProcState

ProcState:=T |W | U

Each process can therefore be thinkifg, (waiting for the critical resource\) or using the critical
resourcelf).

Each of our example systems is transformed into a simplibeah fas previously shown in[6] using
distillation [5,[7], a powerful program transformation eégue which builds on top of the supercompi-
lation transformation [17, 16]. Due to the nature of the paogs modelling reactive systems, in which
the input is an external event list, and the output is a listhsfervable states, the programs resulting from
this transformation take the foref, wheree® is defined as shown in Figuré 3 where thevariables are
added to the sagt, and will not be used asaseselectors.

e == Consééf
’ fX1... Xn
| casexofpy — € |-+ | px — €h, wherex ¢ p
| x€...ef, wherexe p
| letx=Ax...%.€) in &Pt
|

ef wherefy = Axy, ... X, € ... fn = AXn, ... Xn €0

Figure 3: Simplified Form Resulting From Distillation

The crucial syntactic property of this simplified form is ttal functions must be tail recursive; this
is what allows the resulting programs to be verified morelgahi all of the following examples, the
variableesrepresents the external event list.

Example 1 In the first example shown in Figuké 4, each process can requesss to the critical re-
source if it is thinking and the other process is not usinggke the critical resource if it is waiting for
it, and release the critical resource if it is using it. TheSLiepresentation of this program is shown in
Figure[5 (for ease of presentation of this and subsequens Liff&hsitions back into the same state have
been omitted).

Example 2 In the second example shown in Figlie 6, each process carstegccess to the critical
resource if it is thinking and the other process is not udirtgke the critical resource if it is waiting for it
and the other process is thinking, and release the critésalurce if it is using it. The LTS representation
of this program is shown in Figufe 7.
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Cons(ObsState T T(f; e9
where
f1 = Aescaseesof
Cons e es— casee of
Request — Cons(ObsState W T (f, e9)
| Request — Cons(ObsState T W(f; eg
| _ — Cons(ObsState T T (f; es
fo = Aescaseesof
Cons e es— casee of
Takg  — Cons(ObsState U T (f €9
| Request — Cons(ObsState W W(fs es)
| _ — Cons(ObsState W T (f; e9)
f3 = Aescaseesof
Cons e es— casee of
Request — Cons(ObsState W W(fs es)
| Take  — Cons(ObsState T Y (fs 9
| _ — Cons(ObsState T W(fz e9)
f4 = Aescaseesof
Cons e es— casee of
Releasg — Cons(ObsState T T(f; e
| _ — Cons(ObsState U T (f4 e9
fs = Aescaseesof
Cons e es— casee of
Takg — Cons(ObsState U W(f7 e9)
| Take — Cons(ObsState W Y(fs es)
| _ — Cons(ObsState W W(fs e
fe = Aescaseesof
Cons e es— casee of
Releasg — Cons(ObsState T T(f; e
| _ — Cons(ObsState T Y(fs €9
f; = Aescaseesof
Cons e es— casee of
Releasg — Cons(ObsState T W(fz e9
| Take — Cons(ObsState U Y (fg €9

| _ — Cons(ObsState U W (f;7 e9
fg = Aescaseesof

Cons e es— casee of
Releasg — Cons(ObsState W T (f, e
| Takg — Cons(ObsState U Y (fg €9

| _ — Cons(ObsState W Y(fs es)
fg = Aescaseesof

Cons e es— casee of
Releasge — Cons(ObsState T Y (fs e9
| Releasg — Cons(ObsState U T (f4 e9
| _ — Cons(ObsState U U (fg e9)

Figure 4: Example 1

69
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fo
ss=U
$=U

Figure 5: LTS Representation of Example 1

Example 3 In the final example shown in Figuké 8, each process can requesss to the critical re-
source if it is thinking, take the critical resource if it isaiting for it and requested access before the
other process, and release the critical resource if it isgu#i Note that this program is the result of
transforming an implementation of Lamport’s bakery altfori [9] for two processes as shown In [6].
Although the original program makes use of numbered tickatsis therefore an infinite state system,
the use of tickets is completely transformed away and thétneg program has a finite number of states.
The LTS representation of this program is shown in Figilire 9.

4 Specification of Temporal Properties

In this section, we describe how temporal properties oftneasystems are specified. We use Linear-
time Temporal Logic (LTL), in which the set of well-foundedrinulae (WFF) are defined inductively as
follows. All atomic propositiong are in WFF; if¢ andy are in WFF, then so are:

e ¢
* pVY
* PNY
e p=y
e ¢
o OO
o)
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Cons(ObsState T T(f, e9

where
f1 = Aescaseesof
Cons e es—

fo = Aescaseesof
Cons e es—~

f3 = Aescaseesof
Cons e es—~

f4 = Aescaseesof
Cons e es—~

fs = Aescaseesof
Cons e es—~

fe = Aescaseesof
Cons e es—~

o
s

Reéguest M
f5
=W
sS=W

casee of
Request — Cons(ObsState W Y (f, es
| Request — Cons(ObsState T W(f3 e9
| _ — Cons(ObssState T T (f; e9)

casee of
Takg — Cons(ObsState U T (f4 €9
| Request — Cons(ObsState W W(fs es)
| — Cons(ObsState W T(f, es

casee of
Request — Cons(ObsState W W(fs eg)
| Take — Cons(ObsState T Y(fs e9
| — Cons(ObsState T W(f; es

casee of
Release — Cons(ObsState T T (f1 es)
| _ — Cons(ObsState U T (f4 e9

casee of
_ — Cons(ObsState W W(fs es)

casee of
Releasg — Cons(ObsState T T (f1 es)
| _ — Cons(ObsState T Y (fs €9

Figure 6: Example 2

Rene
ot

Figure 7: LTS Representation of Example 2
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Cons(ObsState T T(f, e9

where
f1 = Aescaseesof
Cons e es—

f, = Aescaseesof
Cons e es—

f3 = Aescaseesof
Cons e es—~

f4 = Aescaseesof
Cons e es—~

fs = Aescaseesof
Cons e es—

fe = Aescaseesof
Cons e es—

f; = Aescaseesof
Cons e es—

fg = Aescaseesof
Cons e es—~

fg = Aescaseesof
Cons e es—~

casee of
Request — Cons(ObsState W T (f, e9)
| Request — Cons(ObsState T W(f; eg
| _ — Cons(ObsState T T (f; es

casee of
Takg  — Cons(ObsState U T (f; €9
| Request — Cons(ObsState W W(fs e9)
| _ — Cons(ObsState W T (f; e9)

casee of
Take — Cons(ObsState T Y (fs e9
| Request — Cons(ObsState W W(f; es)
| _ — Cons(ObsState T W(fz e9)

casee of
Release — Cons(ObsState T T (f1 e9
| Request — Cons(ObsState U W(fg e9)
| _ — Cons(ObsState U T (f4 e9

casee of
Releasg — Cons(ObsState T T (f1 e9
| Request — Cons(ObsState W Y(fg e9)
| _ — Cons(ObsState T Y (fs e9

casee of
Takg — Cons(ObsState U W(fg es)
| _ — Cons(ObsState W W(fs €9

casee of
Take — Cons(ObsState W Y(fg es)
| _ — Cons(ObsState W W(f; e9

casee of
Releasg — Cons(ObsState T W(fz e9
| _ — Cons(ObsState U W (fs e9

casee of
Releasg — Cons(ObsState W T(f, e
| _ — Cons(ObsState W Y(fg €9

Figure 8: Example 3
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Release Releasg

fg |
s1=W
s=U

Figure 9: LTS Representation of Example 3

The temporal operatan¢ means thatp is alwaystrue; this is used to expresafetyproperties. The
temporal operato®¢ means thaty will eventuallybe true; this is used to exprelbgenessproperties.
The temporal operatab¢ means that is true in thenextstate. These modalities can be combined to
obtain new modalities; for examplegC¢ means tha is true infinitely often, and>0¢ means that
¢ is eventually true forever. Fairness constraints can adsspecified for some external events (those
belonging to the sefE) which require that they occur infinitely often. For the exdes given in this
paper, it is assumed that all external events belorig to

Here, propositional models for linear-time temporal fotasuconsist of a list of observable states

= [%,S1,...]. The satisfaction relation is extended to formulas in LTt danodelrr and position as
follows.

TiEp iff pes

miE—¢ iff ik

miEgvy iff miEdormiEY

MiEOAY iff miE¢andmikFy

MiEd=y iff miEdormiEy

miEO¢ iff Vi>imjE¢

miE<P iff Jj>imjE¢d

miEO¢ iff mi+1F¢

A formula ¢ holds in modelrif it holds at position 0 i.ert,0F ¢.
The atomic propositions of these temporal formulae caniilty translated into our functional
language. For our verification rules, we define the followdtagatype for truth values:

TruthVal::= True| False| Undefined
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We use a Kleene three-valued logic because our verificatims must always return an answer, but
some of the properties to be verified may give an undefinecomgc For our example programs which
attempt to implement mutual exclusion, the following twoerties are defined. Within these tempo-
ral properties, we use the varialdd¢o denote the current observable state whose propertielsearg
specified.

Property 1 (Mutual Exclusion) This is a safety property which specifies that both procesaesot be
using the critical resource at the same time. This can befsukas follows:
O(cases of
ObsState ss, — cases; of
U — cases, of
U — False
| _ — True
| _ — True)

Property 2 (Non-Starvation) This is a liveness property which specifies that each protest even-
tually get to use the critical resource if they are waiting ifo This can be specified for process 1 as
follows (the specification of this property for process 2iiikar):
0((cases of
ObsState ss, — cases; of
W — True
| _ — False) = <(cases of
ObsState ss, — cases; of
U — True
| _ — False)

5 \Verification of Temporal Properties

In this section, we show how temporal properties of reacixstems defined in our functional language
can be verified. We define our verification rules on the rastli¢orm of program defined in Figuré 3
as shown in Figure_10. The paramegedenotes the property to be verified apdienotes the function
variable environment,p denotes the set of function calls previously encountereld; it used for the
detection of loops to ensure terminatiop. is also used in the verification of the operator (which
evaluates tdl'rue on encountering a loop), and the verification of theoperator (which evaluates to
Falseon encountering a loop) is reset to empty when the verification moves inside thes@aeah
operators. For all other temporal formulae, the valielefineds returned on encountering a loop.

The verification rules can be explained as follows. Ruled)(@leal with the logical connectives,
V, = and—. These are implemented in our language in the usual way fdean¢ three-valued logic
using the corresponding operators, V3, =3 and—3. Rules (5a-d) deal with a constructed stream of
states. In rule (5a), if we are trying to verify that a progestalways true, then we verify that it is true
for the first state (withp reset to empty) and is always true in all remaining statesulm (5b), if we
are trying to verify that a property is eventually true, thvemverify that it is either true for the first state
(with p reset to empty) or is eventually true in all remaining stabesule (5c), if we are trying to verify
that a property is true in the next state then we verify thatgfoperty is true for the next state. In rule
(5d), if we are trying to verify that a property is true in thernent state then we verify that the property
is true for the current state by evaluating the property gidlire value of the current state for the state
variables. Rules (6a-c) deal with function calls. In rule (6a), if we d@rying to verify that a property is



G.W. Hamilton 75

1) Z[g (9 ) ep =(Z[el o op) N3 (Z[€] W @p)
2 Z[g oV ep =(Z[el o op) V3 (Z[€] Y @p)
Q) Z[€] (¢ = Lﬂ) ®p =(Z[e] ¢ op)=3(Z[e] ¥ @p)
@) 2[€ (—¢) =-3(Z[e] ¢ @p)
(5a) Z[Cons g el]] (09) pp =(Z[Cons gei] ¢ 90) N3 (P[er] (T9) @p)
(5b) Z[Cons g &1 (O¢) ¢ p =(F[[Cons g e ¢ 90) Vs (F[el] (O¢) @ p)
(5¢c) Z[Cons g el (O9) op =Z[e] ¢ @p
(5d) Z[Consgei]] ¢ pp =V, where¢[ep/s| || v
_ | True if fep
© 17061 0900 ={ TR i nel] (08) @ (0 1)), oherise

where@(f) =AX;...x,.e

_ {False if fep

Lexa /X, .., Xn/X]] (C9) @ (pU{f}), otherwise

where@(f) =AX;...x,.e

a {Undefined if fecp

T\ 2lexa /X %/ X0 @ @ (pU{f}), otherwise
where@(f) =AX;...x;.e

(7a) Z[casexof pr —er |- pn— €] (O9) @ p

=(V_2[e] (99) 99) V3(\ Z[el (98) 0p)
(70) Z[casexof p — e |- [ pn — en] ¢ @ p

(6b) 2[f x1... %] (C9) @ p

6c) 2[f x1..%:] ¢ @ p

= /\3”[[ loop
8) Zxe...e]®@p -Undeflned
(9) Z[letx=eine] ¢ pp=2[e] ¢ 0p

(10) Z[[eg wherefi =e;...fh=ey] ¢ @p
=Z[e] ¢ (pU{fr—er,....fa—en})p

Figure 10: Verification Rules

always true, then if the function call has been encounteeéord while trying to verify the same property
we can return the valu€rue this corresponds to the standard greatest fixed point ledilea normally
used for thea operator in which the property is initially assumed toTryee for all states. Otherwise,
the function is unfolded and added to the set of previousgoentered function calls for this property.
In rule (6b), if we are trying to verify that a property is eteally true, then if the function call has
been encountered before while trying to verify the same gmtgpwe can return the valugalse this
corresponds to the standard least fixed point calculatiomaldy used for the® property in which the
property is initially assumed to Healsefor all states. Otherwise, the function is unfolded and ddde
the set of previously encountered function calls for thigperrty. In rule (6¢), if we are trying to verify
that any other property is true, then if the function call bagn encountered before we can return the
value Undefinedsince a loop has been detected. Otherwise, the functionfaddenl and added to the
set of previously encountered function calls. Rules (7dda)l withcaseexpressions. In rule (7a), if we
are trying to verify that a property is eventually true, thves verify that it is either eventually true for at
least one of the branches for which there is a fairness agmm{gince these branches must be selected
eventually), or that it is eventually true for all branch&sRule (7b), if we are trying to verify that any
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other property is true, then we verify that it is true for albches. In rule (8), if we encounter a free
variable, then we return the valldndefinedsince we cannot determine the value of the variable; this
must be det variable which has been abstracted, so no information caleteemined for it. In rule (9),

in order to verify that a property is true forlet expression, we verify that it is true for thet body; this

is where we perform abstraction of the extracted sub-exfmes In rule (10), for avhere expression,
the function definitions are added to the environmgnt

Theorem 5.1 (Soundness)e € Prog,ese List Event T € List State¢ € WFF:
(eesS mA (2] ¢ 00=True= 1m,0E ¢)A(P[e] ¢ 0 0= False= 1,0 ¢)

Proof. The proof of this is by structural induction on the program O

Theorem 5.2 (Termination) Ve € Prog,¢ € WFF: Z[€e] ¢ 0 0 always terminates.

Proof. Proof of termination is quite straightforward since theridl be a finite number of functions
and uses of the temporal operatarsand <, and verification of each of these temporal operators will
terminate when a function is re-encountered. O

Using these rules, we try to verify the two properties (mlLiclusion and non-starvation) for the
example programs for mutual exclusion given in Section 8&stlyj distillation is applied to each of the
programs.

Example 1 For the program shown in Figuké 4, Property 2 (non-starmatiwmlds. The verification of
Property 1 (mutual exclusion) is shown below where we regmeRroperty 1 bya¢ and the function
environment byp.

Z|Cons(ObsState T T(f1 e9]] (D) 00
= {54}
(2| Cons(ObsState T T(f1 e9]] ¢ 0 0) A3 (22[f1ed] (T¢) 0 0)
= {5d}
(¢[(ObsState T T/5)) Az (Z[f1 eq () 0 0)
= {calculation, 6a, 7b, 5a, 5d
{('@}Hfl ed (0¢) ¢ {f1}) A3 (Z[f2ed (O9) @ {f1}) A3 (P[fs ed] (O9) @ {f1})
= {64
(Z[f2ed (0¢) @ {f1}) As(Z[fs e (O9) @ {f1})
= {calculation, 6a, 7b, 5a, 5d
(Z[f2ed] (O9) @ {f1, f2}) A3 (Z[faed] (D9) @ {1, T2}) A3 (2[fs ed] (O9) @ {f1, f2})
N3(Z[fs el (O9) @ {f1})
= {64}
(Z[faed (O¢) @ {f1, f2}) A3 (P[fs ed] (O¢) @ {f1, f2}) A3 (P[fs ed] (O¢) @ {f1})
= {calculation, 6a, 7b, 5a, 3d
(Z[fred (O9) @ {f1, f2, fa}) N3 (P[fa e (D) @ {f1, f2, fa}) A3 (Z[[fs e (O9) @ {f1, f2})
N3(2[fs el (O9) @ {f1})
= {64}
(Z[fs e (O¢) @ {f1, f2}) A3 (P[fs e (O¢) @ {f1})
= {calculation, 6a, 7b, 5a, 3d
(Z[fs ed] (O¢) @ {f1, f2, fs}) A3 (Z[f7 ed] (D) @ {f1, T2, fs}) A3 (P[fs ed] (D) @ {f1, T2, fs})
N3(Z[lfs e (O9) @ {f1})
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= {63
(Z[f7 e (O¢) @ {f1, f2, fs}) A3 (P [fs e (O¢) @ {f1, T2, fs}) A (P[fs ed] (O9) @ {F1})
= {calculation, 6a, 7b, 5a, 5d
False

Example 2 For the program shown in Figuré 6, Property 1 (mutual exchjsholds. The verification
of Property 2 (non-starvation) is shown below where we rggme Property 2 byi(¢ = <y) and the
function environment byp.

Z[Cons(ObsState T T(f1 e9]] (0(¢p = <w)) 00
={5&
(2[Cons(ObsState T T (f, es] (9 = OY) 0 0) Az (Z[f1 e (T(9 = OY)) 0 0)
= {5d}
(9 = O)[(ObsState T T/s]) Az (Z[[f1 €9 (O(¢ = OW)) 0 0)
= {calculation, 3, 6a, 7b, 5a, $d
(Z[f1ed (O(¢ = OW)) @ {f1}) A3 (Z[f2 e (O(¢ = OW)) @ {f1})
{As(}g’[[fs ed (O(¢ = Ou)) @ {f1})
= {6a
(Z[f2 69 (D(9 = W) @ {f1}) Aa(Z[f ed) (O(¢ = OW)) @ {f1})
= {calculation, 3, 6a, 7b, 5a, 5d
(Z[f2e9 (O(¢ = OW)) @ {f1, f2}) A3 (Z[fa e (O(¢ = OU)) @ {f1, f2})
{As(}g’[[fs ed (O(¢ = OY) @ {f1, f2}) N3 (Z[fs e (O(¢ = OY)) @ {f1})
= {6a
(Z[faed (O(¢ = OW)) @ {f1, f2}) A3 (Z[fs e (O(¢ = OU)) @ {f1, f2})
N3(Z[fs ed] (O(¢ = OU)) o {f1})
= {calculation, 3, 6a, 7b, 5a, $d
(Z[f1ed (O(¢ = OW)) @ {f1, f2, fa}) A3 (Z[faed] (O(¢ = OP)) @ {11, f2, fa})
{As(}g’[[fs ed (O(¢ = O) @ {f1, f2}) N3 (Z[fs e (O(¢ = OY)) @ {f1})
= {6a
(Z[fs ed] (B(p = OW)) @ {f1, f2}) A3 (Z[fz eg] (O(d = OY)) @ {f1})
= {calculation, 6a, 7b, 5a, 3, 5b, pb
False

Example 3 For the program shown in Figuré 8 both Property 1 (mutualesich) and Property 2 (non-
starvation) hold.

6 Construction of Counterexamples and Witnesses

In this section, we show how counterexamples and witnessgsrhporal properties of reactive systems
defined in our functional language can be constructed. Wnangthe verification rules from the previ-
ous section to generatevardictwhich consists of a trace (a list of observable states) alatiga truth
value and belongs to the following datatype:

Verdict::= TruthVal x List State

The trace will give a counterexample if the associated tvallne isFalse and a witness if the corre-
sponding truth value i$rue The logical connectives,, Vy,=-, and—, are extended to this datatype as
Av, Vv, =y and—y, which are defined as follows.
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(ba,t1) Ay (b2, t2) (b,t)
where
b=Db; Azby

t =min{t|tj € {t1,t2} Ab; =Db}

(b,t)

where

b=Db;V3by

t = min{ti|ti € {t1,t2} Abj = b}
(b1,t1) =y (b2, t2) = (=v(ba,ty)) Vy (b2, t2)

-v(b,t) = (—3b)t)

(by,t1) Vy (b2,t2)

If there is more than one counterexample or witness, theifumminis used to ensure that tishortest
one is always returned. The rules for the construction oftanexamples and witnesses for the simplified
form of program defined in Figuté 3 are as shown in Figufe 11.

(5d)#[Cons @ &

(62) Z[f xq..

)

]

pm  =(v7++ [eo]), whereg[eo/s| |} v

0 _ [(True m), if fep

(1) Cle] (pry)opm =(Clel ¢ op M)A (C[E] Y pp M)
() Cle)(pvy)ppm = (@] o pp MV (Cle] ¢ pp M)
3) Cle] (¢=w)ppm = (@] o opm=\(C[e] Yopm)
4) <[] (—9)ppm =~ (Z[e]l ¢ op M)
(5a)¢[Consgei] (Op) pp m = (¢[Consegell] ¢ 0 m) Ay (Fel]] (OP) @ p (TT++ [e]))
(5b) € [Cons g e1] (Cp) pp = (€[Consegei]] ¢ 90 m) vy (€el] (CP) @ p (T++ [e]))
(5c)(€%con5@e1% (O¢) pp m=%[el]] ¢ @ p (TT++ [€0])
[

(6b) €[[f x1.. . %n

(6¢) Z[[f x1. ..

¢ opm

] (B9)epm = {%[[e[xl/xl,...,xn/xam (09) ¢ (pU{}) T, otherwise
whereg(f) =AX,...x,.e
_ [(Falsem), if fep
1D 00T = e . xuhl] (08) 0 (6L 1)) 5 ohervise
whereg(f) =Ax;...x,.e
_{(Undefmedn) if fep
Clexe/X, . Xa/X]] & @ (PU{T}) 5, otherwise
whereg(f) =AX,...x,.e

(7a) @ [[casexofpy — e |- |pn— &) (CP)pp T

=( V%[l (94) 90 1) Vu(A %Il (98) 9o )

(7b) ¢[[casexof py — ey |- pn%en]] popm

-/\‘5[[ Joopm

8) Flxe...en o ppm (Undeflnedn)
9) ¢lletx=eine] ¢ ppnr=¢le] ¢ ppm
(10) ¥ [[ep wherefy =e;...fh=e| p @p T

=%[e] ¢ (pU{fr—e1,....fah—e})pm

Figure 11: Counterexample and Witness Construction Rules
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These rules are very similar to the verification rules giveRigure 10, with the addition of the parameter
11, which gives the value of the current trace thus far. As edidevable state in the program trace is
processed in rules (5a-d), it is appended to the end ahd when a final truth value is obtained it is
returned along with the value af. Counterexamples and witnesses can of course be infiniteein t
form of a lasso consisting of a finite prefix and a loop, whiléyamnfinite trace will be returned using
these rules. However, loops can be detected in the gendratedas the repetition of observable states.
To prove that the constructed counterexample or witnesalid,wve need to prove that it satisfies the
original temporal property which was verified.

Theorem 6.1 (Validity) Ve € Prog, ¢ € WFF:
(©[e] $ 00 = (Truem) = MOk ) A (¢[e] ¢ 00| = (Falsem) = 0¥ ¢)

Proof. The proof of this is by structural induction on the program O

Using these rules, we try to construct counterexampleshiertwo properties (mutual exclusion and
non-starvation) for the example programs given in Section 3

Example 1 For the program shown in Figuké 4, the application of thesesrtor Property 1 (mutual
exclusion) is shown below where we represent Property dpand the function environment gy We
also use the shorthand notatipX,Y) to denote the stai®bsState X Y

%[Cons(T,T) (fresg)] (0¢) O O]
= {54}
{(‘i[}[COHS(T,T) (f1eg] ¢ 00[) Av(€[fred] (D9) 0O[(T,T)])
={5
(LT, T)/sh) Av(€fred (Op) 0 O[(T,T)))
= {calculation, 6a, 7b, 5a, 5d
(€¢[fred (09) @ {f1} [(T,T),(T,T)) Av(€[f2 €9 (O¢) @ {f1} [(T,T),(W,T)])
{AGV(}% [fz es) (O¢) @ {f1} [(T,T),(T,W)])
= {6a
(€¢f2ed (09) @ {f1} [(T,T), W, T)) Av(€[fz eg (O9) @ {f1} [(T,T),(T,W)])
= {calculation, 6a, 7b, 5a, 5d
(¢[f2ed (O9) @ {f1, f2} [(T,T), (W, T),(W,T)])
(¢[faed (09) @ {f1, f2} [(T,T),(W,T),(U,T)])
(¢[lfs ed] (O9) @ {f1, f2} [(T,T),(W, T),(W,W)])
{Ag(}%[[fs ed (09) @ {f} [(T,T),(T, W)])
= {6a
(¢[faed (09) @ {f1, f2} [(T,T),(W,T),(U,T)])
AN(E[[fs es) (O¢) @ {f1, f2} [(T,T), (W, T), (W,W)])
N(E[fs ed (O¢) @ {1} [(T,T),(T,W)])
= {calculation, 6a, 7b, 5a, 3d
( [fres (O¢) @ {f1, T2, fa} [(T,T),(W, T),(U, T
A s eg (09) ¢ {F1, To, ) [(T,T), (W.T), (U
N(E s ed (O¢) @ {f1, 2} (T, T), (WT)( W)
(¢fs ed (O9) @ {1} [(T,T),(T,W)])
= {64}
(¢[fs ed (O9) @ {f1, 2} [(T,T), (W, T), (W,W)])
MN(E[fsed (T¢) @ {f1} [(T,T),(T,W)])
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= {calculation, 6a, 7b, 5a, 5d
(¢[lfs ed] (O9) @ {f1, 2, 5} [(T, T), (W, T), (W, W), (W,W
(%[[f7 es]] (Dd)) (P{fl, f27 f5} [( ) (W> )>(W7 )7(U>W)])
N(Z[fs es] (O9) @ {f1, T2, fs} [(T, T), (W, T), (W,W), (W,U)])
(¢fs ed (O9) @ {1} [(T,T),(T,W)])
= {6a}
(%[[ﬁ eﬂ] (D¢) Qo {fla f27 f5} [(T7T)7 (W7T)7 (W,W), (U7W)])
/\v((g[[fB es}] (D¢) (P{fl, f2> f5} [(T>T)> (WvT)v (W>W)7 (W>U)])
MN(E[fsed (T¢) @ {f1} [(T,T),(T,W)])
= {calculation, 6a, 7b, 5a, 5d
(False[(T,T),(W,T),(W,W),(U,W),(U,U)])

~—
—
~—

We can see that the rules that are applied closely mirroethpplied in the verification of this property,
and that the following counterexample is generated:

Cons(ObsState T T (Cons(ObsState W T(Cons(ObsState W W(Cons(ObsState U W
(Cons(ObsState U U Nil))))

Example 2 For the program shown in Figuté 6, the application of thedesréor Property 2 (non-
starvation) is shown below where we represent Property2(gy=- <) and the function environment
by ¢. We again use the shorthand notat{ohY) to denote the stat®bsState X Y

% [Cons(T,T) (fre9] (O(¢ = Ow)) 0 0]
= {58
{(%%COHS(T,T) (fres] (¢ = CY) 0 0[)) Av(Clfreg (O(¢ = Ow)) 0O[(T,T)))
= {5d
(¢ = OY)[(T,T)/s) Av (€[ ed] (D(¢ = OY)) OO[(T,T)))
= {calculation, 3, 6a, 7b, 5a, $d
(¢lfred (O(¢ = Oy) @ {fa} [(T,T),(T,T)) Av(€[f2e9 (O(¢ = C)) @ {fa} [(T,T),(W,T)])
{Av(}%[[fs ed (O(¢ = CY)) ¢ {f1} )
= {6a
(€lfed (O(d = OW)) @ {1} [(T,T), W, T))Av (¢ [fs e (B(¢ = OW)) @ {f1} [(T,T),(T,W)))
= {calculation, 3, 6a, 7b, 5a, $d
( [f2 ed) (O(¢ = ) @ {1, 2} [(T.T),(W,T),(W,T)])
A(E[faed (O( = OY)) @ {f1, f2} (T, T),(W, T),(U,T)])
(€ [fs ed] (T = OP)) @ {fa, f2} [(T,T), (W, T), (W,W)])
g (} [fs eql (O(¢ = Ow)) @ {f1} [(T,T),(T,W)])
= {6a
(€lfaed (O(¢ = Ow)) @ {f1, f2} [(T.T), (W, T),(U,T)])
(€ [fs e (O = OY)) @ {fa, f2} [(T,T), (W, T), (W,W)])
N(Z[fs eg] (O(¢ = SP)) @ {f1} [(T,T),(T,W)])
= {calculation, 3, 6a, 7b, 5a, $d

( [fred] (B(¢ = OY)) @ {fy, f2, fa} [(T,T), (W, T), (U, T),(T,T)])
(€ [faed (O(d = OW)) @ {f1, T2, fa} [(T,T),(W,T),(U,T),(U,T)])
A(# s e (0(6 = O)) @{ fa, T2} [(T.T), (W.T), (W,W)))

(€ [fsed (B(¢ = ) @ {f1} [(T,T), (T, W)))
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= {63}
(€lfs ed (O(¢ = Ow)) @ {f1, 2} [(T.T), (W, T),(W,W)])
N(Z[fs eg] (O(¢ = OP)) @ {1} [(T,T),(T,W)])

= {calculation, 6a, 7b, 5a, 3, 5b, b
(Falsg[(T, T), (W, T), (W,W), (W,W)])

The following counterexample with a loop at the end is theehenerated:

Cons(ObsState T T (Cons(ObsState W T (Cons(ObsState W W(Cons(ObsState W WNil)))

7 Conclusion and Related Work

In previous workl[6], we have shown how a fold/unfold prograamsformation technique can be used to
verify both safety and liveness properties of reactiveesyistwhich have been specified using a functional
language. However, counterexamples and witnesses wei@nstructed using this approach. In this
paper, we have therefore extended these previous tecsnigueldress this shortcoming to construct a
counterexample trace when a temporal property does not &intta witness when it does.

Fold/unfold transformation techniques have also beenldpgd for verifying temporal properties
for logic programs([11), 15,14,/ 1, 8]). Some of these techriquave been developed only for safety
properties, while others can be used to verify both safetylaeness properties. Due to the use of a
different programming paradigm, it is difficult to compahe trelative power of these techniques to our
own. However, none of these techniques construct courgergbes when the temporal property does
not hold.

Very few techniques have been developed for verifying tamgaroperties for functional programs
other than the work of Lisitsa and Nemytykh [12, 2]. Their aggzh uses supercompilatian |17, 16]
as the fold/unfold transformation methodology, where oun @pproach uses distillationl[5, 7]. Their
approach can verify only safety properties, and does nostooet counterexamples when the safety
property does not hold.

One other area of work related to our own is the work on usinghkli Order Recursion Schemes
(HORS) to verify temporal properties of functional progeanmHORS are a kind of higher order tree
grammar for generating a (potentially infinite) tree and agdl-suited to the purpose of verification
since they have a decidable mu-calculus model checkindgmglas proved by Ong [14]. Kobayashi
[13] first showed how this approach can be used to verify gadatperties of higher order functional
programs and for the construction of counterexamples wherséfety property does not hold. This
approach was then extended to also verify liveness pregdn Lester et al[_[10], but counterexamples
are not constructed when the liveness property does not hblese approaches have a very bad worst-
case time complexity, but techniques have been developathétiorate this to a certain extent. It does
however appear likely that this approach will be able tofyemore properties than our own approach
but much less efficiently.
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