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Abstract 

As technological advancements in artificial intelligence (AI) accelerate, the effect it has on the adoption of Industry 4.0 is 
significant. The adoption of AI-based Industry 4.0 projects creates a significant opportunity to generate new revenue streams and 
high-value customer-centric products. However, medical device manufacturing organisations are strictly scrutinised by regulatory 
authorities due to the critical nature of these devices and their impact on humans. This presents a challenging environment for 
medical device manufacturers to experiment with and implement new technologies. However, the significance and impact of AI-
based projects are acknowledged by regulatory authorities such as the FDA and EMA and PMDA, allowing the incorporation of 
AI-based devices. This change in regulations, although limited, opens up immense opportunities for medical device manufacturers. 
Although extensive studies on the barriers, challenges, and failure factors of AI projects are available, very few studies explore 
these from a medical device manufacturing perspective. This is essential due to the significant limitations posed by the regulations 
governing medical device development. This study analyses the challenges and factors affecting the scaling of AI-based Industry 
4.0 projects in medical device manufacturing organisations. The study found three major factors influencing the scaling of AI-
based Insutry 4.0 projects. They comprise infrastructural costs, security risks and a change management migration plan. However, 
investing in these factors with a view to scaling may create additional revenue sources and also help in reaching a faster return on 
investment. Such investments can also improve the overall productivity of the industry, allowing the creation of high-value 
customer-centric products. The perceived security risks in the industry were found to be higher than the risks analysed in previous 
literature, suggesting a need to create an informed workforce. The study also found that for effective implementation of scalable 
AI-based industry 4.0 projects a skilled workforce with a shared long-term vision is required. 
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1. Introduction 

As the medical device industry continues its technological shift towards a decentralised network of interconnected 
devices integrated with AI and machine learning techniques, improved data mining and intelligent decision-making 
capabilities create tremendous opportunities for new applications across a wide range of sectors [1]. However, the 
medical device manufacturing industry is heavily regulated to assure the safety of the patient, and these regulations 
vary depending on location and regulatory bodies [2-4]. Regulations make the adoption of smart technologies difficult. 
Furthermore, to eliminate health risks to patients and assure their safety, medical devices are categorised into different 
classes with increasing regulatory control [5]. This makes medical device manufacturing a challenging field for the 
implementation and experimentation of new technologies [6]. 

 As more companies move towards the implementation of industry 4.0, manufacturing organisations are 
incorporating digitisation intending to achieve computational self-awareness [7]. This can be characterised by 
automation, the inclusion of smart manufacturing techniques and using data to make informed business 
decisions[8],[9]. The main technologies that are driving the industry 4.0 revolution are the Internet of Things (IoT), 
cloud computing, AI and ML, edge computing, fog computing and digital twin. While the IoTs can implement cloud 
edge or fog computing to optimise the analytical side of data based on the priority of data analytics to be performed, 
the insights generated from the data are often based on the data trends observed and predictions based on the same. It 
is at this stage the importance of AI and Machine Learning (ML) are observed [10-13]. It has been also observed that 
AI-based industry 4.0 projects can improve the revenue of the medical device manufacturing industry by reducing 
maintenance costs and creating new revenue streams [9]. Such projects can also improve the quality of products, and 
the well-being of the workforce and improve customer relations based on the availability of informed decisions made 
with rich and structured data collected by such projects [14–17]. This creates an urgency to identify the factors that 
accelerate, enhance and inhibit the adoption of industrial AI-based industry 4.0 projects. 

 Integration of AI projects has risen in the past decade owing to advancements in technology and the emergence of 
powerful computing systems. However, prior work suggests that most AI project implementations either fail or make 
a minimal impact [18],[19]. Integration of connected devices (IIoT) and AI systems in Industry 4.0 projects within 
medical device manufacturing represent a smaller percentage of overall projects due to the heavy regulation within 
the medical device manufacturing sector [6]. Although the critical failure factors and critical success factors of AI 
projects are widely discussed [19], the factors affecting its implementation in industry 4.0 projects in the medical 
device manufacturing industry are not aptly represented. Consequently, there is a requirement in the industry to 
identify and analyse the extent of influence of various factors that enable or inhibit the adoption of AI-based industry 
4.0 projects within the scope of medical device manufacturing. The main objective of this study is to identify and 
categorise factors that influence the success of an AI-based industry 4.0 project within the medical device 
manufacturing industry. Measuring the degree of influence of these factors can provide a foundation for creating a 
roadmap for future projects within the medical device manufacturing industry while maintaining the essential 
regulatory standards of the field. This paper proceeds as follows; a literature review identifying the barriers to scaling 
of AI-based industry 4.0 projects; a discussion of the methodology utilised in the study and the results of the analysis.  

2. Literature review 

It is estimated by the FDA that AI-based projects in the medical industry have the potential to create a net yearly 
saving of $150 billion in the next 7 years, with $54 billion focusing on medical devices [20]. Similar to the FDA, the 
European Medicine Agency (EMA) has also acknowledged the importance of AI-based Industry 4.0 projects in the 
medical device manufacturing industry, incorporating changes in regulations to accommodate emerging technologies. 
This was reflected in the draft regulation adopted by the European Parliament in October 2020, provisioning a 
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comprehensive regulatory framework for AI [21]. Industry 4.0 technologies have been identified as an emerging field 
in previous studies with 30% focus on Cyber-Physical Systems (CPS), 37% on analytics and 15% on general smart 
manufacturing concepts [22,23]. While CPS technologies bridge cyber-physical entities, Human-Robot Collaboration 
(HRC) technologies are essential for a human-centric innovation essential for future projects and smart factories[23–
25]. Various IT solutions are employed in fault detection, predictive maintenance, communication, virtualisation and 
human-machine interface (HMI) within the scope of Industry 4.0 projects but represent a very small fraction of the 
total implementation of these technologies within the scope of medical device manufacturing [26–34]. A 
comprehensive analysis of the literature identified three key barriers to scaling AI-based industry 4.0 projects in the 
medical device manufacturing industry; namely, Infrastructural costs, Security risks and Poor change management 
practices. 

2.1. Infrastructural costs 

 For scalable AI solutions, businesses must manage data effectively and efficiently. This requires a robust data 
environment for securely collecting and processing a significant amount of data, requiring heavy computational 
requirements [35]. Data should be incorporated as end-to-end solutions on comprehensive machine learning 
architectures [36]. The models should ensure data protection, disaster recovery, fixed-cost computing and powerful 
analytics while ensuring quality compliance. In addition, for the medical device manufacturing industry, this may also 
include necessary additions incorporating the regulatory requirements of the sector, adding to the cost [6]. Even though 
AI projects offer promising benefits, they cannot reduce the actual workforce cost due to the laws and regulations 
within the industry [37]. A large-scale AI project can take 2-3 years to start generating a return on investment and is 
a long and expensive process with a longer investment cycle and a lower probability of high returns [38,39]. However, 
Rao and Verweij (2017) report that the most significant driver to implementing AI-based industry 4.0 projects will be 
increased productivity due to automation of routine tasks, followed by enhancing employee capabilities creating 
opportunities for higher value-adding work. These contradictory views on the cost vs benefit of implementing AI-
based industry 4.0 projects in the medical device industry create a necessity to analyse and validate them based on the 
industry's voice.  

2.2. Security risks 

 Although AI projects are lauded to provide a superior advantage in creating personalised and customer-centric 
solutions, security concerns remain unsolved. The potential security threats posed by AI-enhanced projects can be 
grouped under digital threats, physical threats and political security [40]. While digital threats include issues like data 
leak, data poisoning and impersonation, physical threats include device-level attacks [41],[42]. This is significant in 
the medical device industry. However, having analysable data from connected devices ensures that when industry 4.0 
projects are scaled across a distributed enterprise using standardised data structures, the benefits stretch across all 
departments as they receive data to make informed decisions. This creates a tradeoff between the device control and 
data that may be obtained to create a scalable AI-based industry 4.0 project. They are hence strictly regulated by the 
medical device regulatory bodies based on the type of medical device, its critical nature (categorised under the class 
of medical devices) and the nature of the data collected [43]. This creates a necessity to analyse the awareness of 
security issues and the methods with which they are addressed in the medical devices industry. 

2.3. Poor Change Management Processes 

 Industry 4.0 is a significant transition for most industries and is particularly challenging for the medical device 
manufacturing industry due to the involvement of strict regulations within the sector [6]. The real-time data generated 
by smart and automated production systems will empower employees to make informed decisions dealing with 
complex systems [44]. This leads to a situation where the employees have to work in tandem with robots and 
automated machines. Hence the transition to industry 4.0 and projects involving AI and ML within manufacturing 
sectors involve exhaustive new talent acquisition and thorough training of the current workforce to meet the technical 
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demand. A report by Cisco [45] suggests that one of the top 5 reasons for failure in AI-based projects is the lack of 
expertise in such projects, emphasising the requirement of re-skilling the workforce to adapt to the changing industry 
environment. In 2018, McKinsey Global Institute [15] reported a possible decline in low digital skill and repetitive 
tasks from 43% to 32% and the demand for high digital skill and non-repetitive tasks might increase from 42% to 53% 
by 2030, resulting in almost 14% of the workforce changing occupation. Having the right people for crucial roles is 
critical as research suggests that 5% of the positions drive 95% of the transformational value [46,47]. All of the studies 
suggest that there is a strong requirement to validate the current technical skills of employees in the medical device 
manufacturing industry and evaluate their approach towards managing the change for creating an environment for 
effective implementation of AI-based industry 4.0 projects. 

 The literature review identified the three main factors affecting the implementation of AI-based projects in industry 
4.0 projects within the medical device manufacturing industry, namely; the infrastructural costs involved in the 
implementation of AI-based projects, which includes the computational and device costs which are in compliance 
with the existing medical device production standards; security issues that address the critical nature of data collected 
by the medical device manufacturing industry to create informed decisions and the underlying security layer that 
prevents from cyber-attacks, data leaks and data poisoning that could potentially affect and alter the critical insights 
generated; and change management to be affected by the medical device manufacturing industries to incorporate the 
fast-changing and evolving nature of AI-based Industry 4.0 projects, requiring the additional inclusion of skilled 
workforce and re-skilling of the existing workforce. 

3. Methodology 

A mixed method involving both quantitative and qualitative methods was employed in the research design of this 
study. Quantitative methods were used to analyse the factors identified from the literature review and qualitative 
method was used to capture the subtle relation within the identified factors and tacit knowledge on implementation 
barriers to AI-based Industry 4.0 projects within a medical device manufacturing organisation. Purposive sampling 
methods were used. The study used a survey method to collect opinions from the sample. This included 25 questions 
based on a 5-point Likert scale. The goal was to measure the effect and influence of the identified factors on the 
success of an AI-based industry 4.0 project. For the qualitative part of the research, semi-structured interviews were 
conducted with experts in industry. The rationale for conducting these interviews was to capture the additional data 
that could be missed in a quantitative survey.  

The survey was designed to comply with the GDPR and AAPOR codes of professional ethics and practices [48] 
guidelines and was rigorously tested to minimise research bias. The technical errors and alignment of survey questions 
to the research goals were tested by piloting the survey. Following this procedure, the survey was revised to 
incorporate suggested changes and corrections. The survey was then sent to employees working in a medical device 
manufacturing organisation. A random sample representing manufacturing and design engineers, decision-makers, 
project and team leads and quality teams was selected for the survey. A total of 32 responses were obtained. The 
responses collected represented different departments, allowing data triangulation across the survey population. Peer 
debriefing was completed via in-depth interviews once the survey results were obtained, allowing an in-depth 
discussion on the subject. 

4. Results and Discussion 

Industry 4.0 implementation relies heavily on automated, information-rich, and analysable data to make informed 
and strategic decisions [35] [36]. From the study, it is observed that the industry experts and skilled employees from 
the medical device manufacturing sector agree that industry 4.0 will transform the current processes and operations 
by integrating intelligent systems and supporting IT infrastructure. For the implementation of industry 4.0, 
information-rich and analysable data are required for efficient decision-making. However, there is a noticeable 
difference in opinion among the respondents in agreement that having analysable data is critical in decision-making 
within industry 4.0. The disconnect in an agreement between the former and latter parts suggests that there is a lack 
of knowledge and general awareness of industry 4.0 and its implications within the medical device manufacturing 
workforce. However, the gradual acceleration observed within medical device manufacturing in adopting industry 4.0 
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demand. A report by Cisco [45] suggests that one of the top 5 reasons for failure in AI-based projects is the lack of 
expertise in such projects, emphasising the requirement of re-skilling the workforce to adapt to the changing industry 
environment. In 2018, McKinsey Global Institute [15] reported a possible decline in low digital skill and repetitive 
tasks from 43% to 32% and the demand for high digital skill and non-repetitive tasks might increase from 42% to 53% 
by 2030, resulting in almost 14% of the workforce changing occupation. Having the right people for crucial roles is 
critical as research suggests that 5% of the positions drive 95% of the transformational value [46,47]. All of the studies 
suggest that there is a strong requirement to validate the current technical skills of employees in the medical device 
manufacturing industry and evaluate their approach towards managing the change for creating an environment for 
effective implementation of AI-based industry 4.0 projects. 

 The literature review identified the three main factors affecting the implementation of AI-based projects in industry 
4.0 projects within the medical device manufacturing industry, namely; the infrastructural costs involved in the 
implementation of AI-based projects, which includes the computational and device costs which are in compliance 
with the existing medical device production standards; security issues that address the critical nature of data collected 
by the medical device manufacturing industry to create informed decisions and the underlying security layer that 
prevents from cyber-attacks, data leaks and data poisoning that could potentially affect and alter the critical insights 
generated; and change management to be affected by the medical device manufacturing industries to incorporate the 
fast-changing and evolving nature of AI-based Industry 4.0 projects, requiring the additional inclusion of skilled 
workforce and re-skilling of the existing workforce. 

3. Methodology 

A mixed method involving both quantitative and qualitative methods was employed in the research design of this 
study. Quantitative methods were used to analyse the factors identified from the literature review and qualitative 
method was used to capture the subtle relation within the identified factors and tacit knowledge on implementation 
barriers to AI-based Industry 4.0 projects within a medical device manufacturing organisation. Purposive sampling 
methods were used. The study used a survey method to collect opinions from the sample. This included 25 questions 
based on a 5-point Likert scale. The goal was to measure the effect and influence of the identified factors on the 
success of an AI-based industry 4.0 project. For the qualitative part of the research, semi-structured interviews were 
conducted with experts in industry. The rationale for conducting these interviews was to capture the additional data 
that could be missed in a quantitative survey.  

The survey was designed to comply with the GDPR and AAPOR codes of professional ethics and practices [48] 
guidelines and was rigorously tested to minimise research bias. The technical errors and alignment of survey questions 
to the research goals were tested by piloting the survey. Following this procedure, the survey was revised to 
incorporate suggested changes and corrections. The survey was then sent to employees working in a medical device 
manufacturing organisation. A random sample representing manufacturing and design engineers, decision-makers, 
project and team leads and quality teams was selected for the survey. A total of 32 responses were obtained. The 
responses collected represented different departments, allowing data triangulation across the survey population. Peer 
debriefing was completed via in-depth interviews once the survey results were obtained, allowing an in-depth 
discussion on the subject. 

4. Results and Discussion 

Industry 4.0 implementation relies heavily on automated, information-rich, and analysable data to make informed 
and strategic decisions [35] [36]. From the study, it is observed that the industry experts and skilled employees from 
the medical device manufacturing sector agree that industry 4.0 will transform the current processes and operations 
by integrating intelligent systems and supporting IT infrastructure. For the implementation of industry 4.0, 
information-rich and analysable data are required for efficient decision-making. However, there is a noticeable 
difference in opinion among the respondents in agreement that having analysable data is critical in decision-making 
within industry 4.0. The disconnect in an agreement between the former and latter parts suggests that there is a lack 
of knowledge and general awareness of industry 4.0 and its implications within the medical device manufacturing 
workforce. However, the gradual acceleration observed within medical device manufacturing in adopting industry 4.0 
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suggests that the gap due to lack of awareness is closing quickly [48,49]. Creating an operational framework 
addressing the critical factors that affect the success of such projects can enhance the implementation of future AI 
projects as regulatory restrictions ease over time, ensuring the workforce and infrastructure are ready for the rapid 
adoption of scalable AI projects.   

4.1. Infrastructural costs 

 A robust data environment is required to collect data from various intelligent and connected devices. For scalable 
AI solutions, businesses must manage data effectively and efficiently to ensure that it can be incorporated as end-to-
end solutions on comprehensive machine learning architectures. The models should ensure data protection, disaster 
recovery, fixed-cost computing and powerful analytics while ensuring quality compliance. The study reports that 
62.5% of the respondents agreed that significant investments are required in the medical device manufacturing 
industry for effective transformation to industry 4.0.50% of the respondents also reported that data-intensive AI 
projects fail due to the high costs involved in the required shift from legacy systems to a new architecture. The rationale 
for an almost equal distribution of the opinion may be attributed to the recent rise in the adoption of AI projects in the 
medical device manufacturing industry owing to the change in governing rules [21]. The data suggest that the medical 
device manufacturing sector has started adopting industry 4.0, hence addressing the critical success factors is crucial 
for industries to maximise the potential readiness for scaling the AI projects as regulatory limitations relax over time. 

4.2. Security risks 

 Connected devices and an information-rich environment increase the risk of cyber attacks. The draft regulation on 
artificial intelligence submitted by European Parliament [50] and the report on liability for AI have taken a risk-based 
approach to categorise AI-based systems[21]. It works in tandem with the Medical Devices Regulation (EU) 2017/745 
(MDR) [51], easing limitations and improving the scope of scalability of AI projects while maintaining policies 
addressing security risks. However, security risks within the scope of AI project implementation may not be 
overlooked to ensure high security, data integrity and compliance with the regulatory standards. 91% of the 
respondents felt that there would be an increased frequency of cyber-attacks in future if industry 4.0 is implemented. 
Hence creating a suitable security infrastructure, educating the employees on the security measures employed and 
creating trust within the AI project space is crucial for creating sustainable and scalable AI projects.  

4.3. Workforce and change management 

 Change management can be tough in the medical devices manufacturing industry as changes may require re-
certification, validation, and quality documentation changes. Replacement of such core practices requires a top-down 
approach as they can be disruptive. Having the right people for crucial roles is critical as research suggests that 5% of 
the positions drive 95% of the transformational value [46,47]. 58.3% of respondents report that lack of management 
in the overall industry affects the success of AI in industry 4.0 projects, and 54.17% report that industry 4.0 projects 
require leaders who can bridge organisational boundaries, communicate the strategic vision and achieve broad 
alignment across the cross-functional teams [14]. However, the lower percentages and the recent growth of industry 
4.0 projects in the medical device manufacturing industry suggest that the top-level management and decision-makers 
in the medical device manufacturing industries are adopting newer technologies and scalable AI projects within the 
space. 62.5% of respondents suggest that there should be an experienced and skilled cross-functional team to 
effectively deploy and maintain AI projects in an industry 4.0 project. This would require rigorous training of the 
existing workforce and employing a skilled workforce to implement and manage new AI projects. 75% of the 
respondents reported that experienced IIoT and AI engineers are essential to the success of Industry 4.0 projects.  

The impact of scalable AI projects in the medical device manufacturing industry will likely accelerate, boosting 
productivity and growth over time, owing to the new regulations and policies [49–51]. Companies need to implement 
strategies for the long haul in such projects as the net impact may be visible only after a few years [52]. Early 
investment in AI and industry 4.0 projects also have a two-fold advantage. First is that existing medical device 
manufacturing industry engineers have limited or introductory knowledge of ML and AI (75% of respondents), and 
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early introduction of AI and ML-based industry 4.0 projects can increase the skill set of the workforce and create an 
effective knowledge base for future projects. The second advantage is the long-term financial advantage for the 
company adopting such industry 4.0 projects. Price Waterhouse Coopers [16] reports that companies adopting industry 
4.0 can expect over a 20% increase in revenue over the first 5 years, and the report was seconded by the findings of 
this study, where 45% of the respondents agreed with this perspective. The additional revenue streams may primarily 
contribute to this increase in revenue in the medical device manufacturing industry from IIoT and AI-based industry 
4.0 projects and a substantial reduction in maintenance costs [9,14,15], both of which were seconded by the study 
findings with 84% of the respondents agreeing to it. Hence addressing the three main factors, the infrastructure, 
security risks, and the workforce and change management, can bring about employee upskilling, prepare the industry 
for the future, create an innovative work culture and improve the adoption rate of scalable AI projects  

5. Conclusion 

The study focuses on the critical factors that must be addressed to create sustainable and scalable AI-based industry 
4.0 projects in the medical device manufacturing industries. With the fast-paced evolution of AI technologies and their 
rapid integration into medical devices owing to relaxation in regulations, AI-based industry 4.0 projects in medical 
device manufacturing companies have a significant opportunity to create high-value customer-centric products. Such 
projects can create unique value streams for companies creating new revenue streams and strengthening the existing 
revenue streams by having a customer-centric approach. The study found that three major factors influence AI-based 
industry 4.0 projects. The infrastructural costs required for the inclusion of new technologies, the security issues 
involved in the collection and processing of data, and the overall change management addressing the skill updating of 
the workforce and inclusion of changes required from a medical device manufacturing perspective, such as the 
requirement of re-certification, validation and changes in quality documentation and operational procedures are the 
major factors influencing such projects. The study identified a disconnect between the existing literature and the voice 
of the industry within the perceived security risks and changes in the organisational structure required to scale up AI-
based projects in the industry 4.0 projects in medical device manufacturing. This creates a requirement of creating and 
effectively communicating a shared vision within the companies to implement AI-based industry 4.0 projects 
effectively. Addressing the aforementioned factors with a long-term shared vision can effectively create new revenue 
streams and create high-value customer-centric products. However, the extent of creating new revenue sources and its 
significance in the long term for the medical device industry are less explored and unclear. This creates a requirement 
to further study the long-term effects and the execution plans that could boost the adoption of AI-based projects in the 
medical device manufacturing sector to create successful and sustainable industry 4.0 projects 

References 

[1] Xia F, Yang LT, Wang L, Vinel A. Internet of Things. Int J Commun Syst 2012;25:1101–2. https://doi.org/10.1002/dac.2417. 
[2] EMA. Medical devices regulation. 2021. 
[3] FDA. Overview of Device Regulation. 2020. 
[4] PMDA. PMDA Regulatory information. 2021. 
[5] Peter L, Hajek L, Maresova P, Augustynek M, Penhaker M. Medical Devices: Regulation, Risk Classification, and Open Innovation. J Open 

Innov Technol Mark Complex 2020;6:42. https://doi.org/10.3390/joitmc6020042. 
[6] Citron P. Ethics Considerations for Medical Device R&D. Prog Cardiovasc Dis 2012;55:307–15. https://doi.org/10.1016/j.pcad.2012.08.004. 
[7] Gotzinger M, Juhasz D, Taherinejad N, Willegger E, Tutzer B, Liljeberg P, et al. RoSA: A Framework for Modeling Self-Awareness in Cyber-

Physical Systems. IEEE Access 2020;8:141373–94. https://doi.org/10.1109/ACCESS.2020.3012824. 
[8] Bongomin O, Yemane A, Kembabazi B, Malanda C, Chikonkolo Mwape M, Sheron Mpofu N, et al. Industry 4.0 Disruption and Its Neologisms 

in Major Industrial Sectors: A State of the Art. J Eng 2020;2020:1–45. https://doi.org/10.1155/2020/8090521. 
[9] Philipp S. Improve product quality and yield with intelligent, secure, and adaptable manufacturing operations 2020. 

https://www.ibm.com/blogs/internet-of-things/iot-manufacturing-ready/. 
[10]Majumdar AK. Free-Space Optical Communications. Opt. Wirel. Commun. Broadband Glob. Internet Connect., Elsevier; 2019, p. 245–58. 

https://doi.org/10.1016/B978-0-12-813365-1.00008-4. 
[11]Parto M, Saldana C, Kurfess T. A Novel Three-Layer IoT Architecture for Shared, Private, Scalable, and Real-time Machine Learning from 

Ubiquitous Cyber-Physical Systems. Procedia Manuf 2020;48:959–67. https://doi.org/10.1016/j.promfg.2020.05.135. 
[12] Qi Q, Tao F. A Smart Manufacturing Service System Based on Edge Computing, Fog Computing, and Cloud Computing. IEEE Access 

2019;7:86769–77. https://doi.org/10.1109/ACCESS.2019.2923610. 
[13]Yang C, Lan S, Wang L, Shen W, Huang GGQ. Big Data Driven Edge-Cloud Collaboration Architecture for Cloud Manufacturing: A Software 



	 David Sweeney  et al. / Procedia Computer Science 219 (2023) 759–766� 765
6 David Sweeney et al. / Procedia Computer Science 00 (2019) 000–000 

early introduction of AI and ML-based industry 4.0 projects can increase the skill set of the workforce and create an 
effective knowledge base for future projects. The second advantage is the long-term financial advantage for the 
company adopting such industry 4.0 projects. Price Waterhouse Coopers [16] reports that companies adopting industry 
4.0 can expect over a 20% increase in revenue over the first 5 years, and the report was seconded by the findings of 
this study, where 45% of the respondents agreed with this perspective. The additional revenue streams may primarily 
contribute to this increase in revenue in the medical device manufacturing industry from IIoT and AI-based industry 
4.0 projects and a substantial reduction in maintenance costs [9,14,15], both of which were seconded by the study 
findings with 84% of the respondents agreeing to it. Hence addressing the three main factors, the infrastructure, 
security risks, and the workforce and change management, can bring about employee upskilling, prepare the industry 
for the future, create an innovative work culture and improve the adoption rate of scalable AI projects  

5. Conclusion 

The study focuses on the critical factors that must be addressed to create sustainable and scalable AI-based industry 
4.0 projects in the medical device manufacturing industries. With the fast-paced evolution of AI technologies and their 
rapid integration into medical devices owing to relaxation in regulations, AI-based industry 4.0 projects in medical 
device manufacturing companies have a significant opportunity to create high-value customer-centric products. Such 
projects can create unique value streams for companies creating new revenue streams and strengthening the existing 
revenue streams by having a customer-centric approach. The study found that three major factors influence AI-based 
industry 4.0 projects. The infrastructural costs required for the inclusion of new technologies, the security issues 
involved in the collection and processing of data, and the overall change management addressing the skill updating of 
the workforce and inclusion of changes required from a medical device manufacturing perspective, such as the 
requirement of re-certification, validation and changes in quality documentation and operational procedures are the 
major factors influencing such projects. The study identified a disconnect between the existing literature and the voice 
of the industry within the perceived security risks and changes in the organisational structure required to scale up AI-
based projects in the industry 4.0 projects in medical device manufacturing. This creates a requirement of creating and 
effectively communicating a shared vision within the companies to implement AI-based industry 4.0 projects 
effectively. Addressing the aforementioned factors with a long-term shared vision can effectively create new revenue 
streams and create high-value customer-centric products. However, the extent of creating new revenue sources and its 
significance in the long term for the medical device industry are less explored and unclear. This creates a requirement 
to further study the long-term effects and the execution plans that could boost the adoption of AI-based projects in the 
medical device manufacturing sector to create successful and sustainable industry 4.0 projects 

References 

[1] Xia F, Yang LT, Wang L, Vinel A. Internet of Things. Int J Commun Syst 2012;25:1101–2. https://doi.org/10.1002/dac.2417. 
[2] EMA. Medical devices regulation. 2021. 
[3] FDA. Overview of Device Regulation. 2020. 
[4] PMDA. PMDA Regulatory information. 2021. 
[5] Peter L, Hajek L, Maresova P, Augustynek M, Penhaker M. Medical Devices: Regulation, Risk Classification, and Open Innovation. J Open 

Innov Technol Mark Complex 2020;6:42. https://doi.org/10.3390/joitmc6020042. 
[6] Citron P. Ethics Considerations for Medical Device R&D. Prog Cardiovasc Dis 2012;55:307–15. https://doi.org/10.1016/j.pcad.2012.08.004. 
[7] Gotzinger M, Juhasz D, Taherinejad N, Willegger E, Tutzer B, Liljeberg P, et al. RoSA: A Framework for Modeling Self-Awareness in Cyber-

Physical Systems. IEEE Access 2020;8:141373–94. https://doi.org/10.1109/ACCESS.2020.3012824. 
[8] Bongomin O, Yemane A, Kembabazi B, Malanda C, Chikonkolo Mwape M, Sheron Mpofu N, et al. Industry 4.0 Disruption and Its Neologisms 

in Major Industrial Sectors: A State of the Art. J Eng 2020;2020:1–45. https://doi.org/10.1155/2020/8090521. 
[9] Philipp S. Improve product quality and yield with intelligent, secure, and adaptable manufacturing operations 2020. 

https://www.ibm.com/blogs/internet-of-things/iot-manufacturing-ready/. 
[10]Majumdar AK. Free-Space Optical Communications. Opt. Wirel. Commun. Broadband Glob. Internet Connect., Elsevier; 2019, p. 245–58. 

https://doi.org/10.1016/B978-0-12-813365-1.00008-4. 
[11]Parto M, Saldana C, Kurfess T. A Novel Three-Layer IoT Architecture for Shared, Private, Scalable, and Real-time Machine Learning from 

Ubiquitous Cyber-Physical Systems. Procedia Manuf 2020;48:959–67. https://doi.org/10.1016/j.promfg.2020.05.135. 
[12] Qi Q, Tao F. A Smart Manufacturing Service System Based on Edge Computing, Fog Computing, and Cloud Computing. IEEE Access 

2019;7:86769–77. https://doi.org/10.1109/ACCESS.2019.2923610. 
[13]Yang C, Lan S, Wang L, Shen W, Huang GGQ. Big Data Driven Edge-Cloud Collaboration Architecture for Cloud Manufacturing: A Software 

 David Sweeney et al. / Procedia Computer Science 00 (2019) 000–000  7 

Defined Perspective. IEEE Access 2020;8:45938–50. https://doi.org/10.1109/ACCESS.2020.2977846. 
[14]Boston Consulting Group. Beyond predictive maintenance the art of possible with IoT. 2019. 
[15]McKinsey Global Institute. Notes from the AI frontier: Applications and value of deep learning. McKinsey Global Institute; 2018. 
[16]PWC. Industry 4.0: Building the digital enterprise. 2016. 
[17]Zeike S, Bradbury K, Lindert L, Pfaff H. Digital Leadership Skills and Associations with Psychological Well-Being. Int J Environ Res Public 

Health 2019;16:2628. https://doi.org/10.3390/ijerph16142628. 
[18]Ransbotham S, Kiron D, Gerbert P, Reeves M. Reshaping Business With Artificial Intelligence: Closing the Gap Between Ambition and 

Action. MIT Sloan Manag Rev 2017;59. 
[19]Weiner J. Why AI/Data Science Projects Fail: How to Avoid Project Pitfalls. Synth Lect Comput Anal 2020;1:i–77. 

https://doi.org/10.2200/S01070ED1V01Y202012CAN001. 
[20]Bakul P. Artificial Intelligence-Mchine Learning: Validation. FDA; 2020. 
[21]Mason Hayes & Curran. White Paper on Artificial Intelligence & Medical Devices: A New Regulatory Frontier. 2021. 
[22]Lepasepp TK, Hurst W. A Systematic Literature Review of Industry 4.0 Technologies within Medical Device Manufacturing. Future Internet 

2021;13:264. https://doi.org/10.3390/fi13100264. 
[23]Silvestri L, Forcina A, Introna V, Santolamazza A, Cesarotti V. Maintenance transformation through Industry 4.0 technologies: A systematic 

literature review. Comput Ind 2020;123:103335. https://doi.org/10.1016/j.compind.2020.103335. 
[24]Harrison R, Vera DA, Ahmad B. A Connective Framework to Support the Lifecycle of Cyber–Physical Production Systems. Proc IEEE 

2021;109:568–81. https://doi.org/10.1109/JPROC.2020.3046525. 
[25]Malik AA, Bilberg A. Human centered Lean automation in assembly. Procedia CIRP 2019;81:659–64. 

https://doi.org/10.1016/j.procir.2019.03.172. 
[26]Assad F, Konstantinov S, Rushforth EJ, Vera DA, Harrison R. Virtual engineering in the support of sustainable assembly systems. Procedia 

CIRP 2021;97:367–72. https://doi.org/10.1016/j.procir.2020.05.252. 
[27]Borutzky W. A Hybrid Bond Graph Model-based - Data Driven Method for Failure Prognostic. Procedia Manuf 2020;42:188–96. 

https://doi.org/10.1016/j.promfg.2020.02.069. 
[28]Ding Q, Gao S, Zhu J, Yuan C. Permissioned Blockchain-Based Double-Layer Framework for Product Traceability System. IEEE Access 

2020;8:6209–25. https://doi.org/10.1109/ACCESS.2019.2962274. 
[29]Gil-Vilda F, Sune A, Yagüe-Fabra JA, Crespo C, Serrano H. Integration of a collaborative robot in a U-shaped production line: a real case 

study. Procedia Manuf 2017;13:109–15. https://doi.org/10.1016/j.promfg.2017.09.015. 
[30]Hinchy EP, O’Dowd NP, McCarthy CT. Using open-source microcontrollers to enable digital twin communication for smart manufacturing. 

Procedia Manuf 2019;38:1213–9. https://doi.org/10.1016/j.promfg.2020.01.212. 
[31]Joung BG, Lee WJ, Huang A, Sutherland JW. Development and Application of a Method for Real Time Motor Fault Detection. Procedia 

Manuf 2020;49:94–8. https://doi.org/10.1016/j.promfg.2020.07.002. 
[32]Kiangala KS, Wang Z. An Effective Predictive Maintenance Framework for Conveyor Motors Using Dual Time-Series Imaging and 

Convolutional Neural Network in an Industry 4.0 Environment. IEEE Access 2020;8:121033–49. 
https://doi.org/10.1109/ACCESS.2020.3006788. 

[33]Lin C-C, Deng D-J, Kuo C-H, Chen L. Concept Drift Detection and Adaption in Big Imbalance Industrial IoT Data Using an Ensemble Learning 
Method of Offline Classifiers. IEEE Access 2019;7:56198–207. https://doi.org/10.1109/ACCESS.2019.2912631. 

[34]Zawadzki P, Zywicki K, Bun P, Gorski F. Employee Training in an Intelligent Factory Using Virtual Reality. IEEE Access 2020;8:135110–7. 
https://doi.org/10.1109/ACCESS.2020.3010439. 

[35]Elmousalami HH. Comparison of Artificial Intelligence Techniques for Project Conceptual Cost Prediction: A Case Study and Comparative 
Analysis. IEEE Trans Eng Manag 2021;68:183–96. https://doi.org/10.1109/TEM.2020.2972078. 

[36]Alsheibani S, Messom C, Cheung Y. Towards an Artificial Intelligence Maturity Model: From Science Fiction to Business Facts. Pac ASIA 
Conf Inf Syst PACIS 2019. 

[37]Liu C-F, Huang C-C, Wang J-J, Kuo K-M, Chen C-J. The Critical Factors Affecting the Deployment and Scaling of Healthcare AI: Viewpoint 
from an Experienced Medical Center. Healthcare 2021;9:685. https://doi.org/10.3390/healthcare9060685. 

[38]Corea F. Artificial Intelligence and Exponential Technologies: Business Models Evolution and New Investment Opportunities. 1st ed. 2017. 
Cham: Springer International Publishing : Imprint: Springer; 2017. https://doi.org/10.1007/978-3-319-51550-2. 

[39]Ng. AI Transformation Playbook: How to Lead Your Company Into the AI Era. 2019. 
[40]Johnson J. Artificial intelligence & future warfare: implications for international security. Def Secur Anal 2019;35:147–69. 

https://doi.org/10.1080/14751798.2019.1600800. 
[41]Brundage M, Avin S, Clark J, Toner H, Eckersley P, Garfinkel B, et al. The Malicious Use of Artificial Intelligence: Forecasting, Prevention, 

and Mitigation. Apollo - University of Cambridge Repository; 2018. https://doi.org/10.17863/CAM.22520. 
[42]Perkovich G, Levite A, editors. Understanding cyber conflict: 14 analogies. Washington, DC: Georgetown University Press; 2017. 
[43]AAMI, BSI. Machine learning AI in medical devices: Adapting Regulatory Frameworks and Standards to Ensure Safety and Performance. 

AAMI; 2020. 
[44]Akyazi T, Goti A, Oyarbide-Zubillaga A, Alberdi E, Carballedo R, Ibeas R, et al. Skills Requirements for the European Machine Tool Sector 

Emerging from Its Digitalization. Metals 2020;10:1665. https://doi.org/10.3390/met10121665. 
[45]CISCO. Connected Futures Cisco Research: IoT Value: Challenges, Breakthroughs, and Best Practices. 2017. 
[46]Farahnak LR, Ehrhart MG, Torres EM, Aarons GA. The Influence of Transformational Leadership and Leader Attitudes on Subordinate 

Attitudes and Implementation Success. J Leadersh Organ Stud 2020;27:98–111. https://doi.org/10.1177/1548051818824529. 
[47]Nemanich LA, Keller RT. Transformational leadership in an acquisition: A field study of employees. Leadersh Q 2007;18:49–68. 

https://doi.org/10.1016/j.leaqua.2006.11.003. 
[48]Javaid M, Haleem A. Impact of industry 4.0 to create advancements in orthopaedics. J Clin Orthop Trauma 2020;11:S491–9. 

https://doi.org/10.1016/j.jcot.2020.03.006. 
[49]Arden NS, Fisher AC, Tyner K, Yu LX, Lee SL, Kopcha M. Industry 4.0 for pharmaceutical manufacturing: Preparing for the smart factories 

of the future. Int J Pharm 2021;602:120554. https://doi.org/10.1016/j.ijpharm.2021.120554. 



766	 David Sweeney  et al. / Procedia Computer Science 219 (2023) 759–766
8 David Sweeney et al. / Procedia Computer Science 00 (2019) 000–000 

[50]European Parliament. Regulation of the European Parliament and of the Council laying down harmonised rules on artificial intelligence (AI) 
and amending certain union legalisation acts. 2021. 

[51]European Parliament. Medical Device Regulations (EU) 2017/745. 2017. 
[52]Edquist H, Henrekson M. Technological Breakthroughs and Productivity Growth. Res. Econ. Hist., vol. 24, Bingley: Emerald (MCB UP ); 

2006, p. 1–53. https://doi.org/10.1016/S0363-3268(06)24001-1. 
 


